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Abstract

Thisis alist of FrequentlyAskedQuestionaboutCORBA SecurityService(COR-
BASEC). It containsboth generalandtechnicalinformationaboutCORBASEC: sta-
tus,whatit is, whatit specifiesandmore. Pleaseaeadthis FAQ carefully beforeyou
postquestionsabout CORBASEC to various CORBA-related mailing lists to seeif
your questionis alreadyanswerederefirst.

Thedocumentis availablein electronicform at
http://cadse.cs.fiu.edu/corba/corbasag!f
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1 Disclaimer and Copyright, Copying, and Other Information

1.1 Disclaimer

EXCEPTWHEN OTHERWISE STATED IN WRITING, THE COPYRIGHTHOLDERS
AND/OR OTHER PARTIES PROVIDE THE DOCUMENT AND INFORMATION CON-
TAINED IN IT "AS IS” WITHOUT WARRANTY OFANY KIND, EITHEREXPRESSED
ORIMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESSFORA PARTICULAR PURPOSETHE EN-
TIRE RISK AS TO THE QUALITY OF THE INFORMATION IN THE DOCUMENT
IS WITH YOU. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER
PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE DOCUMENT AS PER-
MITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,INCLUDING ANY GEN-
ERAL, SPECIAL, INCIDENTAL OR CONSEQJENTIAL DAMAGESARISING OUT
OF THE USE OR INABILITY TO USE THE INFORMATION CONTAINED IN THE
DOCUMENT (INCLUDING BUT NOT LIMITED TO LOSSOF DATA OR DATA BE-
ING RENDEREDINACCURATE ORLOSSESSUSTAINED BY YOU ORTHIRD PAR-
TIES), EVEN IF SUCHHOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCHDAMAGES.

1.2 Copyright Policy

Thisdocuments copyrightedby its all contritutors!  andits maintainef . Thisdocument
may be distributedunderthetermsof GeneralPublic License?

1.3 |/ Who sponsorsthe FAQ?

The documents sponsoredy the Centerfor AdvancedDistributed SystemEngineering
at FloridaInternationalUniversity> andby BaptistHealthSystemsof SouthFloride.

2 About this FAQ

2.1 Why isthis FAQ created?

CORBA Securityservicespecificationis comparatrely long (more than 300 pages)and
comple. It is difficult to understan@very pointof thespecificationandit is evenmoredif-
ficult to graspthe“big” pictureof how everythingis supposedo “work.” Ontheotherhand,
mary differentpeople(ORB developersapplicationdevelopers systemandenterprisead-
ministrators,securityguys, etc.) with differenttechnicalbackgroundsvantto understand

1Seequestion2.14,”"Who contrikutedto this FAQ?”, on pagel2.
2Seequestion?2.8,"Who is maintainingthis FAQ?”, on pagell.
*http:/wwwisf.org

*http://cadse.cs.fiu.edu

*http:/wwwfiu.edu

Shttp://www baptisthealth.net



differentaspectf the specificationandits implementations. Even more, sometimeghe
intentof theauthorsgxpressedn theparticularwording, is interpretedifferently by differ-

entreaderswhich causeproblemaotonly to thosereaderdut alsoto others.Also, it was
obseredthatwhenvariousworking groupsandteamsbegin discussion®n CORBA secu-
rity, they spenda substantiabhmountof effort andtime just gettingto the commonground
andagreeingon a commonunderstandingf securityaspectof CORBA technology This
FAQ wascreatedo helpall thosewho needto understandCORBA Securityservicespeci-
ficationandto provide readersvith additionalinformationthatcouldnotbeincludedin the
specificatiorbut is consideredisefulto eliminateproblemsdescribedabore.

2.2 Notations

Answersthatarenew or areupdatedsincethelastmonthrevision, aremarkedwith thesign
“V/”. Questionghatdo not have answersg/etaremarked with thesign“A ™.

Changesn thetext madesincethelastmonthrevision aremarkedwith changebarslik e the
oneontheleft mamgin of this paragraph.

2.3 Who shouldreadit?

Thosewho do or will useCORBA Securityservicespecificationor its implementationpr
whois curiousaboutsecurityaspectof CORBA technology

2.4 How should| readthis FAQ?

Find a questiorwhichis similar to yours.Readthe answelrto it.

If youwantto graspthecontext of thethreadfrom which theanswemwasoriginated,andif
theanswethasane-mailmessagéD of theoriginal messagethenusethelD to trackdown
thethreadin variousarchvesandnews groups.Readthethreadto getbetterunderstanding
andall detailsof theanswer

2.5 Where canl getthe mostrecentcopy of this FAQ?

Themostrecentcopy is alwaysavailableonits site— http://cadse.cs.fiu.edu/t@ corbasedfag/.

2.6 /| could not find an answerto my question here, where elsecan | ask
my question?

Sendyour questiongo the mailing list on CORBA security(question2.7, "Are thereary
newsgroupsor mailing lists aboutCORBASECthatl canjoin?”, on pagell).



2.7 Arethere any newsgioupsor mailing lists about CORBASEC that | can
join?

Konstantin Beznose (Novembey1998Y : Thisis to announcewailability of anen mail
list<cor ba-security@s.fiu.edu>.

Theintentof thelist is to provide forum for discussingssuesrelatedto securityin
CORBA-basedsystemsandapplications.

Informationon how to subscribdo the mail list is availableat
http://lwww.cs.fiu.edu/"beznosfromakewrity/mail-list/

It's amajordomo-baserhail list. Usualmajordomocommandganbe usedwith the
list.

2.8 Who is maintaining this FAQ?

KonstantinBeznose®.

2.9 /What is SecSIG?

Konstantin Beznose (May, 1999):
SecSIGis OMG's specialinterestgroup on security You canvisit SecSIGS home
pagé€ or sendane-mailmessagéo thegroupmailing list atjsecsig@omg.gg.. Since
only employeesof theOMG membercompaniesanbeonthemail list of theSecSIG,
its mail list is usedmorefor coordinationof the groupwork.

2.10 What is secsig@omgprg mail list for?

Konstantin Beznose (May, 1999):

<secsi g@mnyg. or g>is notthelist aboutCORBA security It's thelist for facili-
tating communication@mongmemberf the OMG securityspecialinterestgroup
(SecSIG).Thereis no ary specialmailing list for discussiorof CORBASEC. If you
have questionsaboutsecurityin CORBA-basedsystems,you might want to send
themhoweverto <cor ba- security@s. fi u. edu> mailing list (seequestion
2.7). If your compary is a memberof the OMG, you canalsogetsubscribedo the
secsig@omg.grlist in caseyou areinterestedn participatingin SecSIG.

2.11 What is SecR'F?

SecRF is OMG'srevision taskforce createdexclusively for revising CORBASEC.

"Message-1dPine.GS0.4.05.9811171310320.10792-D0@grals.cs.fiu.edu
8http:/iwww.cs.fiu.edu/beznoso
°http:/iwww.omg.og/homepages/secsig/



2.12

| found a mistake in this FAQ, where can| submit it?

The bestway is to sendan e-mail messagéo its maintainer(question2.8, "Who is main-
tainingthis FAQ?”, onpagell).

2.13 How canl contribute to this FAQ?

Thebestway s to sendane-mailmessagevith contrilution to its maintainer(question2.8,
"Who is maintainingthis FAQ?”, onpagell).

Your contrikution to this list is subjectto its copyright policy describedin sectionl.2,
"Copyright Notice”, on page9.

2.14 /Who contributed to this FAQ?

Thefollowing is thelist of peoplewho contritutedto this Q&A list (in alphabeticabrder):

HabtamuAbie <Habt anu. Abi e@xj el | er.fou. tel enor.no>:5.1.1
ShahzadAslam-Mir <sam@xper soft . conr: 5.1.1

Nick Battle <ni ck. battl e@400.icl.co. uk>: 4.1.23,4.1.31,4.1.26,6.1,
6.1,3.11

JimBeale<eghx@deb. conr: 5.1.1

KonstantirBeznosw <beznosov@apt i st heal t h. net >:3.10,2.9,2.10,2.11,
7.1.5,4.1.3,4.1.4,3.6,3.11,2.7,7.5.3,4.1.2

Jonathamiggar<j on@ | oor board. conr:4.1.224.1.234.1.264.1.274.1.28,
4,1.294.3.3

Bob Blakley <bl akl ey@ascom com: 4.3.1,4.3.5,4.3.6,4.3.7,4.3.8,4.3.9,
4.4.7,4.4.8,4.4.9

GeraldBrose<br ose@ nf . fu-berlin. de>:4.3.2

Bob Burt<bburt @ab. conr: 4.3.2

Ludwig Brinckmann<LBr i ncknan@lat ast r eam cv. conp

Jef Calog<j 649281 @rarlin. bdy. w . aneritech. comr:75.1
David Chizmadia<davi d_chi zmadi a@ng. or g>: 4.2.8,4.1.32
Tom Damiano<t dam ano@r usher.jcal s. csc. conp: 7.5.4
William Edwards<wedwar ds@or p. i npri se. conp: 7.5.4

Luis Espinal<l espi n03@s. fi u. edu>: 3.10

BelindaFairthorne<bel i nda. f ai rt hor ne@400. i cl . co. uk>:4.4.4



TedGamestekganest er @im ch. edu>: 7.5.7,7.5.8
RohitGag <r ohi t @bj ect Scape. conp: 5.1.1
JoselgnacioGijon <nacho@unet . es>: 7.5.4

Linda Gricius<l gri cius@cli nc. con: 7.1.5,4.1.18,4.1.19,andall subsec-
tionsin 5.2.1.

RajanGupta<| i sti ng@ ocket mai | . conmp: 4.1.14,7.5.4
TomHerron<t herron@rol s. conr:5.1.1
PolarHumenn<pol ar @di ron. conr:5.1.1,7.5.13,4.3.6,4.3.9
DanHushon<dan. hushon@ast . Sun. COW>: 5.2.2.4

Bill Jansserj anssen@ar c. xer ox. conr:5.1.1

Marc Laukien<ml @oc. con»: 7.5.4

B.G. Mahesh<mahesh@ar agon- sof t war e. conp: 3.11
Mike <ntor am@ nt er zone. con®: 7.5.15

JishnuMukerji <j i s@ pk. hp. com>:4.1.2
DaleNagata<dnagat a@r eo. conp

Olivier Onimus<Oni nmus @lanet . de>: 4.1.23

Steve Parker <spar ker @i sa. conp: 3.10

Michelle L. Pattersorcm p@poch. ncsc. m | >

Dave Samesdsanes@i s. conm: 7.5.13

Rudolf Schreinexr as@muc. de>: 3.11,5.2.2.5
JohnSebesej s@i s. conp: 4.2.2

ChrisShutters<chri s_shutters@ng. org>: 3.8

Andre Srinivasar<andr e@ npri se. con»: 7.5.6,4.2.5,5.1.1
Gregg Tally <t al | y@one. com>: 5.2.2.8

SerbarTatu<st at u@t ar vi si on. conr: 5.1.4
BrunoTraverson<Br uno. Traver son@ler . edf gdf . fr>:4.1.185.2.1.35.2.2.3
RolandTurner<r az@rraki s.com au>:4.2.4

AndreasVogel<avogel @i si geni c. conp: 4.1.14,7.5.2,4.2.3,7.5.10,7.5.11,
7.5.9

CharlesWhite <chas @| ackwhi te. conr: 3.8,5.1.4
JimWilliams <j gw@ri tre. or g>: 3.11

GeogeWolke <geor ge . wol ke@ust onrer -i nsi ght. conr:5.2.2.6



2.15 Wishlist

The following is the list of wish items maintainedby the maintainer Theseare various
wishesaboutthis FAQ from differentpeople.Thelist is usedby the maintainerto improve
the FAQ usefullness.Anyone who thinks they have a greatideaabouthow to malke the
FAQ morehelpfull to the Internetcommunity arewelcometo sendsuggestionso the FAQ
maintainer

e Make it possibleto find full threadfrom which the informationfor the answerwas
used.
e Have ascopesectionthatwould describevhatgoesinto the FAQ andwhatdoesnot.

e Cleanandpossiblymeigesections4.1.18and4.1.19.

3 General Questions

3.1 What's“CORB A Security Sewice”?

“CORBA SecurityService”is oneof CORBA coreservicesspecifiedin CORBA 2.x and
higher Specificationof it definessecurityfunctionality interfacesavailablein a CORBA
ORB.

3.2 What's“CORBASEC"™?

KonstantinBeznose (December1997):
“CORBASEC” is ashorterandmoreinformal namefor “CORBA SecurityServicé.

3.3 What's the differencebetween“CORBA Security Sewice” and “COR-
BASEC"?

KonstantinBeznose (December1997):

Thereis no differencebetweer’CORBA SecurityService’and“CORBASEC?

3.4 What's CORBA?

KonstantinBeznose (December1997):

CORBA standdor CommonObjectRequesBroker Architecture If you arereadingthese
lines, you probablyknow somethingaboutCORBA. If not, readquestion3.5, "Where can
| find moreaboutCORBA?”, on pagels.



3.5 Wherecanl find more about CORBA?

KonstantinBeznosw (Decemberl997):

The mostcomprehense informationaboutCORBA technologyis availableatthe OMG!©
website.

3.6 Wherecanl find more about CORBASEC?

Konstantin Beznose (Decemberl997): Thedefinitive guideto CORBASECIs of course
the CORBASECspecificationtself. Also, seereadseveralfollowing questionsn this
FAQ.

3.7 What booksdescribeor review CORBASEC and in what detail?
3.7.1 “Instant CORBA"

KonstantinBeznose (December1997):

Chapterll (28 pages)presentanformal descriptionof CORBASEC. The authorswalk
throughkey CORBASEC features(accordingto the book: authenticationprivilege dele-
gation,authorizationaudittrail, non-repudiationnon-tamperingandencryption,security
domains,securitypolicies managementand summarizeSCORBASEC interfaces. It also
walksthroughseveral scenario®f exercisingsecurityby security-avareapplications.The
level of thepresentatiooesnotassumery backgroundn securityandit requiresnominal
knowledgeof the CORBA technology

Book Information

Title “Instant CORBA”

Authors  RobertOrfali, DanHarkey, JeriEdwards
Publisher JohnWiley & Sons,Inc.

Year: 1997

ISBN 0-471-18333-4

3.8 A What magazinepublications describe,review, compare, critique COR-
BASEC?

Charles White (Octobeyr1998}!if yougoto ourwebpageat: http://www.blackwhite.com/presaiticles.himl

Thereis a brief descriptionof a paperwhich appearedn Distributed Computing
Magazinerecentlycalled: "Licensing andMetering” by Julia Miller and Alex Ko-
topoulis.

Ohttp://iwww.omg.og
1Message-1d199810161732.KAA28995@sparids.com



It coverssereral aspectof Securityandmaytalk alittle bit aboutour productOb-
ject/LM. If notthereis info aboutthaton our web pages.Thefull text of the article
is availableat: http://wwwdistributedcomputig.com.

Chris Shutters (May, 1999)1? : Thefirst of a seriesof articlesby David Chizmadiaon
CORBA Securityis onlineathttp://www.sdmagazine.com/suppientsdfeaturesP6f1.shtml

It is titled: "CORBAsec: SecuringDistributed Systems:Find out what CORBAsec
hasto offer for security-avareapplications.

3.9 A Arethere any papersor articles that compare CORBA security with
security of other distrib uted object computing frameworks suchas Java
RMI or DCOM?

3.10 /Wherecanl getatutorial about CORBASEC?

Konstantin Beznose (July, 1998):

Therewastutorial on CORBA Securityserviceduring the first day of the Second
Workshopon Distributed ObjectComputingSecurity® givenby Bret Hartman(Con-
ceptFive Technologiesinc.).

Steve Parker (January1999)14:

Thereis adownloadablepresentationn PDF formaton "Security Conceptdor Dis-
tributed ComponenSystems'By Walt Smith of Tekna,which containsanovervien
of the CORBASECarchitecture.

This wasa presentatiorio the 21stNational Information SystemsSecurityConfer
ence

It is availableat: http://csrc.nist.ge/nissc/L998/proceedings/tutorB2.pd.
Luis Espinal (May, 1999)°: “A Quick Tour Of the CORBA SecurityService”is avail-

ableathttp://www.omg.og/nens/corbasc.itm, by David Chizmadiayeprintedfrom
“Information SecurityBulletin”, Septembefl998.

3.11 What papersabout CORBASEC and relatedissuesare out there?

Jim Williams (June,1998): The documentCORBA Threat-MitigationModel” waspre-
sentedo the SecuritySIG atthe June’96 meetingin WashingtorDC. It is available
asdocumen®8-06-01lat http://www.omg.og/docs/searity/

Rudolf Schreiner (September1998)°: A goodpaperon CORBASEC s Ulrich Lang’s
M.Sc. thesis:http://www.cl.cam.ac.ukll201/mscdissertatiopd

2Message-ld7guréudl@nnrpl.deja.com

Bhttp://www.omg.og/docsec/1998
14Message-|d95288(3(:7E7F7Dll1883BOOOQJFBSCOSO]ZAFBBB@SW720X04.ViSE:1.C‘I)’I
5Message-1dPine.GS0.4.05.9905191055520.24395- D0 bah.cs.fiu.edu
15Message-IdPine. BSE3.91.980916161723.127401-100000@ipis.muc.de
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B.G. Mahesh (Octobey 1998 :

e CharlesCavanaugh CORBA Security White Paper. AdvanceSoftware,Switzer
land (www.corba.ch)

e KyeongbeonKim, Youngk/un Kim, Younglee Song,Soranine. A Software
Platform for Secure Applications based on CORBA. IEEE, 1997.

e SusarL. Chapin,William R. Herndon,LouAnnaNotagiacomo. Security For
The Common Object Request Broker Architecture (CORBA). IEEE, 1994.

¢ RobertH. Deng, ShailendreK. Bhonsle,WeiguoWang,Aurel A. Lazar Inte-
grating Security in CORBA Based Object Architectures. IEEE, 1995.

Konstantin Beznose (Novembey 1998): Thereis a technicalreportfrom IBM thatde-
scribesamathematicamodelof CORBA accesgontrolmechanismsandalsoshavs
how MandatoryAccessControl (MAC) policy could be realizedusingCORBA Se-
curity. The paperreferences thefollowing:

G'unter Karjoth. Analysis of Authorization in CORBA Security. Technicalreport,
IBM ResearclDivision, Zurich Researct.aboratory Decembet1996.

Also, OMG SecurityWorking GroupreleasedOMG White Paperon Security”in
1994,wherethey describedssueswith securitydesignin distributed objectsystems
and outlinenedCORBASEC model. The paperavailable at the OMG site asdocu-
ment94-04-16.

Nick Battle (September1998)8: Thereis awhite paperathttp://www peerlogic.com/sbs/ddsearity.pdf
thatgivesanoverviev of CORBA Security

3.12 A lsthereany group or lab reseach on CORBA security sewice?
4 CORBASEC specification

4.1 General
4.1.1 Wherecanl getthe official specificationof CORBASEC?

Konstantin Beznose (May, 1999): The OMG Boardof DirectorsadoptedCORBA Se-
curity Servicespecificatiornv1.2 on Novemberl0, 1998. It is availableasthe OMG
formaldocument or mal / 98- 12- 17 in pdf andpsformats.Also modificationgo
CORBA Coreinterfacesrelatedto CORBASEC V1.2 canbe found as ptc/98-01-04
in pdf and psformats. Readquestion4.1.2for informationon the IDL codefor the
interfaces.

"Message-1d199810191603.MAA03007 @dmparagn-sdtware.com
8Message-1d35FF72E3.2BB81E28@x400.icl.co.uk
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4.1.2 Wherecanl getIDL codeof CORBASEC interfaces?

Jishnu Muk erji (August,1998): For all interestedn acompilablesetof Securityl.2IDL
files,they have now beenplacedn ZIP form ontheOMG senerasdocumennumber
ptc/98-08-02.

Konstantin Beznose (May, 1999): The OMG hasnow a pagewith the referencego all
IDL files from official specificationsof CORBA Services,ncluding CORBASEC.
Below is theinformationtakenfrom the site:

DCE_CIOPSecurity.idl formal/98-10-36
NRSewice.idl formal/98-10-37
SECIOP.idl formal/98-10-38
Security.idl formal/98-10-39
SecurityAdmin.idl formal/98-10-40
SecurityLevell.idl formal/98-10-41
SecurityLevel2.idl formal/98-10-42
SecurityReplaceable.idlformal/98-10-43
SSLIOP.dI formal/98-10-44
4.1.3 What is the current version of CORBASEC official specification?

KonstantinBeznosw (Novembey 1998).1.2

4.1.4 Arethereany upcoming updatesof the specification?

Konstantin Beznose (May, 1999): Yes. Thetext of the new revision 1.5 is availableat
http://wwwomg.og/docs/ptcd8-12-03.pd.

4.1.5 Who isresponsiblefor producing specificationupdates?

KonstantinBeznosw (March,1998): SecRF (seequestion2.11,”"What is SecR F?”, on
pagell).

4.1.6 Arethereanyupcomingnewrelease®f the specifications?

KonstantinBeznose (March,1998): Not yet.

4.1.7 Who isresponsiblefor producing new specificationreleases?

KonstantinBeznosw (March,1998): The OMG TechnicalCommittee.
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4.1.8 Wherecanl find alist of outstanding issuesn CORBASEC specification?

KonstantinBeznoswe (March,1998): Look at http://www.omg.og/issues/secev.html.

4.1.9 | foundatypo in the specification,where can| submit it?

KonstantinBeznosw (March, 1998): First, you want to make surethat the typo or the
problemyou foundis not discoveredby somebodyelsebefore. For it, you wantto check
thelist of all outstandingssueson CORBASE Cspecification(readquestion.1.8,"Where
canl find alist of outstandingssuesn CORBASEC specification?”pn pagel9. The best
way to submita reporton error or typo in CORBASEC specificationis to sendan e-mail
messagéo SecHF reportingit (question2.11,”"What is SecR'F?”, onpagell).

4.1.10 A lIsthereasetof UML diagramsfor the CORBASEC Specification?
4.1.11 | found an error in the specification,where can| submit it?

KonstantinBeznose (March, 1998): Seequestion4.1.9,”l foundatypoin the specifica-
tion, wherecanl submitit?”, on pagel9.

4.1.12 | haveanideahow to “impr ove” the specification,where canl proposeit?

KonstantinBeznose (March, 1998): First, reporttheideato SecR'F. They will consider
the proposalanddecideif it is valid andif it is in the scopeof the revision TF or it goes
beyondit. If it isin thescopeof theRTF, thentherewill beaseparatéssuenumberassigned
sothatit canbetracked andeventuallyresohed. If the proposedmprovementis beyond

the RTF scopeyourideamostprobablyshouldgo troughthe standardechnologyadoption
process(i.e. with issuingan requestfor proposals(RFP))in the OMG. Pleaserefer to

OMGwebsiteto find moreinformationabouthow CORBA technologiesreadopted.

4.1.13 A What are the shortcomingsof CORBA Security service?

4.1.14 Is it completelytrue that the CORBA Security setvice is a directlift of DCE
Security?

RajanGupta(February1998):1It is correct.In summary CORBA securityis ObjectBased
SecurityModel while DCE securityis moreprocedural.

AndreasVogel(February1998): Essentiallythe CORBA securityservicedefinesa frame-
work andinterfacesin which you canplug in securitymechanism®f your choice. DCE
hasdefineda setof mechanismgonefor eachsecurityconcern)upfront.
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4.1.15 What is"Principal”’, and what is meantby "Principal authentication”?

Linda Gricius(March,1998).

Principal authenticationis the processof proving your identity to the security enforcing
component®f the systemso thatthey cangrantaccesgo informationandserviceshased
onwhoyou are. This appliesto bothhumanusersof the systemaswell asto applications.

A useror applicationthatcanauthenticatétself is known asa principal. A principalhasa
namethatuniquelyidentifiesit.

For humanusers the procesf authenticatindgo the systemis informally known as”log-

ging on”. In atypical system,an applicationis provided to collect information proving

the users identity This applicationis often referredto asthe "user sponsor”.In orderto

successfullyauthenticatdo the systemi,it is importantthat a principal can provide some
proof thatit is who it claimsto be. Proofof authentications usuallyachieved by demon-
stratingknowledgeor possessionf a”secret”’known only to the’real principal”, suchasa
passverd or cryptographidey.

It is importantthat a successfullyauthenticategbrincipal can be given someunforgeable
evidencethatit hasrecentlyauthenticatedn orderto preventthe principalfrom having to
continuallyre-authenticatéself to differentpartsof the system.The unforgeableevidence
thatis returnedto authenticategrincipalsis known asthe principal’s credentials.

4.1.16 What are credentials?

Linda Gricius(March,1998).

Credentialscontainthe security attributes of the principal, a "lifetime”, anda few other
fields. Credentialsareused:

e asameanf makingthe principalaccountabldor its actions

e asameanf obtainingaccesgo protectedbjects

e asameansf identifying the originatorof amessage.

Securityattributesincludeboth authenticateattributesandunauthenticatedttributes.

Authenticatedhttributesincludeidentity attributes,which identify the principal, andprivi-
lege attributes,which grantrightsto theprincipal.

4.1.17 How are attrib utesused?

Linda Gricius(March,1998):

Attributesaretypehaluepairsthatareassociateavith authenticatedisersandheldin their
credentials.Therearetwo typesof attribute: identity attributes(knowvn asidentities)and
privilege attributes(known asprivileges).

An identity attribute hasa value which identifiesthe principal. Examplesof identity at-
tributesthataprincipalmightcarryareAudit|D (whichis thelabelrecordedn auditrecords
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relatingto this principal, andwhich may be differentfrom AccessID) and AccountinglD,
whichis thenumberto be usedwhenchaging the principalfor resourcesised.

A privilege s aright grantedto a principalthatenableshemto performsomeactionthat
would otherwisebe denied. Examplesof privilegesare AccessIiD (which is the namethat
they authenticate@s)andClearance level.

4.1.18 What doesit meanto be conformant to CORBA Security specification?

Linda Gricius (March,1998):Main securityfunctionality Therearetwo possibleevels:

Level 1 - provides a first level of securityfor applicationswhich are unavare of
securityandfor thosehaving limited requirements$o enforcetheir own security
in termsof accessontrolsandauditing.

Level 2 - providesmoresecurityfacilitiesandallows applicationgo controlthe se-
curity provided at objectinvocation. It alsoincludesadministrationof security
policy, allowing applicationsadministeringpolicy to be portable.

Security functionality options

Thesearefunctionsexpectedo berequiredin sereral ORBs,soareworth including
in this specificationput arenot generallyrequiredenoughto form partof oneof the
main securityfunctionality levels specifiedabove. At presentthereis only onesuch
optionin the specificationnon-repudiation.

Security Replaceability

This specifiesf andhow the ORB fits with differentSecurityservices.Therearetwo

possibilities:

ORB Selwvicesreplaceability. The ORB usesinterceptolinterfacesto call on object
servicesjncluding the securityones.It mustusethe specifiedinterceptorinterfaces
andcall theinterceptorsn the specifiedorder An ORB conformingto this doesnot

includeary significantsecurity-specificode,asthatis in theinterceptors.

Security Service replaceability. The ORB may or may not useinterceptors but
all calls on Securityservicesare madevia the replaceabilityinterfacesspecifiedin
Section15.7, Implementors Security Interfacesof the CORBASEC specification.
Thereinterfacesarepositionedsothatthe Securityserviceslo notneedto understand
how the ORB works (for example,how the requiredpolicy objectsarelocated),so
they canbereplacedndependentlyf thatknovledge.

If the ORB doesnot conformto oneof thesereplaceabilityoptions,the standardse-
curity policiesdefinedin the CORBASECspecificatiorcannotbereplacedy others,
nor canthe implementatiorof the Securityservices.For example,it would not be
possibleto replacethe standardaccesolicy by a label-basedgolicy if oneof the
replaceabilityoptionsis not supported Note thatsomereplaceabilityof the security
mechanisnmusedfor securityassociationsnay still be provided if the implementa-
tion usessomestandardyenericinterfacefor Securityservicessuchasthe Generic
SecurityServiceAPI (GSS-API).
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Secur interoperability

Secue interoperability — Standard. An ORB conformingto standardsecurein-
teroperabilitycangenerateand usesecurityinformationin the InteroperableDbject
Referenc€lOR) andcansendandreceve secureequestso/from otherORBSusing
the GeneralinteORB Protocol/Inte-ORB InteroperabilityProtocol (GIOP/IIOP)
protocol, with the SecurelnterORB Protocol (SECIOP)enhancementdefinedin
Sectionl5.8,SecurityandInteroperability of the CORBASEC specificationjf they
bothusethe sameunderlyingsecuritytechnology

Standard plus DCE-CIOP — Option. An ORB conformingto standardolus DCE-
CIOP secureinteroperabilitysupportsall functionality requiredby standardsecure
interoperability and also provides secureinteroperability(using the DCE Security
servicespetweernORBsusingthe DCE-CIOPprotocol.

If the ORB doesnot conformto one of these,it doesnot usethe GIOP security
enhancementspwill interoperatesecurelyonly in anernvironment-specifiavay.

CommonSecurdnteroperability(CSl) - confinedto securanteroperabilityof object
requestandrepliesvia the GIOP/IIOPprotocol.

Bruno Traverson (September1998)°: ClauseC.2 [ed: of the AppendixC in the COR-
BASEC s sepcificationv1.2] makesclearthatconformanceanbe claimedat two lev-
els:

1. CORBA SecurityFunctionalitythatcontainghreefolders:

e mainfunctionality (level 1 or 2),

¢ functionality options(nonrepudiation),

¢ securityreplaceability ORB services Securityservices SecurityReady).
2. CORBA Securdnteroperability:
[IOP-SECIOP(SPKM, KerberosCSI-ECMA),
Interopoptions(lIOP-SSL,DCE-CIOP),

CSlLevel 1,
GSSKerberosProtocolusingMD5 Cryptographigrofile.

4.1.19 What about conformance to the Common Secuk Inter operability specifica-
tion?

Linda Gricius(March,1998):

The CSl specificationis partof the overall CORBASEC specification.

TheCommonSecurdnteroperabilityspecificatiordefineghestandardéor commonsecure
interoperabilitywhenusingGIOP/IIOR by defining:

¢ standardsecuritymechanismsndassociate@ryptographialgorithms

9Message-1d3606293009@deedfgdf.fr
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¢ detailsof the SECIOPprotocol messageand IOR securitytagswhenusingthese
mechanismsndalgorithms

¢ thesecurityfunctionality supportedvheninteroperatingisingthesesecuritymecha-
nisms.

It alsodefineswhatis requiredto conformto the mandatoryandoptionalpartsof the spec-
ification.

An ORB conformingto CSl level 2 cansupportall the securityfunctionality describedn
the CORBA SecurityspecificationFacilitiesaremorerestrictedatlevelsO andl. Thethree
levelsare:

CSl level O Identity basedoolicieswithout delegation— at this level, only the identity (no
otherattributes)of theinitiating principalis transmittedrom the client to the tamget,
andthis cannotbe delegatedto furtherobjects).

CSl level 1 Identity basedpolicies with unrestricteddelegation — at this level, only the
identity (no otherattributes)of theinitiating principalis transmittedrom the clientto
thetamget. Theidentity canbedeleggatedio otherobjectsonfurtherobjectinvocations,
andtherearenorestrictionsonits delggation,sointermediatebjectscanimpersonate
theuser

CSl level 2 Identity andprivilege basedpolicieswith controlleddelegation— at this level,
attributesof initiating principalspassedrom clientto targetcanincludeseparatec-
cessandauditidentitiesandrangeof privileges,suchasrolesandgroups.Delegation
of theseattributescanbe controlledsothatthey canonly be usedat certainlocations.

4.1.20 What are the protocolsusedby CSI?

Linda Gricius(March,1998):

CSI CommonSecurityProtocolsdefinethe detailsof the tokensin the SECIOPmessages.
Threeprotocolsaredefined:

SPKM Protocol - this protocol supportsidentity basedpolicies without delegation (CSI
level 0) usingpublic key technologyfor keys assignedo both principalsandtrusted
authorities.The SPKM protocolis basecbn the definitionin The SimplePublic-Key
GSS-APIMechanism)nternetDraft draft-ietf-cat-spkmgs06.txt Januaryl996.

GSSKerberosProtocol - this protocolsupportsdentity basedpolicieswith unrestricted
delggation(CSl level 1) usingsecretkey technologyfor keys assignedo both prin-
cipalsandtrustedauthorities.It is possibleto useit withoutdelegation(so providing
CSllevel 0).

The GSSprotocolis basenthe IETF GSSKerberosv5 definition,which specifies
detailsof the useof Kerberosv5 with GSS-APIL.It includesupdateso RFC 1510;
e.g.,how to carry delegationinformation. It is specifiedin RFC 1964. This itself is
a profile of the Kerberosv5 mechanismasdefinedin IETF RFC 1510, September
1993.
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CSI-ECMA Protocaoal - this protocol supportsidentify and privilege basedpolicieswith
controlleddeleggation (CSl level 2). It canbe usedwith identity, but no otherprivi-
leges,andwithout delegationrestrictionsif the administratompermitsthis (CSl level
1), andcanbe usedwithout delegation(CSl level 0).

4.1.21 /A What about CSI| with SSL?

4.1.22 What is a”"Session”?

Jonathan Biggar (July, 1998): A sessiorprobablymapspretty muchto thesamethingas
thedurationof asecuritycontext. SeclORPthecorbasestandardecurityprotocolcan
handlemorethanonecontet in parallelandsequentiallyonasingleTCPconnection.

Nick Battle (July, 1998): A goodquestion.| think whatyou may have in mind is more
properlycalledan”association”. An associations a statethat exists betweerpeers
who have authenticatedpossibly mutually) and establishedandomcryptographic
keys for the protectionof messagebetweenthem. An associatiorhasa lifetime,
definedby policy.

The SECIOPprotocolestablishesinassociatiorbetweerthe peersandthenprotects
messagebetweerthem. The SECIOPprotocolis securitymechanisnindependent,
but carriesmore primitive messagefor mechanismsuchasKerberosthat"do the
hardwork”.

4.1.23 How doessecurity context get establishedbetweenclient and sewer?

Olivier Onimus (July, 1998): Thisis doneby sendingclient’s credentialsThesener can
authenticatehe client and get the sessiorkey with which the communicatiorwill
be encrypted. Thenthe communicatiorwill be encrypted,usingthis contextt. The
credentialsarenotsentarymore,only areferenceon anexisting context.

Jonathan Biggar (July, 1998): [in additionto the above] The encryptionis optional,de-
pendingon the Quality of Protection(QoP)you have chosen.

Nick Battle (July, 1998): [in additionto the above] The Credentialsobject (capital C)
isn’t naively transportedo thetargetin anobject-relocatiorsensethoughpartof the
originators Credentialsarere-instantiatedit the tamget (wherethey’re known asre-
ceived credentialsyothatthey canbe queriedfor suchthingsastheusers credential
attributes.

It's importantto realisethat thesereceved credentialsare not identicalto the orig-
inator’s since (for example)they may not necessarilybe usedfor making further
on going associationgcalled delegation),andthey certainlywon't allow the target
to setattributes(eg. changethe currentactie role of the client). Perhapsrecon-
structed”is a betterway to view it.

The sessionkey doesnt actually comefrom the initiator's Credentialsbut rather
from acomple (andmechanisnspecific)protocolmessagéhatis separatérom the
Credentialsdata- look at the SECIOPprotocol EstablishConté messagendthe
specificmessageontets for mechanismsuchasKerberosaandCSI-ECMA.
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[ed: The communications encrypted]if that's what policy requires. The message
may just beintegrity protectedor it may requireno protectionat all. Thereis also
replayprotectionwhichis contet based.

SubsequenSECIOPmessageareall MessagelnContext, quotingthe context refer
encethatwascreatedvhenthetargetwasfirst contacted.

4.1.24 |s there somewheke a description of the context management?

Nick Battle (July, 1998): I dont think thisis very well specified.Thereasons probably

thatalot of thespecificof context (associationjnanagemerdepencnthefeatures
thata particularsecuritymechanisnsupports.

4.1.25 A What isthe validity of a context?

4.1.26 Doesa new context for a target have be establishedif a client is accessinga

newtargeton the sameserer?

Jonathan Biggar (July, 1998): Yes,theclientwill establisha secondsecuritycontet for

thenew taget.

Nick Battle (July, 1998): Firstwe shouldclarify afew terms.A hostis a machinewhich

runsprocessessachprocesgossiblyundera differentuserid. CORBA objectsrun
in processesseveraldifferentobjectscanrunin the sameprocess.

Credentialsarenot "for” a host,a procesor anobject. They only describethe user
(the principalin fact); they canbe expressedat arny host/process/object.

The granularityof how contexts are createdbetweerclientsandtargetsdependson

the securitycharacteristicef the underlyingoperatingsystem. In UNIX/NT type

systemghe context is establishedetweenthe client’s processandthe tamget’s pro-

cessratherthanbetweerhostsor objects.Thisis becaus¢he context containssecret
keys andall objects(ie. applicationcode)in a processhave equalaccesdo these
keys, sothereis no extra securitygainedby forming multiple contets for objects
in the sameprocess thoughit would do no harm. Processesare partitionedfrom

eachotherby the OS, sothereis someprotectionto be gainedby forming different
contets for objectsrunningin differentprocessesSimilarly for differenthosts.

If youwantedto sharecontexts morewidely thanbetweermprocessesjouwould have
to jump throughhoopsto make the OSdothatin a securemanner Processearethe
naturallevel of protectiongranularity- thoughsomeoperatingsystemsmale take
thisto thethreadlevel.

[ed: About necessityof establishinga new contet:] If the 2nd objectis co-located
with thefirst in the sameprocessthenthe context canbere-used.If the objectsare
runningin differentprocessesa new contextt mustbe establishedecausehe 2nd

tagethasnoideawhatthesessiorkey(s) arethatwereestablishedhetweertheclient

andtargetA —it alsodid notdirectly authenticatéhe clientitself, soit would have to

trustthe otherprocesdeforeit sharedhe context. Thatmight notbeatrustwe can
assume.
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4.1.27 Will the current context be valid for all requestsof the client (and all replies
of the server) till the client decidesthat the contextis not valid anymore?

Jonathan Biggar (July, 1998): Not necessarilyl believe thata seneris allowedto signal
to theclientthata context is nolongervalid, which meanghe client mustreestablish
anew contet. Also, it is possiblefor a single sener to manageobjectsin different
securitydomainghatmayrequiremorethanonecontet be establishedo the sener
from asingleclient.

Nick Battle (July, 1998): The context is certainlylong lived (morethanoneinvocation)
- this is a matterof efficiencgy, sincesessiorkey establishmenis typically very ex-
pensve. The contet canbe destrged by eitherpeer(eg. by deletingthe objector
its objectreference)r it cantimeout. Thelifetime is a matterof policy (andcannot
be increasedy the peers). Contexts may also be destrged as part of handlinga
SECIOPprotocolerror.

4.1.28 Which instancemanagesthe contexts?

Jonathan Biggar (July, 1998): Both sides. The client initially requestghe setupof a
contet, but | believe thateithersidecaninvalidatethe context.

Nick Battle (July, 1998): The "interceptors”areresponsibldor managingthe contexts
oncethey have beencreated. The SecurityContet objecthasoperationgo protect
messagef the contet, and could in practicedo someof the managementf the
context whenmessagearesent/recefed(ie. it will noticethatthecontet hasexpired
whenit tried to encrypta messageandcanarrangefor the interceptorgo try to re-
form anew context first).

4.1.29 Which instancedecidesthat now, the "Session” is over, and the contextcanbe
deleted?

Jonathan Biggar (July, 1998): Seequestion4.1.28,"Which instancemanageghe con-
texts?”, on page26.

4.1.30 A Are the any interfaces specifiedin CORBASEC for controlling security
context by security-aware applications?

ExtendedQuestion: Examplesof controllingsecuritycontet could bethefollowing:

e Switch contet, a possibility of "switching contet service” betweenalready
establishedontexts

e Hold-oncontet in caseof mobility
e Close/tak-davn context
e Re-establisltontext afterhold-oncontext service

¢ Refreshcontet in caseof revocationor asthe sameoperationas Refresh() in
SecurityContext
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4.1.31 How is accessontrolled?

Nick Battle (July, 1998): Accesss controlledusingtheinitiator’s authenticatedittributes
which areretrievedfrom thereceved credentialsauditis similarly ableto recordthe
users accesgjuotingtheir authenticatedattributes.

4.1.32 How are privacy and non-repudiation addressecby CORBASEC?

David Chizmadia (September1998¥°: CORBASECcurrentlyincludesanoptionalNon-
RepudiatiorSecurityservice. TheSecSICcurrentlyexpectsto issueanRFP(Request
for Proposalfor aDataProtectiorservicethatwouldallow for applicationgo request
thata block of databe "wrapped”to protectbothits integrity andconfidentiality In
both casesthe servicesare easilyimplementedusing (IDUP?Y)-GSSastheir foun-
dation.Thisis in additionto the message-iel privacy andintegrity servicesalready
providedaspartof thecurrentCORBASEC.

4.2 Application developer
4.2.1 How doesCORBA security affect application writers?

Linda Gricius(March,1998).

In asecureCORBA systemthe sameclient callsthe sametargetobjectthatit would call in

anunsecuredystem.Theinvocationrequesis interceptedy the ORB Securityserviceat
both client andtamget, andthe level of protectionrequiredby the currentpolicy settingsis

applied. Securitymay be enforcedat the client side,thetargetside,or both. Thisincludes
supportfor ary or all of the following:

Establishingsecureassociationetweerthe clientandtamget;

Integrity and/orconfidentialityprotectionfor individual requestandrepliessentbe-
tweentheclientandtamet;

Accesscontrolchecksto determingf the principalis allowedto performthis opera-
tion onthetamgetobject;

Auditing of security-relgant events.

Sincetheinvocationis interceptedn the ORB, it is transparento theapplication. However,
applicationghatwantto enforcetheirown securitycontrolscancall ontheSecurityservices
directly.

It's importantto note that objectimplementationsio not needto be changedo fit into
and be protectedby a secureORB. A distributed applicationmay be madeup of mary
smallobjects,andit is unusualor all the applicationdevelopersto be sufiiciently security
knowledgeablgo make theright callson the securityfacilities.

Message-1d01bdeb188404de01b033B0@macasin.tych.ncsemil
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4.2.2 Do we needto passthe Userld as a parameter or there is someother way of
getting it?

JohnSebegApril, 1998):

Briefly, theanswersre:transporof clientID datais performedoy CORBA securitymech-
anisms.Onedoesnot needto passuserlDs asparametersandevenif onedid, therewould

still be the authenticationissue. Authenticationfunctionality is part of the CORBA secu-
rity mechanisnfor transportingclient ID. Thereis no CORBA Security ServiceContext

in lIOP perse,becausdhe contt datais carriedaspartof a securityprotocolfor 10OP—
eitherSSLor SeclOP

As anexampleof how suchthingsaredonetoday considera typical IOP/SSLimplemen-
tation. Thereis no identity or authenticatiordatain 1IOP at all. The SSL sessionsetup
protocolincludesauthenticatiorand exchangeof digital certificatesthat include identity
information. Security-avare applicationscanobtainclient identity informationeither: (a)
via CORBASEC interfacesfor accessinghe "Current” object,or (b) proprietaryor ORB-
specificinterfacesfor accessinglatain X.509 certificatepassedia SSL.

This shouldansweryour questionswith respecto mechanismsHowever, thereareseveral
openissuesfor actually using thesemechanismsfor example: availability of FSPfrom
ORB vendors,jmplementatiorof CORBASEC, SSL,and/orSeclOP;integration/lundling
of public-key infrastructureelementge.qg. certificatemanagementfacilitiesfor trustman-
agementin certificateevaluation(how canyou controlwhich certificatesyou actuallybe-
lieve?)

In summarythemechanismexist, but maynotbeavailablein FSR andin ary caserequire
somecarefulthoughtfor safeandeffective use.

4.2.3 How would oneincorporate security into an ORB systemin the next 6 months,
sothat the solution would not be obsoletedin the following 67

AndreasVogel (Octobey1997):UseSSL.

4.2.4 DoesCORBA security guaranteethat the requestand reply are not tampered
and not interceptedon their way betweenthe client and the target?

Roland Turner (July, 1998):Bothof thesdevelsof protectionarecateredor by CORBA’s
Securityservice.Whata vendorprovidesis its own choice,oftensubjectto relevant

legislation. (Notethatthe entire CORBA Securityserviceis a serviceandthusnota
mandatorypartof a CORBA [ed: Core]implementation.)

4.2.5 Is it necessarto secule naming sewice?

Andr e Srinivasan (July, 1998¥2: It dependsvhatyou're doing.

22Message-ldoy4svyqgbgp.fsf@ahi.visigenic.com



T N VA I R A e il TR TR W N

If youre concernedaboutauthenticationyour DNS lookup was not secureand it
would give you confidenceyou weretalking to the right namesener. On the other
hand,the client could have a list of trustpoints(certificates}o comparethe identity
presentedby senersagainstandaroguenameservicewill not beableto directyou
to aroguetarmget.

If you're concernedboutprivacy whencommunicatingvith thenameservice some-
onecouldsnoopthewire waiting for you to contactthe nameserviceandthenwatch

whereyou go next. | would thereforearguethatyour privacy would becompromised
arnyway (with respecto the TCP association).

Nick Battle (July, 1998¥3: We wentroundthe housesliscussinghe issueaboutsecurity
of nameserviceqbut basedon a CSI-ECMA protocol). In the end,we decidedthat
a CORBA nameservice(actuallyour Traderservice)couldnt sensiblybe (CORBA)
secured.lt camedown to bootstrapproblems,suchasnot beingableto securethe
connectiorto the Traderto gettrustworthy objectreferencegor the Authentication
andPrivilege (logon) serviceauntil you'd alreadyloggedon etc.

| realisean SSL basedschemamight well be differentin this respectsincean SSL
clientis moreautonomougnot requiringthe servicesof externalobjectsin orderto
obtainCredentialstrue?). But I'm not really sureaboutthis ... hencethe question
7.5.12.

| think that[ed: securinghamingsener] is notjustanoption,butaREQUIREMENT on
clients,unlesshey canotherwiseobtaina securesourceof objectreferencesClients
thatdon't dothiscanassumeiothingaboutthetrueidentity of thetarget- eg. whether
datareturneds trustworthy, or whethereffectsthey believe they have producechave
actuallyoccurred AndthisistrueEVEN if they turnon EstablishTrustinTarget, which
is particularlyfrightening.

If thisis true,| think theconsequenceshouldbemademuchmorevisible to applica-
tion writers. For example,oneconsequencis thatsecurityUNAWARE applications
thosethatcant call getsecuritynamesandcheckthem- MUST operateon atrusted
sourceof objectreferencessincethey cant checksecuritynamedor themseles.

4.2.6 A How to comeup with application security designusing CORBA Security
sewice?

4.2.7 A How doesa security-aware application specify the use of a specific algo-
rithms for supporting communication confidentiality and integrity?

Konstantin Beznose (Novembey 1998): Currently thereis no a standardway for a
security-avare applicationto specify specificQoP algorithms. However, the OMG
technicalcommitteeissued“Quality of ProtectionManagemenand Control” Re-
questFor Proposal* on Novemberl3, 1998,to addressxactly this problem.
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Zhttp://lwww.omg.og/techprocess/meetings/schedule/Qé@nagement _ControLRFRhtm



T VA A A il TR R R W N

4.2.8 What is available in CORBASEC for strong (writer -to-reader) authentication?

David Chizmadia (Septemberl998%°: TheCORBA SecuritySpecificatio( CORBAsec)
currentlygive appsthe ability to indicatethatthey wantthe ORB to establisha mu-
tually authenticatedconnectionbetweena client objectand a target object. The
strengthof the mutualauthentications determinedy a policy setby the ORB secu-
rity administratoandoptionally overridenby the application.

4.3 Administrator
4.3.1 What are the semanticconnotationsfor rights in CORBA rights family?

ExtendedQuestion GeraldBrose:“The SecurityServiceSpecificationRev 1.2) specifies
andefault accesgontrolpolicy. This policy uses’rights” for authorizationsAlso, a
default rightsfamily "corba” for usewith the domainaccesgolicy is defined(p.15-
124) that hasrights (s,g,m,u)for set,get, manageanduse. The option of defining
new rightsfamilies,is severelylimited by the definition of rightsfamiliesasstructs,
andis explicitly discouragedn the spec.to keepthingssimple.

Actually, | think thisis absolutelyinappropriateput | might be missingthe essential
pointsthatjustify this design.My questiortherefores:

Giventhatthe corbarights family is intendedto sene mostcaseswhatexactly are
thesemanticonnotationgor thesefour rights?Are they simply choserin anadhoc
way, or is theresomedeepereasoningehindthis choice suchaswhy it would make
administratioreasielin somecases? so,how andin which cases?”

Bob Blakley (April, 1998):

Thisis agoodquestionandonewhichwe discussedxtensvely duringtheinitial definition
of the specification. The basicmotivation for defininga small, standardsetof rights and
stronglyencouragingeveryoneto live with that setis thattherearea potentiallyunlimited
numberof methodsn ary given CORBA system(eachnew classcanintroducelarge num-
bersof them),andthe setof methodss semanticallywery complicatedrom the viewpoint
of theadministrato methodswith the samenamemay do differentthings,methodswith

differentnamesmnay do the samething, methodsmay have nameswhich do not at all sug-
gesttheir function or sensitvity, andmethodsbelongingto the sameclassmay have very
differentconsequencds invoked on differentinstanceswith differentinternalstates.This
makesit almostimpossiblefor administratoréo managepolicy usingmethods.Rightsare
thusintroducedasa way to "group” methods We could have stoppedafterintroducingthe
notionof rights,andallowedimplementoror evenadministratorso definearbitrarycollec-
tionsof rights,but we felt thatthis would leadto a chaoticsituationin whichthepopulation
of rights would be widely variableacrossdifferent vendors’implementationsand differ-

ent customersbor even departmentsteployments,makingtraining andinteroperabilitya
nightmare.

BMessage-1d01bdeb188404de01b033B0@macasin.tych.ncsemil
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We choseinsteadto conceve of rights asa kind of language}o be useddefinersof nev
objectclassedo communicatahe sensitvity of their classesmethodsto the securityad-
ministrator We defineda small languageof rights which correspondedenerallyto the
KINDS of operationsvhich anobject-orientedgystems methodperform,namely:

methodreadsandreturnsoneof theobjects datamembersnethodwritesoneof theobjects
datamembersnethodexecutesoneof the objects memberfunctions

We defineda right correspondindo eachof thesebasicKINDS of operationsandadded
onemoreright to dealwith thereal-world factthatsomeoperationf the sameKIND are
moresensitve thanothersof the sameKIND.

Hencetheintendedsemanticconnotation®f therightsin the”corba” family are:

s("set”): requiredto accessnethodswhich modify an objects internalstate(e.g. setter
methoddor datamembers)

g ("get”): requiredto accessnethodswhichreturn,but do notchangeanobjectsinternal
state(e.g.accessingeadonlyattributesor otherdatamembersgettermethods)

u ("use”): requiredto accessmethodswhich perform computationor call other objects
(e.g.memberfunctions)

m ("manage”): required,usuallyin additionto one of the other threerights, to access
methodswhich performmanagemenrdctvities, areunusuallysensitve, or areother
wiseintendedfor useonly by speciallyprivilegedcallers.

Note that thesesemanticsare NOT "exact” in the sensethatthey have neitherformal nor
normatve definitions.Nevertheless| think it's quite clearto bothclassdefinersandsystem
administratorsvhatthey aresupposedo mean,andhow they canbeused.

Clearlythey arent an exactmatchfor all possiblesecuritypoliciesin a CORBA erviron-
ment, but | don't think a systemwhich supportsan exact matchfor all possiblepolicies
would be onewhich couldbe administeredy normalhumans.

4.3.2 How to usethe accessontrol mechanism?

ExtendedQuestion: ChristophHaenlé®: “I got stuck readingchapter15 of the Corba
SecuritySpec(Nov '96). | wonderif Corbas ACL schemecanreally provide access
controlon a per methodand per usergrain. At leastl cant seefrom the spechowv
this couldbe accomplished.

If I gotit right, individuals have a bunch of privilege attributes suchas accessd,
group, securityclearancerole, etc. The administratorcangrantrights to thoseat-
tributes for examplerightsto call read-method&et), write-methodgset),or management-
methodgmanage).The DomainAccessPolicobjectstoresall this securitydatain a
table,suchas(simplified)

BMessage-1dm0zQ7uF00401fC@jacht.cs.vu.nl
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| Privilegeattribute | GrantedRights |

accessd:alice get,set
accessd:bob get,set

On the taget side,a "RequiredRights™table exists, specifyingwhich rights arere-
quiredfor eachmethod.For example

| RequiredRights | Operation|
get ml
get m2

Now, becauseilice holdsget (andthe set)right, shecan call both methods.How
couldwe specifyget-permissiomn m1 for Alice, andon m2 for Bob, but no permis-
siononm1for Bob andon m2 for Alice?”

Bob Burt (October 1998%7 : Try this:

| Privilegeattritute | GrantedRights |

accesdd:alice | get,set,doml
accesdd:bob | get,set,do.m2

| RequiredRights | Operation|
doml m1l
dom2 m2

Gerald Brose (Octobey 1998F8 : Thatwill do only for that particularsituation,but the
basicproblemstill remains:;thedefault CORBA DomainAcces®olicy scaleneither
up nordown! It doesnot scaledown (meaning:providesfine-grainedaccesgontrol
on a peruser/pebject/per-method basis)becausehereis no way to grantrights
to accessndividual objectswithin a domain. As a consequenceyou will have to
managea large numberof very smalldomainseachcontainingonly one objectof a
particulartype.

On the other hand, the schemedoesnot scaleup to large numbersof users(pric-
ipals) and different objecttypes, becausahe numberof different combinationsof
granted/requiredghtsis finite, soin orderto avoid "rights clashes’like theoneout-
linedin thefirst posting,youwill againhave to restrictyour way of writing policies
to relatvely smalldomains- which is inconvenientif your policieshapperto apply
to large numberof objectsandprincipals.All in all, I'd saythattherearequite afew
limits in thatparicularaccessnodel.

Z’Message-1d3618BF52.2045DD17@2atom
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4.3.3 Dol haveto "pr otect” every object, eventhosewhich are not thought to beused
from outside?

Extended Question: If | have several CORBA-Senersin oneHOST. Someobjectsof the
senersarethoughtto be accessedrom remoteHosts,but otherobjectsarethought
to beaccessetly othersenerswhich arelocatedin the sameHost(theinterprocess
communicationin the Hostis madewith CORBA). Is therea possibility to (in an
authenticatednanner)know, if arequesto anobjectcomesfrom "outside” or from
thelocalHost? If thereis no possibility have | to "protect” every object,eventhose
which arenotthoughtto be usedfrom outside?

Jonathan Biggar (July, 1998): This sounddike a goodplaceto have afirewall. The new
CORREBA firewall specificatiorwhich might be appraved shortlywill allow afirewall
to mediateCORBA invocationaccessandpreventaccesgo “"internal only” objects.
Thiswill allow youto have asimpler(or noaccesgontrolschemejor thoseobjects.

Nick Battle (July, 1998): A tamget hasaccesdo a client’s authenticatectredentialat-
tributes, but thesedo not specify the locationof the client. | dont think thereis a
CORBA standardvay to achiere whatyou areasking,thoughat a lower level some
securitymechanismsnay be ableto give you trustworthy informationaboutthe lo-
cationof thepeersn anassociation.

If protectionis to be achiezed on the basisof location,and CORBA doesnothingto
help verify location,yes. CORBA Securityprotectionworks on the basisof a prin-
cipal’s credentialattributes, not its location. This is sometimesa surpriseto people
who are usedto thinking aboutsecurityin termsof firewalls and other suchloca-
tion/topologicalconstraints.

4.3.4 A How is related work at OMG on Security Administration and Common
ManagementFacilities ?

4.3.5 /What is the granularity of accessontrol on objectinvocations?

[ed. For moredetailedandalternatve answerseeSecSIGmail list discussiorthreadtitled
“Granularity of InvocationAccessControls”]

Bob Blakley (June,1999%°:
CORBAsecurity provides accesontrol whosegranularityis 5. GROUP of opera-
tionsona GROUP of instance®f (any numberof) interfacesHow? Like this:

1. Pick somenumberof interfaceswhoseinstancesou wantto control. For each
suchinterface,assignts operationsrequiredrights”.

2. Pick ary numberof instancesof ary numberof interfaces. Put theminto a
domain

3. AssignanACL to thedomain.The ACL assignsgrantedrights” to "privilege
attributes”.
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Now, for every instancein the domain,a requestinguisermay invoke ary operation
whoserequiredrights are”dominatedby” the "grantedrights” which the requesting
userhasbecausef his privilege attributes.

4.3.6 /Whereareaccessontrol lists stored?

[ed. For moredetailedandalternatve answerseeSecSIGmail list discussiorthreadtitled
“Granularity of InvocationAccessControls”]

Bob Blakley (June,1999§°:
In Policy objects,which are associatedvith the DomainManager instancecorre-
spondingto thedomainwhosepolicy they define.

Polar Humenn (June,1999)3%:
If onesubscribego the D[omain]A[ccess]P[olig]/R[equired]R[ights] accesdeci-
sion logic, they are storedin basicallytwo places. A DomainAccessPolicy, which
mapssecurityattributesto rights (althoughthatmappingis notwell defined),andthe
RequiredRights object(which s locality constrained)! guesgheir persistencés up
for grabsbehindtheimplementatiorasfar asthe specifciationgoes.

4.3.7 +/ How do sewvers “know” what domain to put new objectsinto and when to
createnew security policy domains?

[ed. For moredetailedandalternatve answerseeSecSIGmail list discussiorthreadtitled
“Granularity of InvocationAccessControls”]

Bob Blakley (June, 19992
Theintentis thatthereshouldbe a policy governingwhich domainsnewly-created
objectsare put into, andthat this policy shouldbe administeredust like ary other
securitypolicy. Giventhispolicy, senerscansimply programmaticallyassigrobjects
to thecorrectdomainsasthey’re created.

ACLscertainlyDON'T needto go away whenthe objectsthey controlaredestrged.
Theres no reason"empty” domainsshouldnt stay around— peoplemight wantto
putnew objectsinto themlater.

4.3.8 /What about transient objectscreatedby factories?

[ed. For moredetailedandalternatve answerseeSecSIGmalil list discussiorthreadtitled
“Granularity of InvocationAccessControls”]
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Bob Blakley (June,1999§3:
The ideahereis that factory objectsshouldconformto the administereccreation-
time policy which determinesvhatdomain(s)an objectshouldbe assignedo. This
is really independenbf whetheror not the objectsaretransientor persistentandof
whetherthey arenamedor anorymous.

4.3.9 /How would accesontrol mechanismsbe appliedto secure, let’ssay naming
sewice?

ExtendedQuestion: (Paul H Kyzivat) : Considera sener implementingCosNaming.
Now this sener is availablewidely. Everyonecangetareferenceo aninitial Nam-
ingContext. The NamingContgt interfacepermitsreading,writing, traversing,con-
texts aswell ascreationanddestructiorof new contexts. Now | probablydon't want
everyoneto have freereignto do all of thesethings. Rather | mostlikely wantto
administerit in similar way to how afile systems administered:

e Somesetof usersshouldhave full accesgo theinitial contet.

e Most otherusersshouldbe ableto have accesgo readandtraversethis initial
context.

e Additional contexts will exist andbe boundinto theinitial context. Full access
to theseshouldbe grantableto otherusers.

¢ Repeatheabove recursvely.
¢ Otherfilesystem-lile accessontrolthatl failedto mention.

Canyou shav mehow CORBA Securitycanprovide this functionality?

Polar Humenn: (Junel999%4:
If youprescribego theDomainAccessPolicy andRequiredRightsmodel,thisis how
it shouldbedone.

The first thing you have to do is definea RequiredRights objectthat eachcontext
will have accesdo. Logically, all contets will seethe samerequiredrights object,
but that cannotbe enforced sincethe namingcontet canbind contexts of different
servicexcomingfrom arywhere.

But lets sayfor the moment,the namingserviceandeachcontext in it prescribeso
the samerequiredrights objecthowever thatis done.

Give the "resolwe” operationon the namingcontet interfacethe "0 0 get” right,
(O=family definer O=family) give the”bind” and”bind_contet” operationghe”0 0
set”right, with a combinatorof SecAllRights.

Now, setup adomainmanagefor eachcontet! Eachdomainmanagemusthave a
SEPARATE AccessPolicy.

For eachAccessPolicy you narrav it to a DomainAccessPolicy andyou mustgive
the "0 O get” right to the one attribute that representshe user (This could be Se-
CAttributeType (0,1,2)Accessld (O=family definer 1=family, 2=type).Givethe”0 0
set”right to the attribute thatrepresentsisersyou wantto be ableto do binds.
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Herearethe limitations: Theinitial contet will have a problem,however, thatyou
cannotspecifythe’get” right for "ALL” users.Onewouldthink thatyou couldspec-
ify that”no” rightsarerequiredfor accesdo theinitial contet’s "resolvwe” operation
andthatwould do it. However, if everyoneprescribego the sameRequiredRights
object,your hosed because/ou wouldn't be ableto protectthe "resolwe” operation
on othercontets.

We did anexperimenta while ago,trying to mapUnix id’s into CORBA andusethe
namingserviceasa map of a Unix file system. Eachcontet wasa directory and
eachfile wasa CosSerializable object(or somesuchanimal).

For eachcontet, the context hadto create’on the fly” a domainmanagerandan
AccessPolicy object (not a DomainAccessPolicy object). This was easy sincethe
NamingServicein questionwasasinglesener andcoulddo thesesortsof things.

The AccessPolicy object mappeda certainsecurity attribute representinghe user
to its correspondindJnix id, andthrew backthe rights, "read”, "write”, "search”,
accordingo thepermission®f the Unix id basednits authorizatiorinformationon

thelocal systemj.e. owner, group,other

However, we couldnt do thatkind of policy with a plain DomainAccessPolicy, be-
causdhereisn’t away, unlessve hadsomesortof "wild-card” securityattribute,that
you could say”other”. But even thenthe specificationof the DomainAccessPolicy
rulesarent goodenoughto doanorderedcheck say first check’owner”, thencheck
"group”, thencheck”other” relationships.

Bob Blakley (June1999§°:
Thereareactuallya coupleof ways(in detail)to doit. I'll give oneexample.

Namingcontet is aninterface,soit needdo have anentryin aRequiredRightsable.
Add this interfaceto the systems unigueRequiredRight®bjectandsetup required
rights for the its methods. For purposesof agument,map "read” and "traverse”
operationdo the”g” right andotheroperationgo "s”. This may be too simplified;
if amorecomplex mappingis requiredit’s straightforvardto produceit. If youneed
one,acustomrightsfamily canbedefined.

e Some set of users should have full access to theinitial context
Right. Form a group "InitialContextAccessors Add the privilege attribute
correspondingo this groupto the credentialof eachuserwho is to be granted
full accesdgo theinitial context.

e Most other users should be able to have access to read and traverse thisinitial
context
Right; form anothegroup”InitialContextLimitedAccessos”. Addtheprivilege
attribute correspondindo this groupto the credentialof eachof the userswho
doesnot have full accessbhut doeshave "readandtraverse”accesgo theinitial
contet.
Now putthe contet objectinto adomain.Give it anACL with two entries;one
which grants”gs” to "InitialContextAccessas” andanotherwhich grants”g”
to InitialContextLimitedAccesss”.
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e Additional contexts will exist and be bound into theinitial context. Full access
to these should be grantable to other users.
Not clearexactly whatyou meanhere,but I'm guessingvhatyou meanhereis
that the sameuserswho have accesgo the parentcontet alsohave the same
level of accesdo all embeddedtontets; additionally someothersetof users
who do not have accesdo theinitial context shouldhave at leastsomerights
(full accessn your example)to theembeddeaontext.
Therearea coupleof waysto do this; dependingon your implementationyou
may have several options. If your implementatiorallows nesteddomains(i.e.
domainswithin domainskhenyou've gotaneasytaskhere:
Simply createa nev domainandputit in thefirst domain. Add the embedded
contet to the new domain. This will have the effect of causingthe embedded
contet to inheritthe policy governingtheinitial context. Now:

1. Createanew group”FirstEmbeddedContAccessas”.

2. Add the privilege attribute correspondingo this groupto the credential
of all userswho shouldhave accesdo the userswho have accesgo the
embeddecatontet (including perhapssomewho don't have ary accesso
theinitial context).

3. Createan ACL (i.e policy object)for the new domain. Give it oneentry
which grants’gs” to "FirstEmbeddedCongtAccessors

e repeat the above recursively.
repeatheabove recursvely.

Thisresultsin astructurewith onedomainpercontect, oneACL perdomain,and(on
averagegxcludingoneextraentryin theinitial domain)oneentryperACL. Eachuser
is a memberof asmary groupsasthe domainshe needsto access.The policy data
herescalesasfollows:

1. Domains:linearly proportional(n=1) to the numberof namingcontexts to be
protected

2. ACL data:ACLs AND entrieslinearly proportional(n=1)to the numberof con-
texts to be protectedut policy is inheritedreducingwhatwould otherwisebe
ann*log(n) scale.

3. Groups:for eachuser linearly proportionalto the numberof namingcontects
whichtheuserneeddo access- but this is worstcase assuminghatuserpop-
ulationsneedingo accesslisjoint namingcontexts arealwaysdisjoint. If nam-
ing contets overlapsubstantiallyin authorizeduserpopulationsthenyou can
achieve sub-linearscalehere.
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4.4 Implementor

4.4.1 A Wherecanl find somesource codewhich implementation Security Sewice?
4.4.2 A lsthereany documenton how to implement the CORBA security sewice?
4.4.3 AIf I wantimplementthe CORBA security service, what should| do?

4.4.4 What is the intent of the credentialsobject design?

Belinda Fairthor ne (August,1998%°: In caseit helps,thefollowing is somebackground
into the definition in the original OMG specaboutthe application(or interceptor)
interfacefor credentialsandsecurityattributes.

The credentials”’objectrepresentshe "principal”. 1t wasdefinedwith a numberof
differentpossibleunderlyingsecuritymechanisms mind- whichmightuse(PK) at-
tribute certificatesKerberos/DCEerviceticketsetc. Strictly, credentials£ancontain
both unauthenticatednd authenticatedttributes (seel5.3.2)- the unauthenticated
casebeingusedmainly for "public” wherethe principal hasno authenticatedd, so
only hasaccesgo publicinformation.

CORBA Securitydefinegheinterfaces notthearchitecturein line with otherOMG
standards.As a securityperson,l clearly wantto know if the credentialscanhave
beentamperedvith, but thatis afeatureof theimplementationnottheinterfaces.So
we said CORBA Securityimplementoranustdefine”assurance’informationabout
their products,including threatinformation, and usershave to checkthat. Would
the OMG rulesallow statementsboutthe level of authenticatiorof theid andother
attributes?If so,it would beniceto clarify this, thoughl’m notsurehow easyit is to
define.(Thecurrentspecallows differentlevels of securityhereandelseavhere).

Securityattributeswereintendedto includeboth identitiesandprivilege attributes-
both seemneeded.Thereforea "principal” definitionwhich doesnot allow privilege
attributeswould seemaretrogradestep.

We did notdefinethe syntaxof possiblenametypes,though,asNick saysthis seems
a goodthing to addinto the standard. The problemwas that different underlying
mechanismsisedifferentnametypese.g. X.509namesPNS ones poperatingsystem
onessoapplicationsvhich needio beportablebetweerdifferentmechanismshould
beableto work with differenttypes.

We wantedto allow a rangeof accessontrol mechanismsincluding roles,groups,
clearance®tc, andalsoonesspecificto particularorganisationgfor which we had
seenrequirements). Hencehaving privilege attributes as well asidentitiesin the
credentials Specifyingstandard$or morefamilies,types,associatedaluesyntaxes
etcin the OMG standardvould be good. (However, a quick look at theietf draft of
GAA_API seemsnorerestrictedthanCORBA Security andalsoincludesanaccess
decisioninterfacewhich CORBA Securityalreadyhas.)

The applicationseesa credentialdist (ratherthanjust a single credential)in cases
wherethe delegationmodelusedcanprovide boththe credentialof the "initiating”

%Message-1d28091.221183884@x400.icl.co.uk
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principalandalsocredentialdor oneor moreintermediatesTheinitiating principal
is the onewhoseattributeswill be usedfor accessontrols,auditingetc. However,

the target applicationmay not want to usetheseunlessthey have comevia trusted
intermediategandmaywantto controlaccesdasedon theintermediates attributes
in somecases) We discussedvhetherwe could specifya recommendedeleation
model for CORBA Security but therewere several delegation modelsin existing

implementationsall of which had pros (aswell ascons). Theredid not seemary

generallymarlket preferredmodel,andwe felt thesedelegationmodelswerestill im-

mature,so we specifiedan applicationinterface which allowed for the delegation
modelsin anumberof productspothsecretandpublic key basednes- theoneswe

looked atincludedKerberosDCE, SESAMEandTivoli, all of whichweredifferent,
hencethe deleggationvariantsdefinedin 15.3.6.3etc. (We alsolooked at "reference
restriction”formsof delggationsuchasSunwereimplementingbut couldnotgetan
agreeddefinition, so did not includein the formal definiton). The semanticof the
credentialdist wasnotdefined asit is dependenbnthemechanisnfe.g.simpledel-

egationwould only provide a singlecredentialobject,wherecompositeandtraced
delggationwould give alist), but theinitiating principal’s credentialarealwaysfirst

(theonly oneswantedin mary cases)OK, thiswasa bit of acop-out,but is thereyet
adelggationmodelwhichis generallyagreecenoughyet (andbeingimplementedjo

includein CORBA Securityasthe standard?

... For theintial CORBA Securityspec,deleggationwasdiscussedt length,andwe
found different modelssuited different requirementsput therewas no one model
which satisfiedmostrequirementandwaseasierenoughto administer Simpledele-
gationwasthe nearesf{asit meetsheeaseof adminrequirementsf notsomeof the
controlones).

4.45 A Doesthe existing Authorization Sewice of CORBASec scalein a "well”
distrib uted-object ervironment?

4.4.6 Can aclientimplementation circumvent administrati ve security policies?

ExtendedQuestion (ChristophHaenlé”): Fromthe CORBA securityspec,| seethatad-
ministratorscanenforcepoliciessuchas”whetherthis client canusethis operation
on this target object,whetherthe invocationshouldbe audited,[...]” (section15.6.1
of CORBA Spec).

This partof securityis enforcedin the ORB, for example,throughthe "client access
controlinterceptor”(Figure15-53).

My questions: Cant theclientcircumwenttherestrictions?Assumewe useC++ for
the applicationandthe stubsobjects. Now, doesthe ORB runin a differentaddress
spacehantheapplication

(incl. stubs)?Oris theclientpartof theORB linkedto theapplicationatcompiletime
(andthusrunningin the sameaddresspace)f the ORB werein the sameaddress
space thenthe client could just modify the ORB codeto circumwent the policies
that the administratorhasimposed. Even if the ORB were runningin a different

¥"Message-1d729ca8771@starcs.vu.nl
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addresspacethe client couldstill write a pieceof softwarewhich behaeslike the
ORB, but leavesout the routineswhereadministratie restrictionsareenforced.The
client couldthenhis "customORB implementation’ratherthanthe "real” ORB for
communicationherebycircumwentingadministratre securitypolicies.

Rudolf Schreiner (November1998§8 : Securityenforcemenbn theclientsideis always
abadidea. CORBASECenforcesauthenticatiomndauthorizatioronthesener side.
Theclient passes kind of ticket to the sener (Kerberos!!). Without theright ticket
the sener refusedo talk to the fake client. On the client sideyou cando whatever
you want, without the right ticket (credentials)you cant do nothingon the sener
side.

In my Kerberos5 basedimplementationl use GSS-APIto get a ticket from out-
sidethe CORBA system. Then| use GSS-APIto establisha securitycontet be-
tweenclientandsener. Thisis doneata verylow level duringthe bind, beforeary
IIOP messagearesent. If the sener cant authenticateghe client the connectionis
droppedAll 11OP messageareencrypted/decrypt usingGSSfunction.

In theorysucha systemis quite bullet proof. In thereallife anattachemightbeable
to exploit a buffer overrunon the serner ORB andexecutearbitrarycode. Thereare
someotherpossibleattackstoo.

4.4.7 /What isthe "public” security attrib ute of a principal?

Bob Blakley (Junel1999¥%°:
The "public” attribute is what you getin your credentialbefore you authenticate
(i.e. afteryou've initialized the ORB, which comesup with an”own” credential but
beforearything hascalledPrincipal Authenticator.

4.4.8 /Under what circumstancesdo Credentials contain the “public” attrib ute?

Bob Blakley (June1999)0:
All credentialof unauthenticatedserscertainlycontainthis attribute; theintention
wasthatall credentialsaalwayscontainit but I'm goingto have to look to make sure
thatthis wasfaithfully capturedn thespec.

4.4.9 /What isthe value and the defining authority of the “public” attrib ute?

Bob Blakley (June1999%:
Its valueisignored(i.e. it hasnousefulvalue).lts definingauthorityshouldbe OMG.

®Message-ldPine.BSF3.91.981111194841.11152A-100000@os.muc.de
*Message-1d019001beb3aki7ec34024a13D4@shagy.austin.dacom.con
“OMessage-1d019001beb3aki7ec34024a13D4@shagy.austin.dacom.con
“IMessage-1d019001beb36hi7ec34024a13D4@shagy.austin.dacom.con
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5 CORBASEC implementations

5.1 General
5.1.1 /Wherecanl find animplementation of Security Serices?

Alphabeticallist of CORBA Securityproductsor announcementaboutsuchproducts:

CBConnector fromIBM http://www.software.ibm.com/ad/cl{dim Beale(Decemberl997))

DAIS Security from PeerLogichttp://wwwpeerlogic.com/prodiisdas/f_dais.htm. See
section5.2.1for moreinformationon DAIS Security

Dreadnought from PhalanxTechnologie$ittp://wwwphalanxtech.com/Dreadught.htm:

Tom Herron (May, 1999)%2:
Thecurrentlist of featuresncludesbut is notlimited to:

e Purejavacodebase

e XML securitypolicy

¢ ORB-level secureassociatiobasecdn SSL protocol
e Passvord authentication

e Groupandhierarchicalolesauthorizatiorbasedndigitally signed/timestamped
delgyatableidentities

e Multidomain effective rights - objectsare placedin effective rights domains
with separatrivilege authority(identitiesrecognizedelative to parentor sub-
domainidentity basedn LDAP stylenaming)

e Confidentialityperoperationcanbe seton or off

e Integrity peroperationcanbeseton or off

¢ Auditing - basic,recordedor authenticatiormandauthorizatiorandall failures
e Credentialdelegatingfirewall proxy

¢ Remoteadministrationwhich includeslimited creation/authoringf effective
rights subdomairidentities/prvilegesto subdomairadministratorgi.e. allows
top level (heary weight)administratiorand numeroudight weight subdomain
identity authoring)

Expersoft ShahzadAslam-Mir (January1998): Expersoft® will be offering securityser
vicein 1998.

Inprise Andre Srinivasan(November 1998f4: Inprisewill be shipping,asan addonto
the AppSener andVisiBroker, a securityproductthat builds on our successfuSSL
basedproductto provide featuredik e instancebasedaccessontrolandauditingas
describechy CORBAsec.

“Message-1d374ABD89.E3DE7000@phalanxtech.com
Shttp:/ww.expersoft.com
4Message-ldgyr9vigh4k.fsf@ahi.visigenic.com
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IntraV erse from DASCOM?*®, The pressreleasdssuedoy DASCOM on Junel4 hadthe
following informationon the product:

“... Intraversefor CORBA (IVCorba(TM)) solvesthe primary problemlimiting full
CORBA deploymentat mary organizationsthe needfor securityandauthorization
services.lVCorba 3.0 is the only enterpriseCORBA single sign-onandauthoriza-
tion solutionthat supportssecureinteroperabilitybetweenObject RequesBrokers
(ORBs)from multiple vendors providing userswith the flexibility in their develop-
mentanddeploymentof CORBA applications.

Furthermore|VCorba3.0 providesthe only CORBA SecurityServiceto implement
controlleddelegation. This function providesthe ability to passuserandsener in-
formationwith atransactiorrequestenablingextremelyfine-grainedaccessontrol.

IVCorba3.0providesfull supporfor lona(NASDAQ: IONA - news) OrbixWeb(TM)

aswell aslInprise (NASDAQ: INPR - news) VisiBroker(TM), the mostwidely de-
ployed ORBs.By providing a cross-ORBexternalauthorizatiorsolution, DASCOM

hasfreeddevelopersrom trying to individually implementsecurityservicedor each
applicationasit is developed.Furthermore|VCorbaprovidesa singlesign-onsolu-
tion, enablingpersonalizedervicesandsimplified administration.Userscanlog in

onceandaccessll theresourceshatareappropriatdor them.

Availability

IVCorba3.0begganshippingJunel4 on SolarisandWindows NT. For moreinforma-
tion, contactbASCOM atinfo@dascom.com.

Nephilim (Javalmplementatiorof CORBA SecurityServicespf UIUC http://choices.cs.uiuc.atBearity/nephilim/
ORBAsec SL2 from Adiron®*®

Polar Humen (May, 1999¥":
ORBAsecSL2 2.0 from Adiron is a Java implemenatiorof CORBA Security
giving programmersheability to write objectsandclientsusingencryptionand
authenticatiorintegrating with Kerberosauthenticatiorservicesor SSL. OR-
BAsecSL2usesstandardCORBA SecurityLevel 2 interfacesrom the CORBA
SecuritySpecificatiorRevision 1.5. ORBAsecSL2 2.0hasbeenavailablesince
2Q1999.

OrbixSecurity fromIONA Technologie$ttp://www.iona.com/productsrbixenter/security/index.html.
Theweb pagereadshefollowing, asof Junel999:

“OrbixSecurity3 ... availablein Q3, 1999

OrbixSecurity3 extendsthe security capability of the OrbixOTM container(Or-
bixSSL) by providing a manageablescalablesecurityinfrastructurefor Enterprise

“Shttp://www.dascom.com/
“Shttp:/mww.adiron.com/
“"Message-ldPine.LNX.4.10.9905241618420.8225-100@marg.adiron.com
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systemsA full implementatiorof the CORBA securityservicelLevel 1 andmore,Or-
bixSecurity3 deliversacomprehense securityservicesystemsasednthe |[ETF's
SecureSoclet Layer(SSL)security

Secure your Enterprise systemwith OrbixSecurity 3

Basedon, andincorporatingall featureof theIETF's SSLV3.0, OrbixSecurity3 ex-
tendsthefunctionalityof SSL,addingCORBA SecurityServicelevel 1 functionality
andextrafeaturessuchasan AdministrationGUI to make the creationandupdating
of securitypoliciesan easy manageablandscalablgask. OrbixSecurity3 provides
fine grainedcontrol of securityin the system- securityis addedat the application
level allowing accesscontrol checksto be performedon a per object, or even per
methodbasis. CORBA SecurityLevel 1+ Servicesenforcebasicaudit and access
controlfunctionsin security-unaare applicationsaswell asproviding limited Ap-
plicationsProgrammindnterfacegAPIs) for enablingsecurity-avareapplicationgo
managetheir own security ldealfor Internetand EnterprisesystemsQOrbixSecurity
3 providesthefollowing featuresandfunctionality:

All featuresof CORBA Level 1 Security including:

Identification and Authentication: basedon SSL Authentication. User Ids with
passwerd login or SecurlDtokens can be usedfor identification. Thesedif-
ferentoptionsmeanadministratorcanchooseo implementthe authentication
methodmostappropriateto their system- dependingon the sensitvity of the
datain the system andthe degreeof potentialrisk to thatdata.

Authorization and AccessControl: Allowsaccesso resourceso becontrolledbased
on useridentity. Supportfor multiple usertypesis included- the username,
group or organizationcan all be usedto make authorizationchecks. At the
Sener side,accesgontroldecisionscanbe madeon a persener basis,perin-
terfaceor per method. This allows for controlledaccesdo sensitve comparny
data,ensuringconfidentialityof any non-publicinformation.

Security of communication: Dataprivacy andconfidentialityareprovidedthrough
useof the SecureSoclet Layer - providing encryptionanddigital signatureal-
gorithms. This ensureghat datacannotbe reador modifiedwhilst in transit.
Systemuserscan restassuredhat sensitve information suchas financial in-
formation, or compan proprietarydata, cannotbe readby eavesdropperr
haclers.

Delegationof Privileges: Allows a client to delegate security privilegesto an in-
termediateapplicationacting on its behalf. CORBA Level 1 supportssimple
(unrestricted)delegation of privileges. Administratorscan decidewhetherto
allow or prohibitdelegation.

Security Auditing: Allows security-authorizt administrators/persmel to monitor
users’actionsin the system,and what systemresourceghey are attempting
to access.All security-relgant eventsare auditedandloggedif necessaryto
allow detectionand assessmertf damageof successfubttacks. This allows
the securitysystemadministratordo detectand gaugethe damagecausedoy
successfuhttacks.

Unitary login is alsosupportedproviding a securerepositoryof mainframeauthen-
ticationdataandpasswerdsto allow developergo build applicationghatgainaccess
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to mainframesystems thus requiring usersto log in to an enterprisesystemonly
once.

Managing large scalesecure systemswith OrbixSecurity 3

OrbixSecurity3is designedo make securingalargescaleEnterprisesystemaneasier
task. CORBA Level 1 Securityservicesprovide securityto applicationsthat are

typically unavare of the presenceof the securityservicein the system,andcanbe

addedto applicationswithout having to alterary existing code. This makesadding

securityto an existing systema much easiertask. OrbixSecurity3 also provides

a comprehense GUI interfaceto make implementingsecurity policies quick and

troublefree. A Java - basedgraphicaluserinterfaceenablessecurityadministrators
to easilycreateandupdatesecuritypolicies.

OrbixSecurity3 will provide full crosslanguagdunctionalityfor bothOrbix andOr-
bixWeb C++ andJava applicationsandwill beavailableon OrbixOTM 3 supported
platforms’

Seesection5.2.2for moreinformationon OrbixSecurity
PC-DCE/NetCrusader from Gradient®

SecueBroker from Promid?® http://www promia.com/products i

5.1.2 A Wherecanl find exactly what product implementswhat Security level and
options?

5.1.3 /What ORBsclaim to have “security” functionality?

Hereis alist of thoseproductsthatdo not claim compliancewith CORBA Securityspeci-
fication. Nonethelesshey statethatthey have somesecurityfunctionality Readanswerto
questionb.1.1to seewhatimplementation®f CORBASECareavailable:

Bill Janssen (November 1998%° : We have justreleasedLU 2.0alphal3which contains
a security systembasedon the IETF’ s GSS It allows you to wrap client-serer
communicationn arbitrary securitycontets, dependingon which securitymecha-
nismsyou choosen your application.It alsoprovidesGSS-basegrincipalidentifi-
cation.It’sNoT CORBAsec.MorelLU info atftp://ftp.parc.erox.com/pb/ilu/ilu.html.

Rohit Garg (December1998¥! : ObjectScapés pleasedo announcehe availability of
JBrolker 2.0 beta.JBrolker 2.0 provideshigh performanceindscalablelasza CORBA
ORB, services,development,and managementools that have beenspecially de-
signedfor building high endJava senersincluding EnterpriselavaBeanseners.

Thebetafeaturesnclude:

e IDL to Java,andJara RMI to IIOP compilers

“Bhttp:/Mmww.gradient.com

“Shttp://www.promia.com/
*0OMessage-Idylazpa5Smx4u.fsf@atson.parc&rox.com
SIMessage-1d366EB933.EE76CBC6@objectScape.com
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¢ PortableObjectAdapter(PQA)

e Java Objectsby Value

e SenerActivation

¢ |IOP ConnectionConcentrator

e PluggableAuthentication and Identity propagation
e Supportfor pluggingin aJava TransactiorService

¢ |IOP BootstrapProtocol

e SecureloadBalancingandFault TolerantCOSNameServicewith JINDI sup-
port

e Management/Monitoringupport

e SPIsfor writing adaptersthreading/queuegimodels,building multi-machine
clustersetc.

IOP/SSLandlight-weight multicastobjectinvocationsupportwill alsobe released
shortly

For details,pleasesee:
1. http://www.objectScape.com/jbrekhtml for JBrolker 2.0 datasheet

2. http://lwww.objectScape.com/perfoarce.iiml for performanceomparisorwith
othercommercialava ORBs

3. http://www.objectScape.com/apgserhtml for white paperon "Building anEJB
SenerusingJBrolker”

If you areinterestedn evaluatingJBroker 2.0for your projects pleasesendanemail
statingyou interestto evaluations@objectScagem. If yourinterestaneetour beta
objectiveswe will contactyouwith detailson how to getour software.

5.1.4 Doesanyoneknow of a product that is IOP compliant and provides CORBA
security sewice level 1?

CharlesWhite (June,1998): Our product[ed: http://www.blackwhite.com]Object/LM
canhandlethesetasks. It is (the only) animplementatiorof the CORBA Licensing
Serviceandhasbeenimplementedor both Orbix andVisibroker.

It handlespostagestamp(# of uses)and gasstyle (length of time) metering,plus
authenticationauthorizatiorandencryption.

SerbanTatu (November1998)emailmessage{®641DBB7.679ZFE30@starision.can}
: [ed: white paperat] http://wwwiona.com/support/whipspers/arbixsecuity/ shovs
you how Orbix implementghe (Level 1) securityservice.
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5.1.5 A Is there any free/trial/evaluation version of an ORB with Security Serwvice
for Java?

5.1.6 A What would be the most suitable ORB product(s) when buliding a (very)
smalllab for evaluating, testingand implementing security functionsin a CORBA
system?

5.1.7 A Are CORBAsecimplementationsfrom the US generally subjectedto export
control?

5.2 Particular Implementations
5.2.1 DAIS Security

5.2.1.1 What is DAIS Security?

Linda Gricius (March,1998): DAIS is a CORBA 2.0 ORB, plus CORBA servicesdevel-
opedby ICL. In 1997,ICL releasedhefirst Betaof the DAIS Securityservice.Basedon
feedbackrom programparticipantsa seconcetawasreleasedn late 1997.

5.2.1.2 What is the current version of DAIS Security
Linda Gricius(March,1998):1.0.2beta.

5.2.1.3 What is the current statusof DAIS Security?

Bruno Traverson (September1998F2: DAIS is nov commercializedy PeerLogic.See
http://mwwpeerlogic.com

5.2.1.4 DoesDAIS conform to CORBASEC specifications?
Linda Gricius(March,1998).

Requiredfunctionality— DAIS Securityprovidesnearlevel 2 conformancewith the COR-
BASEC specification. The only Level 2 featuresnot supportedare: Multiple credentials
for auserDelegationApplicationlevel auditandaccesgontrol Administrationby standard
policy objects.

SecurityFunctionalityOptions— DAIS Securitydoesnotsupporinon-repudiation theonly
CORBASECoptionatthistime.

Security Replaceability- ORB replaceabilityisn’t supported. The ORB interceptorsin
DAIS Securityversionl are not standard.Servicesreplaceabilityis supported ORB se-
curity objectsareimplementedo CORBA standardnterfacesand could thereforebe re-
placed).

Securenteroperability- In DAIS, secureassociationgareestablishedisingSECIOPmes-
sagedn DAIS Security but the SECIOPmessageare carriedinside IOP requestsather
thanfollowing theinteroperabilitystandard.

%2Message-1d36121736.2FBB@deaxdfgdf.fr
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DAIS Securitydoesnot supportDCE-CIOR

Conformancéo CSI Spec- DAIS (i.e. SESAME)generatefull identity andprivileges(i.e.
it hasECMA PACs), which points DAIS at CSl level 2. But level 2 alsohascontrolled
delegation. Thefirst releaseof DAIS doesnt supportdelegation,which pointsDAIS back
atlevel 0. SoDAIS doeslevel 0, andbits of level 2 (the privilegesin additionto identity),
but don't do controlleddelegation.

5.2.1.5 Whydid ICL choosghe CSI-ECMA security mechanismin its DAIS Security
implementation?
Linda Gricius (April, 1998):

Perhapghe bestknown securitymechanisms Kerberos,which was developedby MIT.
Kerberosdoesnot provide all of the functionality requiredby the full CORBA Security
model. Therefore DAIS SecurityusesadifferentmechanisntalledSESAME becaus¢CL
believesthatthefunctionalityof thefull CORBA modelis requiredto implemententerprise
strengthsecuritysystems Basically SESAMEimplementghe CSI-ECMA protocolof the
CORBA Securityinteroperabilityspecification. SESAME V4 is essentiallyKerberosv5
extendedn variousways(andrewritten), in accordancevith the ECMA Securitystandard,
known asECMA-219.

Regardlesof the securitymechanisnused,the DAIS Securityserviceaccessethe mech-
anismvia a genericAPI, calledthe GenericSecurityServicesAPl or GSS-APIL.Thisis a

standardAPI that presentghe sameinterfaceto the caller, regardlessof the mechanism
underneatibeingusedto implementthefunctions.

5.2.1.6 What featuresdoesDAIS Security offer?
Linda Gricius (April, 1998):

DAIS Securityprovidesnearlevel 2 conformancevith the CORBASEC specification.

DAIS usesSESAME (CSI-ECMA) asit’s securitymechanism.This bringsa rich setof
featurego the DAIS Securityserviceimplementationincludingtheuseof rolesandsupport
for both public/prvateandsecretkey technologies.

In addition,DAIS Securityprovidesafull GUI administratiortool, whichallowstheadmin-
istratorto manageprincipals,roles,trustrelationshipsgomainsrequiredrights,invocation
policies,etc. The GUI is written in Java andis distributed - usingDAIS Securityitself to
securghecommunicationsThis providesmuchmorefunctionalitythanwhatis definedin
the CORBASEC specification.

DAIS Securityalsoprovidesanintegrated,offline public key certificatemanagemensys-
tem,which alsohasa securdlistributed Java GUI.

DAIS Securityalsooffersa SecurityL&el2 programmingnterfaceto securityawareappli-
cationscurrentlyin C++only.

5.2.1.7 What is the advantageof usingrolesin DAIS Security?
Linda Gricius(March,1998).

Principalsgain accesgo servicesby presentingcredentialswhich containattributes,and
give themaccessightsto services.Theseattributescanbe assignedo eachindividual, or
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to arole. By thenallowing a principalto authenticatevith a givenrole, all of theattributes
associateavith thatrole areputinto the principal’s credentials.

So,theuseof rolesis moreefficient whenadministeringprincipals- ratherthanhaving to
administerattributesfor eachprincipal,you canassignattributesto roles,andthenallocate
rolesto principals.

5.2.1.8 What are the advantages(and disadvantages)of using public key technology
in DAIS Security?
Linda Gricius(March,1998):

Public key usershave aninherentlystrongerbinary key with which to authenticate.The
key is not memorable,and was not selectedby the userin ary case. Becauseof their
strength,public keys needbe changedessfrequently- andthe certificatethat holdsthe
public key containsa built-in lifetime to enforceits replacemenéftera choserperiod. The
involvementof trusted’officers” in the creationand maintenancef public keys is also
inherently more secure,requiring the collaborationof more if they wantedto alusethe
system.

Usersthatform associationsvith their public key do notrequirethe servicesof aKey Dis-
tribution Service evenduringinter-domainassociationwhich is moreefficientat runtime.

Publickey usersalsohave anadwantagein beingableto usethe samekey to authenticate
to mary principal domains(if they are configuredas membersof thosedomains). Their
keys aretrustedonthebasisof a CertificationAuthority (CA), thescopeof whichmayspan
mary principaldomains.So having authenticate@nceto the CA systemin orderto geta
public/private key pair, the key may be usedto authenticatghe userwherever that CA is
trusted(until the key expires).

Sincepublickey certificategnaybefreely distributedandcertifiedatthe point of use there
is alsoa fundamentakcalabilityadwantageto systemghatusepublic keys.

5.2.1.9 What are the advantages(and disadvantages)of using secet key technology
(passwords) in DAIS Security?
Linda Gricius(March,1998).

Passvord usershave a simplelife - they carrytheir authenticationnformation(their pass-
word) with themin their headsandmostusersalreadyunderstandhe ideaof passverds.
This hasthe adwantageof notrequiringthatthey login ataworkstationthathasary secrets
pre-installedor them. It is alsoconceptuallyandprocedurallyeasierfor themto be setup
to usea password andchangehe password atregularintenals.

Thedisadwantageof usingpasswerdsis that, by dependingon a comparatrely shortmem-
orablestring, a passwerd is inherentlywealer than a large binary key value. Usersof-
ten choosevery guessabl@asswords, or write themdown, or never changethem, or only
changebetweera smallnumberof alternatves.

In addition a KDS®? is requiredto form associationdor clients that authenticateusing
passwrds, and in the caseof interdomaininvocations,the KDSs of both domainsare
involved. This is lessefficientat runtime.

%3ed: Key Distribution Service
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Passvord usersthathave accountsn several principal domainsshouldhave differentpass-
wordsfor eachdomain. Eachpasswerd is only trustedfor usebetweenthe userandone
domains AuthenticationService(AS).

5.2.1.10 Why havedomainsin DAIS Security?
Linda Gricius(March,1998).

DAIS Securitysupportghreetypesof domain- principal, policy, andtrustedidentify do-
mains.

Themajorsecurityadvantagan dividing a systeminto domainss to achiere separatiorof
unrelatedpartsof an organization- eitherpeople/departmenty setsof applications/data.
By separatinghesysteminto domainstheappropriatesecuritycontrolscanbe putin place
for eachdomain,andaccesdo information betweenpartscanbe controlled. If a domain
memberdeliberatelytriesto damagdhe systemthe damagehey candowill belimited by
their domains securitylimitations.

Thebestseparatiorof the securitysystemis mostlik ely to mimic organizationaktructures
thatyou alreadyhave. For example,the reasonthe Salesdepartments separatédrom the
Developmentdepartmenis thatthetwo communitieslealwith differentbusinesgprocesses,
andconsequentihave differentapplications/datandsecurityrequirementsFurthermore,
thetwo departmentareunlikely to requireaccesso eachothers systemsBY reflectingthis
in thedomainstructure appropriatecontrolscanbeputin placeto protectapplications/data
within domainsandto controlaccesdetweerdomains.

Principaldomainsarethe easiesway to divide communitiesof usersandapplicationob-
jects. By putting usersand relatedapplicationsin a principal domain,accesgo objects
from userswithin the domainis possible but accesgrom usersoutsidethe domainhasto
beexplicitly granted.

After separatiorof responsibilitiesthe secondreasonto divide a systeminto domainsis
to allow the overall size of the systemto growv without unmanageablgrowth in the size
of its parts. A small pilot systemis unlikely to have a large numberof users,roles,and
applications. Therefore little is to be gainedby dividing the systeminto mary principal
and policy domains. The overheadof the extra effort to install and managethe system
via multiple domainswould outweighthe benefits. As aninstallationbecomedarger, the
benefitsof splitting it into separatelomainsbecomemoreapparent particularlyin terms
separatiorof responsibilitiesand of the workloadon any one particularadministratie or
"run-time” securitycomponent.

5.2.1.11 Why policy domains?
Linda Gricius (April, 1998):

Within aprincipaldomain,policy domainscanbe usedto groupobjecttypes(i.e., instances
of aninterface) andworkstationsinto high, medium,andlow securitygroups. You can
have differentpolicy settingsfor the sameinterfacein differentdomains.Somegroupsof
very sensitve objectswould have very stringentaccessontrol requirement&ndmessage
protection.Othergroupsmayrequirelittle or nosecuritybecausef theirinsensitve nature.

You canalsoachieve separatiorof domainsby not defining certaintarget interfacetypes
in certainpolicy domains;e.g.,if the "lowsec” domaindoesnt have the interface "mis-
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sile_launch” defined,then theres no way that clients from that domain can ever invoke
objectsof thattype.

5.2.1.12 Where canfind more information on DAIS Security?
Linda Gricius(March,1998):

More information aboutDAIS and DAIS security servicecan be found on its web site
www.daisorbcom.

5.2.2 OrbixSecurity

5.2.2.1 A What is the conformancelevel of OrbixSecurity?

5.2.2.2 A Wheredo| start fromin order to useOrbixSecurity?

5.2.2.3 What DCE componentsare required to useOrbixSecurity?

Bruno Traverson (Septemberl9989* The DCE componentsequiredfor OrbixSecurity
- which canbe boughtfrom TransarqSolaris),Gradient(Windows) or HP for HP-
DCE, areessentiallythe Securitylibraries. In moredetail, the componentsequired
are:

OrbixSecurityApplication Developmentrequires.
e DCEADK (includingauditlibrary)
DCE clienthostsrequire:

1. DCE runtimelibrary
2. DCE Daemon

3. CDSclerk

4. Securityclerk

DCE senerhosts(in additionto clienthostcomponentsjequire:

1. CDSsener
2. DTSsener
3. Securitysener
4. Audit sener

Youwill needatleastonesenerhostpercell. YoudonotneedDCE DFS.

*Message-1d360F5F3D.5B9A@dezdfgdf.fr
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5.2.2.4 Can auser on a remotemachine still run the server and call its methodsif
he or shechangestheir usemame on the remote machine deliberately to match the
registeeed userslist?

DanHushon(Novembey 1997): The Orbix documentatiorwarnsyou thatyou shouldnot
runthedaemorfrom therootuid, astherootonanothemachinewill beableto controland
invoke methodson the particularinstance.

Dale Nagata(November 1997): If the userFoo is allowed to invoke or launchthe sener
Bar on hostX, thenary useron ary remotemachineY caninvoke or launchthe sener if
Orbix thinksthe useris Foo. Whatyou do attheremoteclientto make Orbix think you are
Foois upto you, whetheryou actuallylogin with thatid, useafilter, or whatever.

5.2.2.5 What authentication processs usedin OrbixSecurity?

ExtendedQuestion: Sanjeg K. Asher: The OrbixSecuritywhitepaperstatesthat (page
20, lastline)- "The clientmustfirst obtaina securitytoken/key by performinga DCE
login”

But DCE usesa RPCcall for client-serer communication.The CORBA standards
basedon connection-oriemtd calls or TCP calls. Doesthis meanthatthe OrbixSe-
curity is not CORBA complaint? Can somebodypleaseclarify the authentication
processisedin OrbixSecurity

Rudolf Schreinef(June,1998):

| readin the white paperthatthe Orbix securityserviceusesGSSAPIto accesshe DCE
securityservice. This doesnt meanthatthe ORB usesRPCinsteadof (SEC)IIOPandis
CORBA compliant. In this casethe internalsof DCE and RPC are unimportant. DCE
securityis justa securitymechanisnwith GSSAPI like Kerberosvs or SESAME.

Ludwig Brinckmann(June,1998):

GSSAPlassuchdoesnot actuallydefinehow to log on to a system but how to exchange
securemessagebetweenauthenticategbrincipals. For this a principal hasto presentts
credentialgo the GSSAPIroutines.To obtain thesecredentialsa DCE login is used.This
actually requiresa DCE installationon the client machineand the protocol usedfor this
is DCE RPC.Oncethe DCE login context hasbeenestablishedit is passedo thegss-
dce.l ogi n_cont ext _t o_cr ed routine to obtain the GSSAPIcredential. (The DCE
implementatiorof GSSAPIprovidesa few routinesprefixedwith gssdce thatbridgebe-
tweenDCE and GSSAPI.)The credentialis thenusedin GSSAPIroutinesto for a hand-
shale betweenclient andsener andthento routineslike gss_si gn to encryptthe mes-
sagedetweerpeers.Technicallythe Orbix/DCE securityimplementatioris hybrid: it uses
DCE to establishthe authenticatiorof client andsener andthe Ticketsobtainedarethen
usedto encryptllOP traffic. Thisis good,becauset providesthe bestimplementatiorof
authenticatioravailablefor themasamarketandbad,becausgouwill needaseparat®CE
installation(with all the maintenanceandlicensingcosts).
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5.2.2.6 How doesOrbixSecurity work and how and what componentof DCE needs
to beinstalled?

GeorgeWolke (July, 1998): We weretold that we neededo purchaseandinstall DCE
software (only GradientTechnologys solutionis currently supportedor NT and|
dont know whatis requiredfor HP) BEFOREwe couldinstall the Orbix code. The
DCE codeis about3K for the sener sideand$100for eachclient.

Also, OrbixSecurityuseOrbixFilters. Thisis apotentialproblemif you usefiltersin
your systenmsinceyou cannotdefinethelocationof the securityrelatedfilters within
your filter chain.

5.2.2.7 A Can we use Orbix security to provide Accesscontrol at Object instance
level?

5.2.2.8 Authentication Security Exception

Extended Question: Whenl wantthe Sener to authenticatét selfto the Client, or when
| wantto put a secureinvocationpolicy on the Sener, thenl getan error message
telling me”AuthenticationSecurityException”,"Targetis notsecure”.The opposite
is no problem,the Clientcanauthenticatétself to the sener.

Is thereanybody who have cameacrossthis problem,or who have suggestion®n
how | shouldsolwe it?

GreggTally (July, 1998): The errormessageppearso indicatethatthe principal for or-
bixd, <host>/IT_daemondoesnot supportauthenticatiorwhenactingasthetamget.
Haveyouusedgetrvit to seef <host>/IT _daemorsupportdheauthenticatiompolicy
and QoPrequiredby your sener andclient principals?If not, you canusesetvtit
on <host>/IT _daemonso that orbixd will supportauthenticatiorwhenactingasa
tamget.
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5.3 VisiBroker

5.3.1 A Doesanyone hasexperienceon implementing systemaccessontrol and se-

curity service using VisiBroker for Java?

5.4 omniORB®>®

5.4.1 A If thereis a security sewice supportedby omniORB and if not are there any

5.5

plansto createone?

Intraverse

5.5.1 A Hasanybodyintegrated DASCOM’sIntra verseand Entrust (PKI), andlona’s

OrbixW eb?

Extended Question "Neil Crago” <Neil.Crago@btinternet.com (March, 1999): Has

arybodyintegratedDASCOM IntraverseandEntrust(PKI), andlona’s Orbix\Web,to

provide secureuserauthenticationpver-the-wiresecurityetc.,andif socanyoutell

me whetheryou wereusingtheseproductsto handleCORBA Level 1 or 2 security
androughlyhow intrusive / practicaltheseproductgeally are?Whatlevel of support
you gotfrom lona, DASCOM andEntrust?

6 Applying CPRBASEC

6.1 How do | secure aNaming Serwice?

Nick Battle (August,1998F°: Naively you have to usea CORBA productwith the Secu-

rity serviceimplemented.

Looking attheproblemabit moreclosely therecanbe somenastysubtletiedepend-
ing on what you are actuallytrying to secure.If you havent alreadydoneso, you
shouldreadthe recentthreadin this [ed: comp.object.corbajrouptitled "Naming
ServiceandSSL".

It is fair enoughto want only "authorizedclients” to write to a namingservice,but

(potentially)ary objectthatwishesto exportits objectreferenceo anamesener has
to have somewrite permissionandalsothe permissiorto remove its own reference.
It may be possibleto give everyonethe ability to export objrefs,but only privileged

clients power to changethe structureof the namespace I'm affraid | dont know

the namesener interface well enoughto say but CORBA Securityis capableof

distinguishingdifferentoperationson aninterface.

Therecanbebootstragproblemswith securenameservicesn someCORBA Security
systems. But theseoccurwhenyou want to treatthe nameserviceas a sourceof

TRUSTWORTHY objectreferencesBasically to bootstrapCORBA Securityyou may
needto obtain sometrustworthy object referencegfor exampleof Authentication

Shttp://www.orl.co.uk/omniORB/
Message-1d35C8199D.B2073AD@x400.icl.co.uk
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andPrivilege servicesBEFORE you cantalk securelyto anyone,includingthename
service.l believe this situationis differentfor simplepublic key basedsystemgsuch
asCORBA SSL)thatcanbootstrapwvithout externalobjectsupport.

The subtletyin the otherthreadis a consequencef the fact that CORBA Security
doesnot guaranteehat the securitynameembeddedn an objectreferences the
CORRECT securityname.Justbecauseou secureaccesso thenamesener doesnot
necessarilyneanthatclientsarenot exporting objectreferencesvith falseinforma-
tion in them. Changingthe securitynamein an objref would allow an attacler to
masqueradasthe genuineobject,eventhoughthe securityserviceis active (includ-
ing the EstablishTustinTamget feature!).

To overcomehiswith asecurenameservice youwould needveryapplication/system
specificaccesgontrols(thatlook atmessageontent)or youwould have to trustyour
(exporting)clients. CORBA Security(appendixD.6.20of thelatestspecificationsays
thatendusergclients)of objectreferenceareresponsibléor verifying their security
namesunlessthey have atrustedsourceof objrefs.I’'m just pointing out thatputting
accesgontrolandmessag@rotectionon a namesener doesnt hecessarilyprovide
atrustedsourceof objref CONTENTS.

It is sometimegerfectlypossiblefor clientsto knov andcheckthe securitynames
of objects.For examplein DAIS Securitythe bootstragproblemmentionedabove is

avoidedbecaus¢he authenticatiorclient canpredictthe correctsecuritynameof the
appropriatéduthenticatiorandPrivilege servicedor its particulardomain.However,

in generaliit is very difficult for clientsto know the correctname— andin the case
of security UNAWARE applicationsthey are not supposedo know arything about
securityanyway! Thisis alsodiscusseqandsolutionsproposedjn theotherthread.

A\ How cansecurity-aware applicationsapply confidentiality and integrity
to data (e.g electronic documents)?

A Is it possibleto specifythe data to be protectedasa parameter to the
interface, or asdata protection sewice?

7 Related Security Technologies

7.1

SESAME

7.1.1 What is SESAME?

Linda Gricius(March,1998).

SESAME (a SecureEuropearSystemfor Applicationsin a Multi-vendorErnvironment)is
aresearclanddevelopmentproject,partly fundedby the EuropeanCommissiorunderits
RACE program.lt is alsothe nameof thetechnologythatcameout of thatproject.

SESAMEis aconstructiorkit —it is asetof securityinfrastructurecomponents$or product
developers.In anutshel SESAME:

¢ supportssinglesign-onto the network;
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e providesrole baseddistributed accesscontrol using digitally signedPrivilege At-
tribute Certificateswith optionalcontrolleddelegationof accessights;

e supportsull cryptographigrotectionof exchangedbetweerusersandremoteappli-
cations;

e supportanultiple domainoperatiorwith differentsecuritypolicies;

e canbescaledto operateover very large networks throughits useof public key tech-
nology;

¢ builds onwork donein internationalstandards it is anOpenSystemssolution;

¢ usesthe widely acceptedsenericSecurity ServiceAPl (GSS-API)- the SESAME
usergetsmechanismransparenc

7.1.2 How doesSESAME work?

Linda Gricius(March,1998):
Thisis whathappens:

To accesdhe distributed system,a userfirst authenticateso an AuthenticationSener to

get a cryptographicallyprotectedtoken usedto prove his or her identity. The userthen
presentshetokento a Privilege Attribute Sener to obtaina guaranteedetof accessights
containedn aPrivilegeAttribute Certificate(or PAC). The PAC is aspecificform of Access
Control Certificatethat conformsto ECMA andISO/ITU-T standardsThe promulgation,
protectionanduseof PACsarecentralfeaturesof the SESAMEdesign.

The PAC is presentedy the userto a tamget applicationwheneer accesgo a protected
resourceis needed. The target applicationmakes an accesscontrol decisionaccording
to the users security attributesfrom the PAC, and other accesscontrol information (for

examplean AccessControl List) attachedo the controlledresource.A PAC canbe used
morethanonceat morethanonetargetapplication.lt is digitally signedto preventit being
undetectablyamperedvith.

ThePAC is cryptographicallylinked with the authenticatediserto which it wasissued o
prevent anyoneotherthanthe original owner (or one of their delegates)from usingit. To
provide this protectionSESAME needsto establishtemporarysecretcryptographickeys
sharedpairwisebetweenthe participants.Kerberoskey distribution protocolscanbe used
for dialog key establishmentbut they canalsobe either supplementedor whereappro-
priatecompletelyreplacedby public key technology SESAMEalsosupportsCertification
Authorities, X.509 Directory usercertificatesfollowing ISO/ITU-T standards.

Userdatapassedn adialoguebetweeraclientandasenercanoptionallybeeitherintegrity
protectedor confidentialityprotectedor both,usingspeciallycreatedDialog Keys.

7.1.3 How doesSESAME relateto Kerberos?

Linda Gricius (April, 1998):
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Similar work, aimedspecificallyat UNIX systemshasbeendoneby the Massachusetts
Institute of Technologywhich hasdevelopeda basicdistributed single sign-ontechnology
calledKerberosKerberoshasbeenproposedisanInternetstandardRFC1510).

In thelight of thiswork, the SESAMEprojectdecidedhatin its earlyimplementatiorsome
of the SESAME componentsvould be accessiblehroughthe KerberosV5 protocol (as
specifiedin RFC1510),andwould useKerberosdatastructuresaswell asnev SESAME
ones.This hasshavn uneguvocally thata productquality approactreusingselectecparts
of theKerberosspecificatioris workableandthata world standards possibleéncorporating
featuresof bothtechnologiesSESAMEextendsKerberosn thefollowing ways:

e It introducesuserprivilege attributes, containedin a digitally signedPrivilege At-
tribute certificate(PAC) andissuedby a Privilege Attribute Service(PAS). This en-
ablesusersto carry variousidentitiesand privileges(groups,rolesand ary locally
definedattribute types)ratherthana simple”’name” asKerberogprovides.

e SESAMEalsousespublic keys, optionally in the formationof associationdetween
clientsandtamgets.Kerberosusessecretkey technologyonly.

e SESAME hascontrolleddelegation of privileges(PACs), so that tamgetscan proxy
their client’s privilegesto call otherserviceson their behalf(ratherthancalling them
asthemseles). Kerberoshasonly uncontrolleddelegation,and SPKM hasno dele-
gation.

Regardlesof the securitymechanisnused,the DAIS Securityserviceaccessethe mech-
anismvia a genericAPI, calledthe GenericSecurityServicesAPI or GSS-APL.Thisis a

standardAPI that presentdhe sameinterfaceto the caller, regardlessof the mechanism
underneatieingusedto implementthe functions.

7.1.4 How doesSESAME relateto the CORBA Security sewice?

Linda Gricius(March,1998).

SESAME'soriginslie in the OpenSystemsStandardsvork of ECMA, the EuropearCom-
puter ManufacturersAssociation. In 1987 ECMA startedits work on Securityin Open
SystemslIt washerethatthe early ideasthatarethe basisof SESAMEwereformed. Fol-
lowing that first meeting,expertsfrom all of the major computermanugcturershave at
differenttimesbeeninvolvedin this work.

The CommonSecurdnteroperability(CSI) specificationwhichis partof the CORBASEC
specificationdefineghestandardéor commonsecurenteroperabilitywhenusingGIOP/IIOR
A partof this standards the useof definedprotocols.CSI-ECMA s oneof theseprotocols.

7.1.5 Howdol find moreinformation about SESAME?

Linda Gricius (March, 1998): The SESAME V4 Overvienv canbe foundvia the web at
http://wwwesat.uleusn.ac.be/cgic.seame.hinl.

Konstantin Beznose (October 1998): http://www.esat.kuleugn.ac.be/csid/sesame.



fvemis Wi Vs i et TN A B N TR R

7.1.6 A Howdol to getSESAME API?
7.2 GSS-API
7.2.1 What is GSS-API?

Linda Gricius (April, 1998):

Anotherimportantdevelopmenin thefield of Opendistributedsystensecurityhasbeenthe
GenericSecurityServicesApplication Programinterface(GSS-API).This interfacehides
from its callersthe detailsof the specificunderlyingsecuritymechanismleadingto better
applicationportability, andmaoving generallyin thedirectionof a betterinterworking capa-
bility. The GSS-APIis independentf communicationsandonly producepaquetokens
thatmustbetransportedeparatelyfby any convenientschemesuchasSECIOP/GIOP).

A GSS-APlimplementatioris viable acrossvirtually ary communicationsnethod. GSS-
APl is anInternetand X/Openstandard. SESAMEis accessethroughthe GSS-API,ex-
tendedo supportfeaturemeededo provide distributed AccessControl.

7.2.2 A Howdol togetGSSAPI ?

7.3 Kerberos

7.4 DCE Security

7.5 SSL

7.5.1 Wherecanl find more about SSL?

Jeff Calog (Decemberl1997):

e http://digitalid.\erisgn.com/ap_intr.htm,
http://digitalid.\erisggn.com/id_intro.htm,
http://mwwrsa.com/rsalabs/méag,

http://www consensus.com/agity/ssHalk-fag.html,

http://deelopemetsape.can/ore/scuity/index.html,
http://search.netspa.@om/navsreftef/nescape-ecuity.html.

7.5.2 Havethe OMG specifiedSSLin any standard yet?

AndreasVogel (October1997): Yes,it hasbeenadoptedearlierthis summer

7.5.3 Wherecanl find the specificationof IOP over SSL?

Konstantin Beznose: (May, 1999)Sectionl4 “Integrating SSLwith CORBA Security”
of CORBASEC specificationdescribeshow SSL is supposedo be integratedwith
CORBA Securityservice.
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7.5.4 Doesanybodyknow a ORB vendor who providesa SSL functionality with their
product?

Tom Damiano (May, 1998): lonaTechnologiesupportsSSLin their OTM product.
Rajeev Kumar Gupta (May, 1998):I0NA providesSSL supportfor Orbix.

William Edwards (May, 1998):VisibrokerhasSSLsupporfor bothC++andJava. Theres
a brief descriptionof this on both the Visibroker for C++ and Visibroker for Java
pagesat: http://www.inprise.com/visibrker/products/.

Joselgnacio Gijon (May, 1998): Mico (http://diamant-atm.vsbs.wi-frankfurt.de/mico/)
supportsecurecommunicatiorandauthenticatiomsingSSL.Mico useSSLeay(http://www psyuq.oz.auftp/Crypto/)
to provide the securesoclet layer. And botharefree.

Marc Laukien (July, 1998): TheORBacusSSL plug-inprovidesthenecessarjoolsto de-
velopanddeploy secureC++andJava CORBA applicationsusingthe SecureSoclets
Layer(SSL)protocol.New applicationsanbewrittento take full advantageof SSL,
andonly afew minor modificationsarenecessaryo enablesecurityin existing OR-
BacusC++ andJava applications.

TheORBacu®penCommunicationgnterface(OCI) providesthearchitecturaframe-
work that enabledthe ORBacusSSL plug-in to be developedwithout ary changes
to the ORB core. The ORBacusSSL plug-in replacesthe IIOP protocol with the
SSLIOPprotocoldefinedaspartof the OMG securityspecification.This protocolis
simply IIOP over a secureSSL channel. Applicationscanbe SSL-enabledhrough
the addition of a few simple API calls. The plug-in providesyou with full control
over the ciphersuitesusedfor client/serer connectionestablishmentFurthermore,
your applicationscanuseary combinationof secureandinsecureconnectionsall
underthe completecontrolof thedeveloper

Otherfeaturesof ORBacusSSLinclude:

e FREEfor non-commercialise(seethe ORBacusSSL Royalty-FreePublic Li-
censeAgreementor details)

¢ Availablewith COMPLETESOURCECODE
¢ Completesupportfor C++andJava

e UsesOMG SecurityServiceprofile tagsfor compatibility with other SSLim-
plementations

¢ Implementecasan ORBacusOpenCommunicationsnterface(OCI) plug-in
e Supportedkey exchangealgorithms:

— Diffie-HellmanandRSA

— Symmetricencryptionalgorithms:RC4(40/12&it), RC2(40bit), IDEA(128
bit), DES (40/56/168bit)

— MAC calculationalgorithms:MD5 andSHA
e UsersmanualandHTML API referencedocumentation
e Exampleprograms
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ORBacusSSL hasbeentestedandis known to work on thefollowing platforms:

e ORBacusSSLfor C++:

— SGIC++7.1SGlIrix 6.20r6.3

— SGIC++7.2SGllrix 6.20r 6.3

— SUNC++4.1and4.2 SUN Solaris2.5

— HPC++A.01.12HP-UX B.10.20

— GNU C++2.7.2Intel- or Sparc-base®S

— EGCSC++1.0.x/ GNU C++ 2.8.xAny supporteddS

e ORBacusSSL for Java:
— SUN’sJDK 1.1.xor compatible

The ORBacusSSL 1.0 Preview Releasejncluding all sourcesgcanbe downloaded
from http://wwwooc.com/ssl/denload.iml. Shouldyou have ary problemscom-
piling the sourcesdo not hesitateto ask us for assistanceJustsendemail to sup-
port@ooc.com.

7.5.5 A lIs there a freeimplementation of CORBA SSL service that will work with
VisiBroker 3.* for Java?

7.5.6 If | usenaming sewice and VisiBroker, canl| cooperateSSL into the system?

Andr e Srinivasan (July, 19989": The IOR determinesvhetheran SSL connectionis at-
tempted.

You canenableSSLwith ary VisiBroker sener by initializing the BOA with SSLT-
Pool (if you passthe commandline args into BOA _init, -OAid SSLTPoolwill do
the trick) andinitializing the SSL layerwith a digital identity (you cando this with
initializers to avoid modifying the code). The resultinglOR will containan SSL
component.

7.5.7 How easyit is to usethe Visibroker SSL pack with a Java application for the
developeraswell asthe user?

Ted Gamester (August,1998F8: Fromthe objectimplementerperspectie andtheclient
programmeiusing the Visi SSL packis simple, just add a few standardizedines
of codeon the sener sideandclient sideandyou arein business.Samplecodeis
includingwith thedoc.

7.5.8 Isthereanadditional client sidepiecethat must beinstalled in order to usethe
Visibroker SSL pack with a Java application?

Ted Gamester (August, 1998%%: Yes,you mustrun aninstaller on the client asthe Vi-
siSSLruntimecurrentlyusesnative code.(100%pureversionis coming).

5"Message-Idoy4svyqgbgp.fsf@ahi.visigenic.com
*8Message-Id35C5EE7E.E0647FDC@umich.edu
*Message-1d35C5EE7E.E0647FDC@umich.edu
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7.5.9 Betweenwhat parties doesauthentication happenwhenthe client and the sewer
communicateover SSL via Visibroker's Gatekeeper?

Andr easVogel (October 1998§° : Only thegateleepemill beauthenticatedia anX.509
certificate.A clientcouldbe,if the gateleeperdemandso. WhenusingSSLonthe
baclendthe sener, the gateleeperis authenticated Authenticationis alwayson a
OA basenotanobjectbase.

7.5.10 Doanythird-party companieshave SSL security systemghat canbe incorpo-
rated into either Orbix or Visibroker?

AndreasVogel (Octobey 1997): It's areadythere. The SSLimplementatioried: in Vis-
broker] is third-partyaryway.

7.5.11 DoesSSL raise any firewall problemswhen accessingrom the outsideinter-
net?

Andr easVogel (March, 1998): Nothing beyond the usual. In factthingsare even better
you canrun a SSL-enabledjateleeperon port 443 which shouldget you through
mostfirewalls.

7.5.12 Do SSL security implementationswith CORBA solve or changethe problem
of secuely linking an object referenceto the principal that it represents?

ExtendedQuestion Nick Battle (July, 1998f: I'm talking abouttheissueof "TargetOb-
ject Identities”in CORBASEC appendixE.6.2[ed: D.6.2in the currentversionof
the spec](atleastit usedto bein theJuly 97 specl have to hand!).

The problemis that IORs are not self securing. A securityname(which | guessis
the certificatenamein SSL?)is includedasa hint in the IOR (true?),but the system
doesnt guaranteg¢hatthe IOR hasnt beentamperedwvith. Soanattacler cantweak
anobjectreferencdo usethe securitynameof his own principal- somethinghathe
hasthekeysfor - andthenclientsusingthatobjectreferencehink they areoperating
securely(whichin asensehey are!),but areactuallytalkingto thewrongobject. All
the ORB guaranteess thatyou aretalking securelyto the securitynamein the IOR,
notthatthe namein thelOR is theoneyou wantto talk to.

| understandhow this workswith theKerberosandCSI-ECMA mechanismsyut I'm
not surehow/if it's differentwith SSL.| seethe problemasfundamenta(theres no
provablelink betweenan objectreferenceandthe securityname),so theremustbe
anequialentweaknesén SSLbasedCORBA systemstrue?

As E.6.2[ed: D.6.2in the currentversionof the spec]says,the onusis on the client
to checkthe securityname(s)of ary tametit intendsto use,unlessit hasa trusted
sourceof objectreferences.

%0Message-1d199810141501.1AA21711@spargds.com
(IMessage-1d35C579BRBE3AE0DI@x400.icl.co.uk
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Andr e Srinivasan (July, 1998%2: Currentlythereareno SSL hints beyondthe SSLcom-
ponentin the lOR.

The addition of this check[ed: by client of the securityname(s)of ary tamet it
intendsto use]is pretty straightforward thoughandthe ORB could do it for you.
If a communicatingparty presentssomethinglike a wallet that not only contains
credentials but containstrustpoints(i.e. trustedcertificatesthat arent necessarily
roots), the ORB canrejectthe connectionif the tamget identity doesnot containa
trustpoint.

| believe thatasecurityunavareapplicationCAN operaten anervironmentwherethe
sourceof objectreferencess not necessarilyrustediF a wallet canbe administered
thatcontainstrustpoints.Basicallythe wallet notion movesthe sourceof trustto the
walletratherthanrelying on the sourceof objectreferences.

7.5.13 What SSL implementationsare known to [not] interoperate?

Dave Sames (January1999f2 : We werejusttrying to geta VB for Jasa 3.2 SSLsener
to work with an Orbix 2.3c SSL client. We foundthatthe IOR producedby the VB
senercontainsl profile, perthe1.1110P spec.Fortunatelythe Orbix clientis ableto
interpretthis correctly andinvoke operationson a CORBA objectin the VB sener.
However, whenthereverseconfigurations attemptedthe Orbix sener produces 2-
profileIOR - 1.0110P speccompatible andtheVB clientcannotinterpretit correctly
to setup the SSL connection.lonanotedthattheir 3.3 releasewill supportboth1.0
and1.1110P specifications.

Polar Humenn (January1999§4 : | think JishnuMukerji] told meatonepointthat
SSLwasnt in IIOP 1.0anyway. Sothe SSL"Component’madeinto a profile
it is just aninterpretationto getgetit to work. Whatshouldbe support[ed]is
the 1.1 11OP specification.However, this still needswork. Hopefully that will
be clearedup with submissiongo thenew CSIv2RFP

7.5.14 A Doesthe SSL-certificate certify the serwver or the object?

7.5.15 What is the normal way of assertingthat unauthorized clients cannotconnect
to an object that an authenticatedclient is using?

Mik e (March, 1999¥° : SSL authenticates useron a per sessiorbasis,so it doesnot
restrictacces®naperobjectbasis.You'd have to addin codeto your Factoryobject
to prevent usersfrom accessingcertainobjects. Shouldnt be too difficult, andis
pretty securesinceyou've authenticatethe user

62Message-l1dnylzqygbam.fsf@ahi.visigenic.com
5Message-1d3.0.3.32.19990118102117.0@280 @ pophg.tis.com
®Message-IdPine.LNX.3.96.990120115306.2920D-100@®arg.adironcom
®Message-Id36EF68C7.C51979D8@there.com



