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1 Disclaimer and Copyright, Copying, and Other Inf ormation

1.1 Disclaimer

EXCEPTWHEN OTHERWISE STATED IN WRITING, THE COPYRIGHTHOLDERS
AND/OR OTHERPARTIESPROVIDE THE DOCUMENTAND INFORMATION CON-
TAINED IN IT ”AS IS” WITHOUT WARRANTY OFANY KIND, EITHEREXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESSFORA PARTICULAR PURPOSE.THE EN-
TIRE RISK AS TO THE QUALITY OF THE INFORMATION IN THE DOCUMENT
IS WITH YOU. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER
PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE DOCUMENT AS PER-
MITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,INCLUDING ANY GEN-
ERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGESARISING OUT
OF THE USE OR INABILITY TO USE THE INFORMATION CONTAINED IN THE
DOCUMENT (INCLUDING BUT NOT LIMITED TO LOSSOF DATA OR DATA BE-
ING RENDEREDINACCURATE ORLOSSESSUSTAINED BY YOU ORTHIRD PAR-
TIES ), EVEN IF SUCHHOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITYOF SUCHDAMAGES.

1.2 Copyright Policy

Thisdocumentis copyrightedby its all contributors.1 andits maintainer2 . Thisdocument
maybedistributedunderthetermsof GeneralPublicLicense.3

1.3 � Who sponsorsthe FAQ?

Thedocumentis sponsoredby theCenterfor AdvancedDistributedSystemEngineering4

atFloridaInternationalUniversity5 andby BaptistHealthSystemsof SouthFlorida6.

2 About this FAQ

2.1 Why is this FAQ created?

CORBA Securityservicespecificationis comparatively long (more than300 pages)and
complex. It is difficult to understandeverypointof thespecification,andit is evenmoredif-
ficult to graspthe“big” pictureof how everythingis supposedto “work.” Ontheotherhand,
many differentpeople(ORB developers,applicationdevelopers,systemandenterprisead-
ministrators,securityguys,etc.) with differenttechnicalbackgroundswant to understand

1Seequestion2.14,”Who contributedto thisFAQ?”, onpage12.
2Seequestion2.8,”Who is maintainingthis FAQ?”, on page11.
3http://www.fsf.org
4http://cadse.cs.fiu.edu
5http://www.fiu.edu
6http://www.baptisthealth.net
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differentaspectsof the specificationandits implementations.Even more,sometimesthe
intentof theauthors,expressedin theparticularwording,is interpreteddifferentlyby differ-
entreaders,whichcausesproblemsnotonly to thosereadersbut alsoto others.Also, it was
observedthatwhenvariousworkinggroupsandteamsbegin discussionsonCORBA secu-
rity, they spenda substantialamountof effort andtime just gettingto thecommonground
andagreeingon a commonunderstandingof securityaspectsof CORBA technology. This
FAQ wascreatedto helpall thosewho needto understandCORBA Securityservicespeci-
ficationandto provide readerswith additionalinformationthatcouldnotbeincludedin the
specificationbut is consideredusefulto eliminateproblemsdescribedabove.

2.2 Notations

Answersthatarenew or areupdatedsincethelastmonthrevision,aremarkedwith thesign
“
�

”. Questionsthatdonothave answersyet aremarkedwith thesign“ � ”.

Changesin thetext madesincethelastmonthrevisionaremarkedwith changebarslike the
oneon theleft margin of this paragraph.

2.3 Who should readit?

Thosewho do or will useCORBA Securityservicespecificationor its implementation,or
who is curiousaboutsecurityaspectsof CORBA technology.

2.4 How should I readthis FAQ?

Finda questionwhich is similar to yours.Readtheanswerto it.

If youwantto graspthecontext of thethreadfrom which theanswerwasoriginated,andif
theanswerhasane-mailmessageID of theoriginalmessage,thenusetheID to trackdown
thethreadin variousarchivesandnewsgroups.Readthethreadto getbetterunderstanding
andall detailsof theanswer.

2.5 Where can I get the most recentcopyof this FAQ?

Themostrecentcopy isalwaysavailableonitssite–http://cadse.cs.fiu.edu/corba/corbasec/faq/.

2.6 � I could not find an answer to my question here, where elsecan I ask
my question?

Sendyour questionsto themailing list on CORBA security(question2.7, ”Are thereany
newsgroupsor mailing listsaboutCORBASECthatI canjoin?”, onpage11).
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2.7 Ar e there any newsgroupsor mailing lists about CORBASEC that I can
join?

Konstantin Beznosov (November, 1998)7 : This is to announceavailability of anew mail
list <corba-security@cs.fiu.edu>.

The intentof the list is to provide forum for discussingissuesrelatedto securityin
CORBA-basedsystemsandapplications.

Informationon how to subscribeto themail list is availableat
http://www.cs.fiu.edu/˜beznosov/corba/security/mail-list/

It’s a majordomo-basedmail list. Usualmajordomocommandscanbeusedwith the
list.

2.8 Who is maintaining this FAQ?

KonstantinBeznosov8.

2.9 � What is SecSIG?

Konstantin Beznosov (May, 1999):
SecSIGis OMG’s specialinterestgroupon security. You canvisit SecSIG’s home
page9 or sendane-mailmessageto thegroupmailinglist at¡secsig@omg.org¿.Since
onlyemployeesof theOMG membercompaniescanbeonthemail list of theSecSIG,
its mail list is usedmorefor coordinationof thegroupwork.

2.10 What is secsig@omg.org mail list for?

Konstantin Beznosov (May, 1999):
<secsig@omg.org> is not the list aboutCORBA security. It’s the list for facili-
tatingcommunicationsamongmembersof theOMG securityspecialinterestgroup
(SecSIG).Thereis no any specialmailing list for discussionof CORBASEC.If you
have questionsaboutsecurity in CORBA-basedsystems,you might want to send
themhowever to <corba-security@cs.fiu.edu> mailing list (seequestion
2.7). If your company is a memberof theOMG, you canalsogetsubscribedto the
secsig@omg.org list in caseyouareinterestedin participatingin SecSIG.

2.11 What is SecRTF?

SecRTF is OMG’s revision taskforcecreatedexclusively for revisingCORBASEC.

7Message-Id:Pine.GSO.4.05.9811171310320.10792-100000@grads.cs.fiu.edu
8http://www.cs.fiu.edu/˜beznosov
9http://www.omg.org/homepages/secsig/
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2.12 I found a mistake in this FAQ, where can I submit it?

Thebestway is to sendane-mailmessageto its maintainer(question2.8, ”Who is main-
tainingthisFAQ?”, onpage11).

2.13 How can I contribute to this FAQ?

Thebestwayis to sendane-mailmessagewith contribution to its maintainer(question2.8,
”Who is maintainingthisFAQ?”, onpage11).

Your contribution to this list is subjectto its copyright policy describedin section1.2,
”Copyright Notice”, on page9.

2.14 � Who contributed to this FAQ?

Thefollowing is thelist of peoplewhocontributedto thisQ&A list (in alphabeticalorder):

� HabtamuAbie <Habtamu.Abie@kjeller.fou.telenor.no> : 5.1.1

� ShahzadAslam-Mir <sam@expersoft.com>: 5.1.1

� Nick Battle <nick.battle@x400.icl.co.uk> : 4.1.23,4.1.31,4.1.26,6.1,
6.1,3.11

� JimBeale<eghx@gdeb.com> : 5.1.1

� KonstantinBeznosov <beznosov@baptisthealth.net>: 3.10,2.9,2.10,2.11,
7.1.5,4.1.3,4.1.4,3.6,3.11,2.7,7.5.3,4.1.2

� JonathanBiggar<jon@floorboard.com> : 4.1.22,4.1.23,4.1.26,4.1.27,4.1.28,
4.1.29,4.3.3

� Bob Blakley <blakley@dascom.com> : 4.3.1,4.3.5,4.3.6,4.3.7,4.3.8,4.3.9,
4.4.7,4.4.8,4.4.9

� GeraldBrose<brose@inf.fu-berlin.de>: 4.3.2

� Bob Burt <bburt@2ab.com>: 4.3.2

� Ludwig Brinckmann<LBrinckman@datastreamicv.com>

� Jeff Calog<j649281@marlin.bdy.wi.ameritech.com> : 7.5.1

� David Chizmadia<david chizmadia@omg.org> : 4.2.8,4.1.32

� TomDamiano<tdamiano@crusher.jcals.csc.com>: 7.5.4

� William Edwards<wedwards@corp.inprise.com>: 7.5.4

� Luis Espinal<lespin03@cs.fiu.edu>: 3.10

� BelindaFairthorne<belinda.fairthorne@x400.icl.co.uk>: 4.4.4
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� TedGamester<gamester@umich.edu>: 7.5.7,7.5.8

� Rohit Garg <rohit@objectScape.com>: 5.1.1

� JoseIgnacioGijon <nacho@eunet.es>: 7.5.4

� Linda Gricius<lgricius@iclinc.com>: 7.1.5,4.1.18,4.1.19,andall subsec-
tionsin 5.2.1.

� RajanGupta<listing@rocketmail.com>: 4.1.14,7.5.4

� TomHerron<therron@erols.com> : 5.1.1

� PolarHumenn<polar@adiron.com> : 5.1.1,7.5.13,4.3.6,4.3.9

� DanHushon<dan.hushon@East.Sun.COM> : 5.2.2.4

� Bill Janssen<janssen@parc.xerox.com> : 5.1.1

� Marc Laukien<ml@ooc.com> : 7.5.4

� B.G. Mahesh<mahesh@paragon-software.com> : 3.11

� Mike<mcoram@interzone.com> : 7.5.15

� JishnuMukerji <jis@fpk.hp.com>: 4.1.2

� DaleNagata<dnagata@creo.com>

� Olivier Onimus<Onimus@danet.de> : 4.1.23

� SteveParker<sparker@visa.com> : 3.10

� MichelleL. Patterson<mlp@epoch.ncsc.mil>

� Dave Sames<dsames@tis.com> : 7.5.13

� Rudolf Schreiner<ras@muc.de>: 3.11,5.2.2.5

� JohnSebes<ejs@tis.com>: 4.2.2

� ChrisShutters<chris shutters@omg.org> : 3.8

� AndreSrinivasan<andre@inprise.com>: 7.5.6,4.2.5,5.1.1

� Gregg Tally <tally@home.com> : 5.2.2.8

� SerbanTatu<statu@starvision.com> : 5.1.4

� BrunoTraverson<Bruno.Traverson@der.edfgdf.fr>: 4.1.18,5.2.1.3,5.2.2.3

� RolandTurner<raz@arrakis.com.au> : 4.2.4

� AndreasVogel<avogel@visigenic.com>: 4.1.14,7.5.2,4.2.3,7.5.10,7.5.11,
7.5.9

� CharlesWhite<chas@blackwhite.com> : 3.8,5.1.4

� JimWilliams <jgw@mitre.org>: 3.11

� GeorgeWolke<george wolke@customer-insight.com> : 5.2.2.6
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2.15 Wish list

The following is the list of wish itemsmaintainedby the maintainer. Thesearevarious
wishesaboutthis FAQ from differentpeople.Thelist is usedby themaintainerto improve
the FAQ usefullness.Anyonewho thinks they have a greatideaabouthow to make the
FAQ morehelpfull to theInternetcommunity, arewelcometo sendsuggestionsto theFAQ
maintainer.

� Make it possibleto find full threadfrom which the informationfor the answerwas
used.

� Haveascopesectionthatwoulddescribewhatgoesinto theFAQ andwhatdoesnot.

� Cleanandpossiblymergesections4.1.18and4.1.19.

3 General Questions

3.1 What’s “CORB A Security Service”?

“CORBA SecurityService”is oneof CORBA coreservicesspecifiedin CORBA 2.x and
higher. Specificationof it definessecurityfunctionality interfacesavailablein a CORBA
ORB.

3.2 What’s “CORB ASEC”?

KonstantinBeznosov (December, 1997):

“CORBASEC” is ashorterandmoreinformal namefor “CORBA SecurityService.”

3.3 What’s the differencebetween“CORB A Security Service” and “COR-
BASEC”?

KonstantinBeznosov (December, 1997):

Thereis no differencebetween“CORBA SecurityService”and“CORBASEC.”

3.4 What’s CORBA?

KonstantinBeznosov (December, 1997):

CORBA standsfor CommonObjectRequestBroker Architecture.If youarereadingthese
lines,you probablyknow somethingaboutCORBA. If not, readquestion3.5,”Wherecan
I find moreaboutCORBA?”, onpage15.
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3.5 Where can I find moreabout CORBA?

KonstantinBeznosov (December, 1997):

Themostcomprehensive informationaboutCORBA technologyis availableat theOMG10

website.

3.6 Where can I find moreabout CORBASEC?

Konstantin Beznosov (December, 1997):Thedefinitiveguideto CORBASECis of course
theCORBASECspecificationitself. Also,seereadseveralfollowing questionsin this
FAQ.

3.7 What booksdescribeor review CORBASEC and in what detail?

3.7.1 “Instant CORBA”

KonstantinBeznosov (December, 1997):

Chapter11 (28 pages)presentsinformal descriptionof CORBASEC. The authorswalk
throughkey CORBASEC features(accordingto the book: authentication,privilege dele-
gation,authorization,audit trail, non-repudiation,non-tamperingandencryption,security
domains,securitypoliciesmanagement)andsummarizesCORBASECinterfaces. It also
walksthroughseveralscenariosof exercisingsecurityby security-awareapplications.The
level of thepresentationdoesnotassumeany backgroundin securityandit requiresnominal
knowledgeof theCORBA technology.

Book Inf ormation

Title “InstantCORBA”

Authors RobertOrfali, DanHarkey, JeriEdwards

Publisher JohnWiley & Sons,Inc.

Year: 1997

ISBN 0-471-18333-4

3.8 � What magazinepublications describe,review, compare,critique COR-
BASEC?

Charles White (October, 1998)11 if yougotoourwebpageat: http://www.blackwhite.com/press/articles.html

There is a brief descriptionof a paperwhich appearedin Distributed Computing
Magazinerecentlycalled: ”LicensingandMetering” by JuliaMiller andAlex Ko-
topoulis.

10http://www.omg.org
11Message-Id:199810161732.KAA28995@sparky.qds.com
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It coversseveral aspectsof Securityandmay talk a little bit aboutour productOb-
ject/LM. If not thereis info aboutthaton our webpages.Thefull text of thearticle
is availableat: http://www.distributedcomputing.com.

Chris Shutters (May, 1999)12 : The first of a seriesof articlesby David Chizmadiaon
CORBA Securityisonlineathttp://www.sdmagazine.com/supplement/ss/features/s996f1.shtml

It is titled: ”CORBAsec: SecuringDistributedSystems:Find out whatCORBAsec
hasto offer for security-awareapplications.”

3.9 � Ar e there any papers or articles that compare CORBA security with
security of other distrib uted object computing frameworks suchasJava
RMI or DCOM?

3.10 � Where can I geta tutorial about CORBASEC?

Konstantin Beznosov (July, 1998):

Therewastutorial on CORBA Securityserviceduring the first day of the Second
WorkshoponDistributedObjectComputingSecurity13 givenby BretHartman(Con-
ceptFiveTechnologies,Inc.).

SteveParker (January, 1999)14:

Thereis a downloadablepresentationin PDFformaton ”SecurityConceptsfor Dis-
tributedComponentSystems”By Walt Smithof Tekna,which containsanoverview
of theCORBASECarchitecture.

This wasa presentationto the 21stNationalInformationSystemsSecurityConfer-
ence

It is availableat: http://csrc.nist.gov/nissc/1998/proceedings/tutorB2.pdf.

Luis Espinal (May, 1999)15: “A Quick Tour Of the CORBA SecurityService”is avail-
ableathttp://www.omg.org/news/corbasec.htm, by David Chizmadia,reprintedfrom
“Information SecurityBulletin”, September1998.

3.11 What papersabout CORBASEC and relatedissuesare out there?

Jim Williams (June,1998): Thedocument”CORBA Threat-MitigationModel” waspre-
sentedto theSecuritySIG at theJune’96 meetingin WashingtonDC. It is available
asdocument98-06-01athttp://www.omg.org/docs/security/

Rudolf Schreiner (September, 1998)16 : A goodpaperon CORBASECis Ulrich Lang’s
M.Sc. thesis:http://www.cl.cam.ac.uk/ul201/mscdissertation.pdf

12Message-Id:7gur6q�	��
 1@nnrp1.deja.com
13http://www.omg.org/docsec/1998
14Message-Id:95288CC7E7F7D111883B0001FAF85C03017AFBBB@sw720x014.visa.com
15Message-Id:Pine.GSO.4.05.9905191055520.24395-100000@bach.cs.fiu.edu
16Message-Id:Pine.BSF.3.91.980916161723.12740I-100000@phobos.muc.de
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B.G. Mahesh (October, 1998)17 :

� CharlesCavanaugh.CORBA Security White Paper. AdvanceSoftware,Switzer-
land(www.corba.ch)

� KyeongbeomKim, Youngkyun Kim, YoungkeeSong,SoranIne. A Software
Platform for Secure Applications based on CORBA. IEEE,1997.

� SusanL. Chapin,William R. Herndon,LouAnnaNotargiacomo.Security For
The Common Object Request Broker Architecture (CORBA). IEEE,1994.

� RobertH. Deng,ShailendraK. Bhonsle,WeiguoWang,Aurel A. Lazar. Inte-
grating Security in CORBA Based Object Architectures. IEEE,1995.

Konstantin Beznosov (November, 1998): Thereis a technicalreportfrom IBM that de-
scribesamathematicalmodelof CORBA accesscontrolmechanismsandalsoshows
how MandatoryAccessControl (MAC) policy couldberealizedusingCORBA Se-
curity. Thepaperreferenceis thefollowing:

G’́unter Karjoth. Analysis of Authorization in CORBA Security. Technicalreport,
IBM ResearchDivision,ZurichResearchLaboratory, December1996.

Also, OMG SecurityWorking Groupreleased“OMG White Paperon Security” in
1994,wherethey describedissueswith securitydesignin distributedobjectsystems
andoutlinenedCORBASECmodel. The paperavailableat the OMG site asdocu-
ment94-04-16.

Nick Battle (September, 1998)18 : Thereisawhitepaperathttp://www.peerlogic.com/sbs/dais/security.pdf
thatgivesanoverview of CORBA Security.

3.12 � Is there any group or lab research on CORBA security service?

4 CORBASEC specification

4.1 General

4.1.1 Wherecan I get the official specificationof CORBASEC?

Konstantin Beznosov (May, 1999): The OMG Boardof DirectorsadoptedCORBA Se-
curity Servicespecificationv1.2 on November10, 1998. It is availableastheOMG
formaldocumentformal/98-12-17 in pdf andpsformats.Also modificationsto
CORBA Coreinterfacesrelatedto CORBASECv1.2 canbe foundasptc/98-01-04
in pdf andps formats. Readquestion4.1.2for informationon the IDL codefor the
interfaces.

17Message-Id:199810191603.MAA03007@grub.paragon-software.com
18Message-Id:35FF72E3.2BB81E28@x400.icl.co.uk
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4.1.2 Wherecan I get IDL codeof CORBASEC interfaces?

Jishnu Muk erji (August,1998): For all interestedin acompilablesetof Security1.2IDL
files,they havenow beenplacedin ZIP form ontheOMG serverasdocumentnumber
ptc/98-08-02.

Konstantin Beznosov (May, 1999): TheOMG hasnow a pagewith the referencesto all
IDL files from official specificationsof CORBA Services,including CORBASEC.
Below is theinformationtakenfrom thesite:

DCE CIOPSecurity.idl formal/98-10-36

NRService.idl formal/98-10-37

SECIOP.idl formal/98-10-38

Security.idl formal/98-10-39

SecurityAdmin.idl formal/98-10-40

SecurityLevel1.idl formal/98-10-41

SecurityLevel2.idl formal/98-10-42

SecurityReplaceable.idl formal/98-10-43

SSLIOP.idl formal/98-10-44

4.1.3 What is the current versionof CORBASEC official specification?

KonstantinBeznosov (November, 1998):1.2

4.1.4 Ar e there any upcoming updatesof the specification?

Konstantin Beznosov (May, 1999): Yes. The text of thenew revision 1.5 is availableat
http://www.omg.org/docs/ptc/98-12-03.pdf.

4.1.5 Who is responsiblefor producingspecificationupdates?

KonstantinBeznosov (March,1998): SecRTF (seequestion2.11,”What is SecRTF?”, on
page11).

4.1.6 Ar e there any upcoming newreleasesof the specifications?

KonstantinBeznosov (March,1998):Not yet.

4.1.7 Who is responsiblefor producingnewspecificationreleases?

KonstantinBeznosov (March,1998):TheOMG TechnicalCommittee.
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4.1.8 Wherecan I find a list of outstanding issuesin CORBASEC specification?

KonstantinBeznosov (March,1998):Look athttp://www.omg.org/issues/sec-rev.html.

4.1.9 I found a typo in the specification,wherecan I submit it?

KonstantinBeznosov (March, 1998): First, you want to make surethat the typo or the
problemyou found is not discoveredby somebodyelsebefore. For it, you want to check
thelist of all outstandingissuesonCORBASECspecification.(readquestion4.1.8,”Where
canI find a list of outstandingissuesin CORBASECspecification?”,on page19. Thebest
way to submita reporton error or typo in CORBASECspecificationis to sendan e-mail
messageto SecRTF reportingit (question2.11,”What is SecRTF?”, on page11).

4.1.10 � Is there a setof UML diagrams for the CORBASEC Specification?

4.1.11 I found an error in the specification,wherecan I submit it?

KonstantinBeznosov (March,1998): Seequestion4.1.9,”I founda typo in thespecifica-
tion, wherecanI submitit?”, onpage19.

4.1.12 I have an idea how to “impr ove” the specification,where can I proposeit?

KonstantinBeznosov (March,1998): First, reportthe ideato SecRTF. They will consider
the proposalanddecideif it is valid andif it is in thescopeof the revision TF or it goes
beyondit. If it is in thescopeof theRTF, thentherewill beaseparateissuenumberassigned
so that it canbe tracked andeventuallyresolved. If theproposedimprovementis beyond
theRTF scope,your ideamostprobablyshouldgotroughthestandardtechnologyadoption
process(i.e. with issuingan requestfor proposals(RFP)) in the OMG. Pleaserefer to
OMGwebsiteto find moreinformationabouthow CORBA technologiesareadopted.

4.1.13 � What are the shortcomingsof CORBA Security service?

4.1.14 Is it completely true that the CORBA Security service is a dir ect lift of DCE
Security?

RajanGupta(February, 1998):It is correct.In summary, CORBA securityis ObjectBased
SecurityModelwhile DCEsecurityis moreprocedural.

AndreasVogel(February, 1998):Essentially, theCORBA securityservicedefinesa frame-
work andinterfacesin which you canplug in securitymechanismsof your choice. DCE
hasdefinedasetof mechanisms(onefor eachsecurityconcern)upfront.
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4.1.15 What is ”Principal”, and what is meantby ”Principal authentication”?

LindaGricius(March,1998):

Principalauthenticationis the processof proving your identity to the securityenforcing
componentsof thesystemso that they cangrantaccessto informationandservicesbased
on whoyouare.Thisappliesto bothhumanusersof thesystemaswell asto applications.

A useror applicationthatcanauthenticateitself is known asa principal. A principalhasa
namethatuniquelyidentifiesit.

For humanusers,theprocessof authenticatingto thesystemis informally known as”log-
ging on”. In a typical system,an applicationis provided to collect informationproving
theuser’s identity. This applicationis often referredto asthe ”user sponsor”. In orderto
successfullyauthenticateto the system,it is importantthat a principal canprovide some
proof that it is who it claimsto be. Proofof authenticationis usuallyachievedby demon-
stratingknowledgeor possessionof a ”secret”known only to the”real principal”, suchasa
password or cryptographickey.

It is importantthat a successfullyauthenticatedprincipal canbe given someunforgeable
evidencethat it hasrecentlyauthenticated,in orderto prevent theprincipalfrom having to
continuallyre-authenticateitself to differentpartsof thesystem.Theunforgeableevidence
thatis returnedto authenticatedprincipalsis known astheprincipal’s credentials.

4.1.16 What are credentials?

LindaGricius(March,1998):

Credentialscontainthe securityattributesof the principal, a ”lifetime”, anda few other
fields.Credentialsareused:

� asameansof makingtheprincipalaccountablefor its actions

� asameansof obtainingaccessto protectedobjects

� asameansof identifying theoriginatorof amessage.

Securityattributesincludebothauthenticatedattributesandunauthenticatedattributes.

Authenticatedattributesincludeidentity attributes,which identify theprincipal,andprivi-
legeattributes,whichgrantrightsto theprincipal.

4.1.17 How are attrib utesused?

LindaGricius(March,1998):

Attributesaretype/valuepairsthatareassociatedwith authenticatedusers,andheldin their
credentials.Therearetwo typesof attribute: identity attributes(known asidentities)and
privilegeattributes(known asprivileges).

An identity attribute hasa valuewhich identifiesthe principal. Examplesof identity at-
tributesthataprincipalmightcarryareAuditID (whichis thelabelrecordedin auditrecords
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relatingto this principal, andwhich may be different from AccessID) andAccountingID,
which is thenumberto beusedwhencharging theprincipalfor resourcesused.

A privilege is a right grantedto a principal thatenablesthemto performsomeactionthat
would otherwisebedenied.Examplesof privilegesareAccessID (which is thenamethat
they authenticatedas)andClearance level.

4.1.18 What doesit meanto be conformant to CORBA Security specification?

Linda Gricius (March,1998):Main securityfunctionality. Therearetwo possiblelevels:

Level 1 - provides a first level of security for applicationswhich are unaware of
securityandfor thosehaving limited requirementsto enforcetheirown security
in termsof accesscontrolsandauditing.

Level 2 - providesmoresecurityfacilitiesandallows applicationsto control these-
curity providedat objectinvocation.It alsoincludesadministrationof security
policy, allowing applicationsadministeringpolicy to beportable.

Security functionality options

Thesearefunctionsexpectedto berequiredin severalORBs,soareworth including
in this specification,but arenotgenerallyrequiredenoughto form partof oneof the
mainsecurityfunctionality levelsspecifiedabove. At present,thereis only onesuch
optionin thespecification,non-repudiation.

Security Replaceability

Thisspecifiesif andhow theORBfits with differentSecurityservices.Therearetwo
possibilities:

ORB Servicesreplaceability. TheORB usesinterceptorinterfacesto call on object
services,includingthesecurityones.It mustusethespecifiedinterceptorinterfaces
andcall theinterceptorsin thespecifiedorder. An ORB conformingto this doesnot
includeany significantsecurity-specificcode,asthatis in theinterceptors.

Security Service replaceability. The ORB may or may not useinterceptors,but
all calls on Securityservicesaremadevia the replaceabilityinterfacesspecifiedin
Section15.7, Implementor’s SecurityInterfacesof the CORBASEC specification.
ThereinterfacesarepositionedsothattheSecurityservicesdonotneedto understand
how the ORB works (for example,how the requiredpolicy objectsarelocated),so
they canbereplacedindependentlyof thatknowledge.

If theORB doesnot conformto oneof thesereplaceabilityoptions,thestandardse-
curity policiesdefinedin theCORBASECspecificationcannotbereplacedby others,
nor canthe implementationof the Securityservices.For example,it would not be
possibleto replacethe standardaccesspolicy by a label-basedpolicy if oneof the
replaceabilityoptionsis not supported.Notethatsomereplaceabilityof thesecurity
mechanismusedfor securityassociationsmay still be provided if the implementa-
tion usessomestandardgenericinterfacefor Securityservices,suchastheGeneric
SecurityServiceAPI (GSS-API).
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Secure interoperability

Secure interoperability – Standard. An ORB conformingto standardsecurein-
teroperabilitycangenerateandusesecurityinformationin the InteroperableObject
Reference(IOR) andcansendandreceivesecurerequeststo/fromotherORBSusing
the GeneralInter-ORB Protocol/Inter-ORB InteroperabilityProtocol(GIOP/IIOP)
protocol, with the SecureInter-ORB Protocol(SECIOP)enhancementsdefinedin
Section15.8,SecurityandInteroperability, of theCORBASECspecification,if they
bothusethesameunderlyingsecuritytechnology.

Standard plus DCE-CIOP – Option. An ORB conformingto standardplusDCE-
CIOP secureinteroperabilitysupportsall functionality requiredby standardsecure
interoperability, andalsoprovidessecureinteroperability(using the DCE Security
services)betweenORBsusingtheDCE-CIOPprotocol.

If the ORB doesnot conform to one of these,it doesnot usethe GIOP security
enhancements,sowill interoperatesecurelyonly in anenvironment-specificway.

CommonSecureInteroperability(CSI) - confinedto secureinteroperabilityof object
requestsandrepliesvia theGIOP/IIOPprotocol.

Bruno Traverson (September, 1998)19: ClauseC.2 [ed: of theAppendixC in theCOR-
BASECsepcificationv1.2] makesclearthatconformancecanbeclaimedat two lev-
els:

1. CORBA SecurityFunctionalitythatcontainsthreefolders:
� mainfunctionality(level 1 or 2),
� functionalityoptions(nonrepudiation),
� securityreplaceability(ORB services,Securityservices,SecurityReady).

2. CORBA SecureInteroperability:
� IIOP-SECIOP(SPKM,Kerberos,CSI-ECMA),
� Interopoptions(IIOP-SSL,DCE-CIOP),
� CSILevel 1,
� GSSKerberosProtocolusingMD5 Cryptographicprofile.

4.1.19 What about conformance to the Common Secure Interoperability specifica-
tion?

LindaGricius(March,1998):

TheCSIspecificationis partof theoverall CORBASECspecification.

TheCommonSecureInteroperabilityspecificationdefinesthestandardsfor commonsecure
interoperabilitywhenusingGIOP/IIOP, by defining:

� standardsecuritymechanismsandassociatedcryptographicalgorithms

19Message-Id:3606293F.909@der.edfgdf.fr
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� detailsof the SECIOPprotocolmessagesand IOR securitytagswhenusing these
mechanismsandalgorithms

� thesecurityfunctionalitysupportedwheninteroperatingusingthesesecuritymecha-
nisms.

It alsodefineswhatis requiredto conformto themandatoryandoptionalpartsof thespec-
ification.

An ORB conformingto CSI level 2 cansupportall thesecurityfunctionalitydescribedin
theCORBA Securityspecification.Facilitiesaremorerestrictedat levels0 and1. Thethree
levelsare:

CSI level 0 Identity basedpolicieswithout delegation– at this level, only theidentity (no
otherattributes)of theinitiating principal is transmittedfrom theclient to thetarget,
andthiscannotbedelegatedto furtherobjects).

CSI level 1 Identity basedpolicies with unrestricteddelegation – at this level, only the
identity(nootherattributes)of theinitiating principalis transmittedfrom theclientto
thetarget.Theidentitycanbedelegatedto otherobjectsonfurtherobjectinvocations,
andtherearenorestrictionsonitsdelegation,sointermediateobjectscanimpersonate
theuser.

CSI level 2 Identity andprivilegebasedpolicieswith controlleddelegation– at this level,
attributesof initiating principalspassedfrom client to targetcanincludeseparateac-
cessandauditidentitiesandrangeof privileges,suchasrolesandgroups.Delegation
of theseattributescanbecontrolledsothatthey canonly beusedatcertainlocations.

4.1.20 What are the protocolsusedby CSI?

LindaGricius(March,1998):

CSI CommonSecurityProtocolsdefinethedetailsof thetokensin theSECIOPmessages.
Threeprotocolsaredefined:

SPKM Protocol - this protocolsupportsidentity basedpolicieswithout delegation(CSI
level 0) usingpublic key technologyfor keys assignedto bothprincipalsandtrusted
authorities.TheSPKMprotocolis basedon thedefinitionin TheSimplePublic-Key
GSS-APIMechanism,InternetDraft draft-ietf-cat-spkmgss-06.txt January1996.

GSSKerberosProtocol - this protocolsupportsidentity basedpolicieswith unrestricted
delegation(CSI level 1) usingsecretkey technologyfor keys assignedto bothprin-
cipalsandtrustedauthorities.It is possibleto useit withoutdelegation(soproviding
CSI level 0).

TheGSSprotocolis basedon theIETF GSSKerberosV5 definition,whichspecifies
detailsof theuseof KerberosV5 with GSS-API.It includesupdatesto RFC 1510;
e.g.,how to carrydelegationinformation. It is specifiedin RFC1964. This itself is
a profile of the KerberosV5 mechanismasdefinedin IETF RFC 1510,September
1993.
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CSI-ECMA Protocol - this protocolsupportsidentify andprivilege basedpolicieswith
controlleddelegation(CSI level 2). It canbeusedwith identity, but no otherprivi-
leges,andwithout delegationrestrictionsif theadministratorpermitsthis (CSI level
1), andcanbeusedwithout delegation(CSI level 0).

4.1.21 � What about CSI with SSL?

4.1.22 What is a ”Session”?

JonathanBiggar (July, 1998): A sessionprobablymapsprettymuchto thesamethingas
thedurationof asecuritycontext. SecIOP, thecorbasecstandardsecurityprotocolcan
handlemorethanonecontext in parallelandsequentiallyonasingleTCPconnection.

Nick Battle (July, 1998): A goodquestion.I think whatyou may have in mind is more
properlycalledan”association”.An associationis a statethatexistsbetweenpeers
who have authenticated(possiblymutually) andestablishedrandomcryptographic
keys for the protectionof messagesbetweenthem. An associationhasa lifetime,
definedby policy.

TheSECIOPprotocolestablishesanassociationbetweenthepeersandthenprotects
messagesbetweenthem. TheSECIOPprotocolis securitymechanismindependent,
but carriesmoreprimitive messagesfor mechanismssuchasKerberosthat ”do the
hardwork”.

4.1.23 How doessecurity contextgetestablishedbetweenclient and server?

Olivier Onimus (July, 1998): This is doneby sendingclient’s credentials.Theserver can
authenticatethe client andget the sessionkey with which the communicationwill
be encrypted.Thenthe communicationwill be encrypted,usingthis context. The
credentialsarenotsentanymore,only a referenceon anexisting context.

JonathanBiggar (July, 1998): [in additionto theabove] Theencryptionis optional,de-
pendingon theQuality of Protection(QoP)youhave chosen.

Nick Battle (July, 1998) : [in addition to the above] The Credentialsobject (capital C)
isn’t naively transportedto thetargetin anobject-relocationsense,thoughpartof the
originator’s Credentialsarere-instantiatedat the target (wherethey’re known asre-
ceivedcredentials)sothatthey canbequeriedfor suchthingsastheuser’s credential
attributes.

It’s importantto realisethat thesereceived credentialsarenot identicalto the orig-
inator’s since(for example) they may not necessarilybe usedfor making further
on going associations(calleddelegation),andthey certainlywon’t allow the target
to setattributes(eg. changethe currentactive role of the client). Perhaps”recon-
structed”is abetterway to view it.

The sessionkey doesn’t actually comefrom the initiator’s Credentials,but rather
from acomplex (andmechanismspecific)protocolmessagethatis separatefrom the
Credentialsdata- look at the SECIOPprotocolEstablishContext messageandthe
specificmessagecontexts for mechanismssuchasKerberosandCSI-ECMA.
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[ed: The communicationis encrypted]if that’s what policy requires.The message
may just be integrity protected,or it may requireno protectionat all. Thereis also
replayprotectionwhich is context based.

SubsequentSECIOPmessagesareall MessageInContext, quotingthecontext refer-
encethatwascreatedwhenthetargetwasfirst contacted.

4.1.24 Is there somewhere a description of the contextmanagement?

Nick Battle (July, 1998): I don’t think this is very well specified.Thereasonis probably
thata lot of thespecificsof context (association)managementdependonthefeatures
thataparticularsecuritymechanismsupports.

4.1.25 � What is the validity of a context?

4.1.26 Doesa new context for a target have be establishedif a client is accessinga
newtarget on the sameserver?

JonathanBiggar (July, 1998): Yes,theclient will establisha secondsecuritycontext for
thenew target.

Nick Battle (July, 1998): First we shouldclarify a few terms.A hostis a machinewhich
runsprocesses,eachprocesspossiblyundera differentuser-id. CORBA objectsrun
in processes;severaldifferentobjectscanrun in thesameprocess.

Credentialsarenot ”for” a host,a processor anobject. They only describetheuser
(theprincipalin fact);they canbeexpressedatany host/process/object.

Thegranularityof how contexts arecreatedbetweenclientsandtargetsdependson
the securitycharacteristicsof the underlyingoperatingsystem. In UNIX/NT type
systemsthecontext is establishedbetweentheclient’s processandthe target’s pro-
cess,ratherthanbetweenhostsor objects.This is becausethecontext containssecret
keys andall objects(ie. applicationcode)in a processhave equalaccessto these
keys, so thereis no extra securitygainedby forming multiple contexts for objects
in the sameprocess- thoughit would do no harm. Processesarepartitionedfrom
eachotherby theOS,so thereis someprotectionto begainedby forming different
contexts for objectsrunningin differentprocesses.Similarly for differenthosts.

If youwantedto sharecontextsmorewidely thanbetweenprocesses,youwouldhave
to jump throughhoopsto make theOSdo thatin a securemanner. Processesarethe
naturallevel of protectiongranularity- thoughsomeoperatingsystemsmake take
this to thethreadlevel.

[ed: About necessityof establishinga new context:] If the2ndobjectis co-located
with thefirst in thesameprocess,thenthecontext canbere-used.If theobjectsare
running in differentprocesses,a new context mustbe establishedbecausethe 2nd
targethasno ideawhatthesessionkey(s)arethatwereestablishedbetweentheclient
andtargetA – it alsodid notdirectlyauthenticatetheclient itself, soit wouldhave to
trust theotherprocessbeforeit sharedthecontext. Thatmight not bea trustwe can
assume.
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4.1.27 Will the current context be valid for all requestsof the client (and all replies
of the server) till the client decidesthat the context is not valid anymore?

JonathanBiggar (July, 1998): Not necessarily. I believe thataserver is allowedto signal
to theclient thatacontext is no longervalid, whichmeanstheclientmustreestablish
a new context. Also, it is possiblefor a singleserver to manageobjectsin different
securitydomainsthatmayrequiremorethanonecontext beestablishedto theserver
from asingleclient.

Nick Battle (July, 1998): Thecontext is certainlylong lived (morethanoneinvocation)
- this is a matterof efficiency, sincesessionkey establishmentis typically very ex-
pensive. Thecontext canbe destroyed by eitherpeer(eg. by deletingtheobjector
its objectreference)or it cantimeout.Thelifetime is a matterof policy (andcannot
be increasedby the peers). Contexts may alsobe destroyed aspart of handlinga
SECIOPprotocolerror.

4.1.28 Which instancemanagesthe contexts?

JonathanBiggar (July, 1998) : Both sides. The client initially requeststhe setupof a
context, but I believe thateithersidecaninvalidatethecontext.

Nick Battle (July, 1998) : The ”interceptors”areresponsiblefor managingthe contexts
oncethey have beencreated.The SecurityContext objecthasoperationsto protect
messagesin the context, andcould in practicedo someof the managementof the
context whenmessagesaresent/received(ie. it will noticethatthecontext hasexpired
whenit tried to encrypta message,andcanarrangefor the interceptorsto try to re-
form anew context first).

4.1.29 Which instancedecidesthat now, the ”Session” is over, and the contextcanbe
deleted?

JonathanBiggar (July, 1998): Seequestion4.1.28,”Which instancemanagesthe con-
texts?”,onpage26.

4.1.30 � Ar e the any interfaces specifiedin CORBASEC for controlling security
context by security-aware applications?

ExtendedQuestion: Examplesof controllingsecuritycontext couldbethefollowing:

� Switch context, a possibility of ”switching context service” betweenalready
establishedcontexts

� Hold-oncontext in caseof mobility
� Close/take-down context
� Re-establishcontext afterhold-oncontext service
� Refreshcontext in caseof revocationor asthe sameoperationasRefresh() in

SecurityContext
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4.1.31 How is accesscontrolled?

Nick Battle (July, 1998): Accessis controlledusingtheinitiator’s authenticatedattributes
whichareretrievedfrom thereceivedcredentials;auditis similarly ableto recordthe
user’s accessquotingtheirauthenticatedattributes.

4.1.32 How are pri vacy and non-repudiation addressedby CORBASEC?

David Chizmadia (September, 1998)20 : CORBASECcurrentlyincludesanoptionalNon-
RepudiationSecurityservice.TheSecSIGcurrentlyexpectsto issueanRFP(Request
for Proposal)for aDataProtectionservicethatwouldallow for applicationsto request
thata block of databe”wrapped”to protectboth its integrity andconfidentiality. In
both cases,theservicesareeasily implementedusing(IDUP21)-GSSastheir foun-
dation.This is in additionto themessage-level privacy andintegrity servicesalready
providedaspartof thecurrentCORBASEC.

4.2 Application developer

4.2.1 How doesCORBA security affect application writers?

LindaGricius(March,1998):

In asecureCORBA system,thesameclientcallsthesametargetobjectthatit wouldcall in
anunsecuredsystem.Theinvocationrequestis interceptedby theORB Securityserviceat
bothclient andtarget,andthe level of protectionrequiredby thecurrentpolicy settingsis
applied.Securitymaybeenforcedat theclient side,thetargetside,or both. This includes
supportfor any or all of thefollowing:

� Establishingsecureassociationsbetweentheclient andtarget;

� Integrity and/orconfidentialityprotectionfor individual requestsandrepliessentbe-
tweentheclient andtarget;

� Accesscontrolchecksto determineif theprincipal is allowedto performthis opera-
tion on thetargetobject;

� Auditing of security-relevantevents.

Sincetheinvocationis interceptedin theORB,it is transparentto theapplication.However,
applicationsthatwanttoenforcetheirown securitycontrolscancall ontheSecurityservices
directly.

It’s importantto note that object implementationsdo not needto be changedto fit into
and be protectedby a secureORB. A distributed applicationmay be madeup of many
smallobjects,andit is unusualfor all theapplicationdevelopersto besufficiently security
knowledgeableto make theright callson thesecurityfacilities.

20Message-Id:01bdeb18�	�	����
���� 1b033390@moccasin.tycho.ncsc.mil
21[ed: IndependentDataUnit Protection]
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4.2.2 Do we needto passthe UserId as a parameter or there is someother way of
getting it?

JohnSebes(April, 1998):

Briefly, theanswersare:transportof client ID datais performedby CORBA securitymech-
anisms.Onedoesnotneedto passuserIDs asparameters,andevenif onedid, therewould
still be theauthenticationissue.Authenticationfunctionality is part of theCORBA secu-
rity mechanismfor transportingclient ID. Thereis no CORBA SecurityServiceContext
in IIOP perse,becausethecontext datais carriedaspartof a securityprotocolfor IIOP–
eitherSSLor SecIOP.

As anexampleof how suchthingsaredonetoday, considera typical IIOP/SSLimplemen-
tation. Thereis no identity or authenticationdatain IIOP at all. The SSL sessionsetup
protocol includesauthenticationandexchangeof digital certificatesthat include identity
information. Security-awareapplicationscanobtainclient identity informationeither: (a)
via CORBASECinterfacesfor accessingthe ”Current” object,or (b) proprietaryor ORB-
specificinterfacesfor accessingdatain X.509certificatespassedvia SSL.

Thisshouldansweryourquestionswith respectto mechanisms.However, thereareseveral
openissuesfor actuallyusing thesemechanisms,for example: availability of FSPfrom
ORB vendors,implementationof CORBASEC,SSL,and/orSecIOP;integration/bundling
of public-key infrastructureelements(e.g.certificatemanagement);facilitiesfor trustman-
agementin certificateevaluation(how canyou controlwhich certificatesyou actuallybe-
lieve?)

In summary, themechanismsexist, but maynotbeavailablein FSP, andin any caserequire
somecarefulthoughtfor safeandeffective use.

4.2.3 How would oneincorporate security into an ORB systemin the next 6 months,
sothat the solution would not beobsoletedin the following 6?

Andr easVogel (October, 1997):UseSSL.

4.2.4 DoesCORBA security guaranteethat the requestand reply are not tampered
and not interceptedon their way betweenthe client and the target?

Roland Turner (July, 1998):Bothof theselevelsof protectionarecateredfor byCORBA’s
Securityservice.Whata vendorprovidesis its own choice,oftensubjectto relevant
legislation.(NotethattheentireCORBA Securityserviceis a serviceandthusnot a
mandatorypartof aCORBA [ed: Core]implementation.)

4.2.5 Is it necessaryto secure naming service?

Andr eSrinivasan (July, 1998)22: It dependswhatyou’re doing.

22Message-Id:qy4svyqbgp.fsf@ahi.visigenic.com
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If you’re concernedaboutauthentication,your DNS lookup wasnot secureand it
would give you confidenceyou weretalking to theright nameserver. On theother-
hand,theclient couldhave a list of trustpoints(certificates)to comparetheidentity
presentedby serversagainst,anda roguenameservicewill not beableto directyou
to a roguetarget.

If you’reconcernedaboutprivacy whencommunicatingwith thenameservice,some-
onecouldsnoopthewire waiting for you to contactthenameserviceandthenwatch
whereyougonext. I would thereforearguethatyourprivacy wouldbecompromised
anyway (with respectto theTCPassociation).

Nick Battle (July, 1998)23: We wentroundthehousesdiscussingtheissueaboutsecurity
of nameservices(but basedon a CSI-ECMA protocol). In theend,we decidedthat
aCORBA nameservice(actuallyourTraderservice)couldn’t sensiblybe(CORBA)
secured.It camedown to bootstrapproblems,suchasnot beingableto securethe
connectionto theTraderto get trustworthy objectreferencesfor theAuthentication
andPrivilege(logon)servicesuntil you’d alreadyloggedonetc.

I realiseanSSLbasedschememight well bedifferentin this respect,sinceanSSL
client is moreautonomous(not requiringtheservicesof externalobjectsin orderto
obtainCredentials,true?). But I’m not really sureaboutthis ... hencethe question
7.5.12.

I think that[ed: securingnamingserver] is notjustanoption,but aREQUIREMENT on
clients,unlessthey canotherwiseobtainasecuresourceof objectreferences.Clients
thatdon’t dothiscanassumenothingaboutthetrueidentityof thetarget- eg. whether
datareturnedis trustworthy, or whethereffectsthey believe they have producedhave
actuallyoccurred.Andthisis trueEVEN if they turnonEstablishTrustInTarget, which
is particularlyfrightening.

If this is true,I think theconsequencesshouldbemademuchmorevisible to applica-
tion writers. For example,oneconsequenceis thatsecurityUNAWARE applications-
thosethatcan’t call get securitynamesandcheckthem- MUST operateon a trusted
sourceof objectreferences,sincethey can’t checksecuritynamesfor themselves.

4.2.6 � How to come up with application security design using CORBA Security
service?

4.2.7 � How doesa security-aware application specify the use of a specific algo-
rithms for supporting communicationconfidentiality and integrity?

Konstantin Beznosov (November, 1998): Currently, there is no a standardway for a
security-awareapplicationto specifyspecificQoPalgorithms. However, the OMG
technicalcommitteeissued“Quality of ProtectionManagementand Control” Re-
questFor Proposal24 on November13,1998,to addressexactly thisproblem.

23Message-Id:35C579BF.3E3AE0D9@x400.icl.co.uk
24http://www.omg.org/techprocess/meetings/schedule/QoPManagement& Control RFP.htm
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4.2.8 What is available in CORBASEC for strong (writer -to-reader)authentication?

David Chizmadia (September, 1998)25 : TheCORBA SecuritySpecification(CORBAsec)
currentlygive appstheability to indicatethat they want theORB to establisha mu-
tually authenticatedconnectionbetweena client object and a target object. The
strengthof themutualauthenticationis determinedby apolicy setby theORBsecu-
rity administratorandoptionallyoverridenby theapplication.

4.3 Administrator

4.3.1 What are the semanticconnotationsfor rights in CORBA rights family?

ExtendedQuestion GeraldBrose:“The SecurityServiceSpecification(Rev 1.2)specifies
andefault accesscontrolpolicy. This policy uses”rights” for authorizations.Also, a
default rightsfamily ”corba” for usewith thedomainaccesspolicy is defined(p.15-
124) that hasrights (s,g,m,u)for set,get, manageanduse. The option of defining
new rightsfamilies,is severely limited by thedefinitionof rightsfamiliesasstructs,
andis explicitly discouragedin thespec.to keepthingssimple.

Actually, I think this is absolutelyinappropriate,but I might bemissingtheessential
pointsthatjustify this design.My questionthereforeis:

Given that thecorbarights family is intendedto serve mostcases,whatexactly are
thesemanticconnotationsfor thesefour rights?Are they simplychosenin anadhoc
way, or is theresomedeeperreasoningbehindthischoice,suchaswhy it wouldmake
administrationeasierin somecases?If so,how andin whichcases?”

BobBlakley (April, 1998):

This is agoodquestion,andonewhichwediscussedextensively duringtheinitial definition
of the specification.The basicmotivation for defininga small, standardsetof rights and
stronglyencouragingeveryoneto live with thatsetis that therearea potentiallyunlimited
numberof methodsin any givenCORBA system(eachnew classcanintroducelargenum-
bersof them),andthesetof methodsis semanticallyvery complicatedfrom theviewpoint
of theadministrator– methodswith thesamenamemaydo differentthings,methodswith
differentnamesmaydo thesamething,methodsmayhave nameswhich do not at all sug-
gesttheir functionor sensitivity, andmethodsbelongingto thesameclassmayhave very
differentconsequencesif invokedon differentinstanceswith differentinternalstates.This
makesit almostimpossiblefor administratorsto managepolicy usingmethods.Rightsare
thusintroducedasa way to ”group” methods.Wecouldhave stoppedafterintroducingthe
notionof rights,andallowedimplementorsor evenadministratorsto definearbitrarycollec-
tionsof rights,but wefelt thatthiswould leadto achaoticsituationin whichthepopulation
of rights would be widely variableacrossdifferentvendors’implementationsanddiffer-
ent customers’or even departments’deployments,makingtraining andinteroperabilitya
nightmare.

25Message-Id:01bdeb18�	�	����
���� 1b033390@moccasin.tycho.ncsc.mil
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We choseinsteadto conceive of rights asa kind of language,to be useddefinersof new
objectclassesto communicatethesensitivity of their classes’methodsto thesecurityad-
ministrator. We defineda small languageof rights which correspondedgenerallyto the
KINDS of operationswhichanobject-orientedsystem’s methodsperform,namely:

methodreadsandreturnsoneof theobject’sdatamembersmethodwritesoneof theobject’s
datamembersmethodexecutesoneof theobject’s memberfunctions

We defineda right correspondingto eachof thesebasicKINDS of operations,andadded
onemoreright to dealwith thereal-world factthatsomeoperationsof thesameKIND are
moresensitive thanothersof thesameKIND.

Hencetheintendedsemanticconnotationsof therightsin the”corba” family are:

s (”set”): requiredto accessmethodswhich modify an object’s internalstate(e.g. setter
methodsfor datamembers)

g (”get”): requiredto accessmethodswhich return,but donotchange,anobject’s internal
state(e.g.accessingreadonlyattributesor otherdatamembers;gettermethods)

u (”use”): requiredto accessmethodswhich performcomputationsor call otherobjects
(e.g.memberfunctions)

m (”manage”): required,usually in addition to one of the other threerights, to access
methodswhichperformmanagementactivities,areunusuallysensitive, or areother-
wiseintendedfor useonly by speciallyprivilegedcallers.

Note that thesesemanticsareNOT ”exact” in the sensethat they have neitherformal nor
normativedefinitions.Nevertheless,I think it’squiteclearto bothclassdefinersandsystem
administratorswhatthey aresupposedto mean,andhow they canbeused.

Clearly they aren’t anexactmatchfor all possiblesecuritypoliciesin a CORBA environ-
ment,but I don’t think a systemwhich supportsan exact matchfor all possiblepolicies
wouldbeonewhichcouldbeadministeredby normalhumans.

4.3.2 How to usethe accesscontrol mechanism?

ExtendedQuestion: ChristophHaenle26: “I got stuckreadingchapter15 of the Corba
SecuritySpec(Nov ’96). I wonderif Corba’s ACL schemecanreally provide access
control on a per methodandper usergrain. At leastI can’t seefrom the spechow
thiscouldbeaccomplished.

If I got it right, individuals have a bunch of privilege attributessuchas accessid,
group,securityclearance,role, etc. The administratorcangrantrights to thoseat-
tributes,for examplerightstocall read-methods(get),write-methods(set),ormanagement-
methods(manage).TheDomainAccessPolicy objectstoresall this securitydatain a
table,suchas(simplified)

26Message-Id:m0zQ7uF00401fC@jacht.cs.vu.nl
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Privilegeattribute GrantedRights

accessid:alice get,set
accessid:bob get,set

On the target side,a ”RequiredRights”tableexists, specifyingwhich rights arere-
quiredfor eachmethod.For example

RequiredRights Operation

get m1
get m2

Now, becauseAlice holdsget (andthe set) right, shecancall both methods.How
couldwespecifyget-permissiononm1for Alice, andonm2for Bob,but nopermis-
siononm1 for Bobandon m2 for Alice?”

Bob Burt (October, 1998)27 : Try this:

Privilegeattribute GrantedRights

accessid:alice get,set,do m1
accessid:bob get,set,do m2

RequiredRights Operation

do m1 m1
do m2 m2

Gerald Brose (October, 1998)28 : That will do only for that particularsituation,but the
basicproblemstill remains:thedefaultCORBA DomainAccessPolicy scalesneither
up nor down! It doesnot scaledown (meaning:providesfine-grainedaccesscontrol
on a per-user/per-object/per-method basis)becausethereis no way to grant rights
to accessindividual objectswithin a domain. As a consequence,you will have to
managea large numberof very smalldomainseachcontainingonly oneobjectof a
particulartype.

On the other hand,the schemedoesnot scaleup to large numbersof users(pric-
ipals) anddifferent object types,becausethe numberof different combinationsof
granted/requiredrightsis finite, soin orderto avoid ”rights clashes”like theoneout-
lined in thefirst posting,you will againhave to restrictyour way of writing policies
to relatively smalldomains- which is inconvenientif your policieshappento apply
to largenumberof objectsandprincipals.All in all, I’d saythattherearequitea few
limits in thatparicularaccessmodel.

27Message-Id:3618BF52.2045DD17@2ab.com
28Message-Id:3619BEF3.8909468A@inf.fu-berlin.de
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4.3.3 Do I haveto ”pr otect” every object, eventhosewhich arenot thought to beused
from outside?

ExtendedQuestion: If I have severalCORBA-Serversin oneHOST. Someobjectsof the
serversarethoughtto beaccessedfrom remoteHosts,but otherobjectsarethought
to beaccessedby otherserverswhicharelocatedin thesameHost(theinter-process
communicationin the Host is madewith CORBA). Is therea possibility to (in an
authenticatedmanner)know, if a requestto anobjectcomesfrom ”outside” or from
thelocalHost? If thereis no possibility, have I to ”protect” every object,eventhose
whicharenot thoughtto beusedfrom outside?

JonathanBiggar (July, 1998): This soundslike a goodplaceto have a firewall. Thenew
CORBA firewall specificationwhich might beapprovedshortlywill allow a firewall
to mediateCORBA invocationaccessandpreventaccessto ”internal only” objects.
Thiswill allow youto haveasimpler(or noaccesscontrolscheme)for thoseobjects.

Nick Battle (July, 1998) : A target hasaccessto a client’s authenticatedcredentialat-
tributes,but thesedo not specify the locationof the client. I don’t think thereis a
CORBA standardway to achieve whatyou areasking,thoughat a lower level some
securitymechanismsmaybeableto give you trustworthy informationaboutthe lo-
cationof thepeersin anassociation.

If protectionis to beachievedon thebasisof location,andCORBA doesnothingto
helpverify location,yes. CORBA Securityprotectionworkson thebasisof a prin-
cipal’s credentialattributes,not its location. This is sometimesa surpriseto people
who areusedto thinking aboutsecurityin termsof firewalls andothersuchloca-
tion/topologicalconstraints.

4.3.4 � How is related work at OMG on Security Administration and Common
ManagementFacilities ?

4.3.5
�

What is the granularity of accesscontrol on object invocations?

[ed. For moredetailedandalternative answersseeSecSIGmail list discussionthreadtitled
“Granularityof InvocationAccessControls”]

Bob Blakley (June,1999)29:
CORBAsecurityprovidesaccesscontrol whosegranularityis 5. GROUP of opera-
tionsona GROUPof instancesof (any numberof) interfacesHow? Like this:

1. Pick somenumberof interfaceswhoseinstancesyou wantto control. For each
suchinterface,assignits operations”requiredrights”.

2. Pick any numberof instancesof any numberof interfaces. Put them into a
domain

3. AssignanACL to thedomain.TheACL assigns”grantedrights” to ”privilege
attributes”.

29Message-Id:031e01beb1dc���������	����� 24a13994@shaggy.austin.dascom.com
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Now, for every instancein thedomain,a requestingusermay invoke any operation
whoserequiredrightsare”dominatedby” the”grantedrights” which therequesting
userhasbecauseof his privilegeattributes.

4.3.6
�

Where are accesscontrol lists stored?

[ed. For moredetailedandalternative answersseeSecSIGmail list discussionthreadtitled
“Granularityof InvocationAccessControls”]

Bob Blakley (June,1999)30:
In Policy objects,which are associatedwith the DomainManager instancecorre-
spondingto thedomainwhosepolicy they define.

Polar Humenn (June,1999)31:
If onesubscribesto the D[omain]A[ccess]P[olicy]/R[equired]R[ights] accessdeci-
sion logic, they arestoredin basicallytwo places. A DomainAccessPolicy, which
mapssecurityattributesto rights(althoughthatmappingis notwell defined),andthe
RequiredRights object(which is locality constrained).I guesstheir persistenceis up
for grabsbehindtheimplementationasfarasthespecifciationgoes.

4.3.7
�

How do servers “kno w” what domain to put new objects into and when to
createnewsecurity policy domains?

[ed. For moredetailedandalternative answersseeSecSIGmail list discussionthreadtitled
“Granularityof InvocationAccessControls”]

Bob Blakley (June,1999)32:
The intent is that thereshouldbe a policy governingwhich domainsnewly-created
objectsareput into, andthat this policy shouldbe administeredjust like any other
securitypolicy. Giventhispolicy, serverscansimplyprogrammaticallyassignobjects
to thecorrectdomainsasthey’re created.

ACLscertainlyDON’T needto goawaywhentheobjectsthey controlaredestroyed.
There’s no reason”empty” domainsshouldn’t stayaround– peoplemight want to
putnew objectsinto themlater.

4.3.8
�

What about transient objectscreatedby factories?

[ed. For moredetailedandalternative answersseeSecSIGmail list discussionthreadtitled
“Granularityof InvocationAccessControls”]

30Message-Id:05c301beb1e9���	��������� 24a13994@shaggy.austin.dascom.com
31Message-Id:Pine.LNX.4.10.9906081549200.30704-100000@marcy.adiron.com
32Message-Id:05c301beb1e9���	��������� 24a13994@shaggy.austin.dascom.com
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Bob Blakley (June,1999)33:
The ideahereis that factoryobjectsshouldconform to the administeredcreation-
time policy which determineswhatdomain(s)anobjectshouldbeassignedto. This
is really independentof whetheror not theobjectsaretransientor persistent,andof
whetherthey arenamedor anonymous.

4.3.9
�

How would accesscontrol mechanismsbeapplied to secure,let’ssay, naming
service?

ExtendedQuestion: (Paul H Kyzivat) : Considera server implementingCosNaming.
Now this server is availablewidely. Everyonecangeta referenceto aninitial Nam-
ingContext. TheNamingContext interfacepermitsreading,writing, traversing,con-
texts aswell ascreationanddestructionof new contexts. Now I probablydon’t want
everyoneto have free reign to do all of thesethings. Rather, I most likely want to
administerit in similarway to how afile systemis administered:

� Somesetof usersshouldhave full accessto theinitial context.
� Most otherusersshouldbeableto have accessto readandtraversethis initial

context.
� Additional contexts will exist andbeboundinto theinitial context. Full access

to theseshouldbegrantableto otherusers.
� Repeattheabove recursively.
� Otherfilesystem-like accesscontrolthatI failedto mention.

Canyou show mehow CORBA Securitycanprovide this functionality?

Polar Humenn: (June1999)34:
If youprescribeto theDomainAccessPolicy andRequiredRightsmodel,this is how
it shouldbedone.

The first thing you have to do is definea RequiredRights object that eachcontext
will have accessto. Logically, all contexts will seethesamerequiredrightsobject,
but thatcannotbeenforced,sincethenamingcontext canbind contexts of different
servicescomingfrom anywhere.

But letssayfor themoment,thenamingserviceandeachcontext in it prescribesto
thesamerequiredrightsobjecthowever thatis done.

Give the ”resolve” operationon the namingcontext interface the ”0 0 get” right,
(0=family definer, 0=family) give the”bind” and”bind context” operationsthe”0 0
set” right, with acombinatorof SecAllRights.

Now, setup a domainmanagerfor eachcontext! Eachdomainmanagermusthave a
SEPARATE AccessPolicy.

For eachAccessPolicy you narrow it to a DomainAccessPolicy andyou mustgive
the ”0 0 get” right to the oneattribute that representsthe user. (This could be Se-
cAttributeType (0,1,2)AccessId (0=family definer, 1=family, 2=type).Give the”0 0
set” right to theattributethatrepresentsusersyouwantto beableto do binds.

33Message-Id:05c301beb1e9���	��������� 24a13994@shaggy.austin.dascom.com
34Message-Id:Pine.LNX.4.10.9906091432030.32438-100000@marcy.adiron.com
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Herearethe limitations: The initial context will have a problem,however, that you
cannotspecifythe”get” right for ”ALL” users.Onewouldthink thatyoucouldspec-
ify that”no” rightsarerequiredfor accessto theinitial context’s ”resolve” operation
andthat would do it. However, if everyoneprescribesto the sameRequiredRights
object,your hosed,becauseyou wouldn’t beableto protectthe”resolve” operation
on othercontexts.

We did anexperimentawhile ago,trying to mapUnix id’s into CORBA andusethe
namingserviceasa mapof a Unix file system. Eachcontext wasa directory, and
eachfile wasa CosSerializable object(or somesuchanimal).

For eachcontext, the context hadto create”on the fly” a domainmanagerandan
AccessPolicy object (not a DomainAccessPolicy object). This was easy, sincethe
NamingServicein questionwasasingleserver andcoulddo thesesortsof things.

The AccessPolicy object mappeda certainsecurityattribute representingthe user
to its correspondingUnix id, and threw back the rights, ”read”, ”write”, ”search”,
accordingto thepermissionsof theUnix id basedon its authorizationinformationon
thelocal system,i.e. owner, group,other.

However, we couldn’t do that kind of policy with a plain DomainAccessPolicy, be-
causethereisn’t away, unlesswehadsomesortof ”wild-card” securityattribute,that
you could say”other”. But even thenthe specificationof the DomainAccessPolicy
rulesaren’t goodenoughto doanorderedcheck,say, first check”owner”, thencheck
”group”, thencheck”other” relationships.

Bob Blakley (June1999)35:
Thereareactuallyacoupleof ways(in detail)to do it. I’ ll giveoneexample.

Namingcontext is aninterface,soit needsto haveanentryin aRequiredRightstable.
Add this interfaceto thesystem’s uniqueRequiredRightsobjectandsetup required
rights for the its methods. For purposesof argument,map ”read” and ”traverse”
operationsto the ”g” right andotheroperationsto ”s”. This maybe too simplified;
if amorecomplex mappingis requiredit’s straightforwardto produceit. If youneed
one,acustomrightsfamily canbedefined.

� Some set of users should have full access to the initial context

Right. Form a group ”InitialContextAccessors”. Add the privilege attribute
correspondingto this groupto thecredentialof eachuserwho is to begranted
full accessto theinitial context.

� Most other users should be able to have access to read and traverse this initial
context

Right; formanothergroup”InitialContextLimitedAccessors”. Add theprivilege
attributecorrespondingto this groupto thecredentialof eachof theuserswho
doesnothave full access,but doeshave ”readandtraverse”accessto theinitial
context.

Now put thecontext objectinto adomain.Give it anACL with two entries;one
which grants”gs” to ”InitialContextAccessors” andanotherwhich grants”g”
to InitialContextLimitedAccessors”.

35Message-Id:025b01beb2b9�
��	�����	�� 24a13994@shaggy.austin.dascom.com
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� Additional contexts will exist and be bound into the initial context. Full access
to these should be grantable to other users.

Not clearexactlywhatyoumeanhere,but I’m guessingwhatyou meanhereis
that the sameuserswho have accessto the parentcontext alsohave the same
level of accessto all embeddedcontexts; additionallysomeothersetof users
who do not have accessto the initial context shouldhave at leastsomerights
(full accessin yourexample)to theembeddedcontext.

Therearea coupleof waysto do this; dependingon your implementationyou
mayhave severaloptions. If your implementationallows nesteddomains(i.e.
domainswithin domains)thenyou’ve gotaneasytaskhere:

Simply createa new domainandput it in thefirst domain.Add theembedded
context to thenew domain.This will have theeffect of causingtheembedded
context to inherit thepolicy governingtheinitial context. Now:

1. Createanew group”FirstEmbeddedContextAccessors”.

2. Add the privilege attribute correspondingto this group to the credential
of all userswho shouldhave accessto the userswho have accessto the
embeddedcontext (includingperhapssomewho don’t have any accessto
theinitial context).

3. Createan ACL (i.e policy object)for the new domain. Give it oneentry,
whichgrants”gs” to ”FirstEmbeddedContextAccessors”.

� repeat the above recursively.

repeattheabove recursively.

Thisresultsin astructurewith onedomainpercontext, oneACL perdomain,and(on
average,excludingoneextraentryin theinitial domain)oneentryperACL. Eachuser
is a memberof asmany groupsasthedomainsheneedsto access.Thepolicy data
herescalesasfollows:

1. Domains: linearly proportional(n=1) to the numberof namingcontexts to be
protected

2. ACL data:ACLs AND entrieslinearlyproportional(n=1)to thenumberof con-
texts to beprotected,but policy is inheritedreducingwhatwould otherwisebe
ann*log(n) scale.

3. Groups:for eachuser, linearly proportionalto thenumberof namingcontexts
which theuserneedsto access– but this is worstcase,assumingthatuserpop-
ulationsneedingto accessdisjointnamingcontexts arealwaysdisjoint. If nam-
ing contexts overlapsubstantiallyin authorizeduserpopulations,thenyou can
achieve sub-linearscalehere.
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4.4 Implementor

4.4.1 � Wherecan I find somesourcecodewhich implementation Security Service?

4.4.2 � Is there any documenton how to implement the CORBA security service?

4.4.3 � If I want implement the CORBA security service,what should I do?

4.4.4 What is the intent of the credentialsobject design?

Belinda Fairthor ne (August,1998)36: In caseit helps,thefollowing is somebackground
into the definition in the original OMG specaboutthe application(or interceptor)
interfacefor credentialsandsecurityattributes.

The”credentials”objectrepresentsthe”principal”. It wasdefinedwith a numberof
differentpossibleunderlyingsecuritymechanismsin mind- whichmightuse(PK) at-
tributecertificates,Kerberos/DCEserviceticketsetc.Strictly, credentialscancontain
both unauthenticatedandauthenticatedattributes(see15.3.2)- the unauthenticated
casebeingusedmainly for ”public” wheretheprincipalhasno authenticatedid, so
only hasaccessto public information.

CORBA Securitydefinestheinterfaces,not thearchitecture,in line with otherOMG
standards.As a securityperson,I clearly want to know if the credentialscanhave
beentamperedwith, but thatis a featureof theimplementation,not theinterfaces.So
we saidCORBA Securityimplementorsmustdefine”assurance”informationabout
their products,including threatinformation, and usershave to checkthat. Would
theOMG rulesallow statementsaboutthelevel of authenticationof theid andother
attributes?If so,it wouldbeniceto clarify this, thoughI’m not surehow easyit is to
define.(Thecurrentspecallows differentlevelsof securityhereandelsewhere).

Securityattributeswereintendedto includeboth identitiesandprivilege attributes-
bothseemneeded.Thereforea ”principal” definitionwhich doesnot allow privilege
attributeswouldseemaretrogradestep.

Wedid notdefinethesyntaxof possiblenametypes,though,asNick says,thisseems
a good thing to add into the standard.The problemwas that differentunderlying
mechanismsusedifferentnametypese.g.X.509names,DNSones,operatingsystem
ones,soapplicationswhichneedto beportablebetweendifferentmechanismsshould
beableto work with differenttypes.

We wantedto allow a rangeof accesscontrolmechanisms,including roles,groups,
clearancesetc,andalsoonesspecificto particularorganisations(for which we had
seenrequirements).Hencehaving privilege attributesas well as identities in the
credentials.Specifyingstandardsfor morefamilies,types,associatedvaluesyntaxes
etc in theOMG standardwould begood. (However, a quick look at the ietf draft of
GAA API seemsmorerestrictedthanCORBA Security, andalsoincludesanaccess
decisioninterfacewhichCORBA Securityalreadyhas.)

The applicationseesa credentialslist (ratherthanjust a singlecredential)in cases
wherethedelegationmodelusedcanprovide boththecredentialsof the”initiating”

36Message-Id:28091.221183884@x400.icl.co.uk
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principalandalsocredentialsfor oneor moreintermediates.Theinitiating principal
is theonewhoseattributeswill be usedfor accesscontrols,auditingetc. However,
the target applicationmay not want to usetheseunlessthey have comevia trusted
intermediates(andmaywantto controlaccessbasedon theintermediate’s attributes
in somecases).We discussedwhetherwe couldspecifya recommendeddelegation
model for CORBA Security, but therewere several delegation modelsin existing
implementations,all of which hadpros(aswell ascons). Theredid not seemany
generallymarket preferredmodel,andwe felt thesedelegationmodelswerestill im-
mature,so we specifiedan applicationinterfacewhich allowed for the delegation
modelsin anumberof products,bothsecretandpublic key basedones- theoneswe
lookedat includedKerberos,DCE,SESAMEandTivoli, all of whichweredifferent,
hencethedelegationvariantsdefinedin 15.3.6.3etc. (We alsolooked at ”reference
restriction”formsof delegationsuchasSunwereimplementing,but couldnotgetan
agreeddefinition, so did not includein the formal definiton). The semanticsof the
credentialslist wasnotdefined,asit is dependentonthemechanism(e.g.simpledel-
egationwould only provide a singlecredentialsobject,wherecompositeandtraced
delegationwould give a list), but theinitiating principal’s credentialsarealwaysfirst
(theonly oneswantedin many cases).OK, thiswasabit of acop-out,but is thereyet
adelegationmodelwhichis generallyagreedenoughyet (andbeingimplemented)to
includein CORBA Securityasthestandard?

... For the intial CORBA Securityspec,delegationwasdiscussedat length,andwe
found different modelssuiteddifferent requirements,but therewas no one model
whichsatisfiedmostrequirementsandwaseasierenoughto administer. Simpledele-
gationwasthenearest(asit meetstheeaseof adminrequirements,if notsomeof the
controlones).

4.4.5 � Does the existing Authorization Service of CORBASec scale in a ”well”
distributed-object environment?

4.4.6 Can a client implementation circumvent administrati ve security policies?

ExtendedQuestion (ChristophHaenle37): FromtheCORBA securityspec,I seethatad-
ministratorscanenforcepoliciessuchas”whetherthis client canusethis operation
on this targetobject,whetherthe invocationshouldbeaudited,[...]” (section15.6.1
of CORBA Spec).

This partof securityis enforcedin theORB, for example,throughthe”client access
control interceptor”(Figure15-53).

My questionis: Can’t theclientcircumventtherestrictions?AssumeweuseC++ for
theapplicationandthestubsobjects.Now, doestheORB run in a differentaddress
spacethantheapplication

(incl. stubs)?Or is theclientpartof theORBlinkedto theapplicationatcompiletime
(andthusrunningin thesameaddressspace)?If theORB werein thesameaddress
space,then the client could just modify the ORB codeto circumvent the policies
that the administratorhasimposed. Even if the ORB were running in a different

37Message-Id:729cas ���� 1@star.cs.vu.nl
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addressspace,theclient couldstill write a pieceof softwarewhich behaveslike the
ORB,but leavesout theroutineswhereadministrative restrictionsareenforced.The
client could thenhis ”customORB implementation”ratherthanthe ”real” ORB for
communication,herebycircumventingadministrative securitypolicies.

Rudolf Schreiner (November, 1998)38 : Securityenforcementon theclientsideis always
abadidea.CORBASECenforcesauthenticationandauthorizationontheserverside.
Theclient passesa kind of ticket to theserver (Kerberos!!).Without theright ticket
theserver refusesto talk to the fake client. On theclient sideyou cando whatever
you want, without the right ticket (credentials)you can’t do nothingon the server
side.

In my Kerberos5 basedimplementationI useGSS-APIto get a ticket from out-
side the CORBA system. Then I useGSS-APIto establisha securitycontext be-
tweenclient andserver. This is doneat a very low level duringthebind, beforeany
IIOP messagesaresent. If theserver can’t authenticatetheclient theconnectionis
dropped.All IIOP messagesareencrypted/decrypted usingGSSfunction.

In theorysuchasystemis quitebullet proof. In thereallife anattachermightbeable
to exploit a buffer overrunon theserver ORB andexecutearbitrarycode.Thereare
someotherpossibleattacks,too.

4.4.7
�

What is the ”public” security attrib ute of a principal?

Bob Blakley (June1999)39:
The ”public” attribute is what you get in your credentialbeforeyou authenticate
(i.e. afteryou’ve initialized theORB,which comesup with an”own” credential,but
beforeanything hascalledPrincipalAuthenticator.

4.4.8
�

Under what circumstancesdo Credentials contain the “public” attrib ute?

Bob Blakley (June1999)40:
All credentialsof unauthenticateduserscertainlycontainthis attribute; theintention
wasthatall credentialsalwayscontainit but I’m goingto have to look to make sure
thatthiswasfaithfully capturedin thespec.

4.4.9
�

What is the value and the defining authority of the “public” attrib ute?

Bob Blakley (June1999)41:
Its valueis ignored(i.e. it hasnousefulvalue).Its definingauthorityshouldbeOMG.

38Message-Id:Pine.BSF.3.91.981111194841.11152A-100000@phobos.muc.de
39Message-Id:019001beb366�	
!�	�"��#	�� 24a13994@shaggy.austin.dascom.com
40Message-Id:019001beb366�	
!�	�"��#	�� 24a13994@shaggy.austin.dascom.com
41Message-Id:019001beb366�	
!�	�"��#	�� 24a13994@shaggy.austin.dascom.com
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5 CORBASEC implementations

5.1 General

5.1.1
�

Where can I find an implementation of Security Services?

Alphabeticallist of CORBA Securityproductsor announcementsaboutsuchproducts:

CBConnector fromIBM http://www.software.ibm.com/ad/cb/(JimBeale(December, 1997))

DAIS Security from PeerLogichttp://www.peerlogic.com/products/dais/f dais.htm. See
section5.2.1for moreinformationon DAIS Security.

Dreadnought fromPhalanxTechnologieshttp://www.phalanxtech.com/Dreadnought.htm:

Tom Herron (May, 1999)42:
Thecurrentlist of featuresincludesbut is not limited to:

� Purejava codebase
� XML securitypolicy
� ORB-level secureassociationbasedonSSLprotocol
� Passwordauthentication
� Groupandhierarchicalrolesauthorizationbasedondigitally signed/timestamped

delegatableidentities
� Multidomain effective rights - objectsare placedin effective rights domains

with separateprivilegeauthority(identitiesrecognizedrelative to parentor sub-
domainidentitybasedin LDAP stylenaming)

� Confidentialityperoperationcanbesetonor off
� Integrity peroperationcanbesetonor off
� Auditing - basic,recordedfor authenticationandauthorizationandall failures
� Credentialdelegatingfirewall proxy
� Remoteadministrationwhich includeslimited creation/authoringof effective

rightssubdomainidentities/privilegesto subdomainadministrators(i.e. allows
top level (heavy weight)administrationandnumerouslight weight subdomain
identity authoring)

Expersoft ShahzadAslam-Mir (January, 1998):Expersoft43 will beoffering securityser-
vice in 1998.

Inprise Andre Srinivasan(November, 1998)44: Inprisewill be shipping,asan addonto
theAppServer andVisiBroker, a securityproductthatbuilds on our successfulSSL
basedproductto provide featureslike instancebasedaccesscontrolandauditingas
describedby CORBAsec.

42Message-Id:374ABD89.E3DE7000@phalanxtech.com
43http://www.expersoft.com
44Message-Id:qyr9vigh4k.fsf@ahi.visigenic.com
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IntraV erse from DASCOM45. Thepressreleaseissuedby DASCOM on June14 hadthe
following informationon theproduct:

“... IntraVersefor CORBA (IVCorba(TM)) solvestheprimaryproblemlimiting full
CORBA deploymentat many organizations,theneedfor securityandauthorization
services.IVCorba 3.0 is the only enterpriseCORBA singlesign-onandauthoriza-
tion solution that supportssecureinteroperabilitybetweenObjectRequestBrokers
(ORBs)from multiple vendors,providing userswith theflexibility in their develop-
mentanddeploymentof CORBA applications.

Furthermore,IVCorba3.0providestheonly CORBA SecurityServiceto implement
controlleddelegation. This functionprovidesthe ability to passuserandserver in-
formationwith a transactionrequest,enablingextremelyfine-grainedaccesscontrol.

...

IVCorba3.0providesfull supportfor Iona(NASDAQ: IONA - news)OrbixWeb(TM)
aswell as Inprise(NASDAQ: INPR - news) VisiBroker(TM), the mostwidely de-
ployedORBs.By providing across-ORBexternalauthorizationsolution,DASCOM
hasfreeddevelopersfrom trying to individually implementsecurityservicesfor each
applicationasit is developed.Furthermore,IVCorbaprovidesa singlesign-onsolu-
tion, enablingpersonalizedservicesandsimplifiedadministration.Userscanlog in
onceandaccessall theresourcesthatareappropriatefor them.

...

Availability

IVCorba3.0beganshippingJune14onSolarisandWindows NT. For moreinforma-
tion, contactDASCOM at info@dascom.com.“

Nephilim (JavaImplementationof CORBA SecurityServices)of UIUC http://choices.cs.uiuc.edu/Security/nephilim/

ORBAsec SL2 from Adiron46

Polar Humen (May, 1999)47:

ORBAsecSL2 2.0 from Adiron is a Java implemenationof CORBA Security
giving programmerstheability to write objectsandclientsusingencryptionand
authenticationintegratingwith Kerberosauthenticationservicesor SSL. OR-
BAsecSL2usesstandardCORBA SecurityLevel 2 interfacesfrom theCORBA
SecuritySpecificationRevision1.5.ORBAsecSL22.0hasbeenavailablesince
2Q 1999.

OrbixSecurity fromIONA Technologieshttp://www.iona.com/products/orbixenter/security/index.html.
Thewebpagereadsthefollowing, asof June1999:

“OrbixSecurity3 ... availablein Q3, 1999

OrbixSecurity3 extendsthe security capability of the OrbixOTM container(Or-
bixSSL) by providing a manageable,scalablesecurityinfrastructurefor Enterprise

45http://www.dascom.com/
46http://www.adiron.com/
47Message-Id:Pine.LNX.4.10.9905241618420.8225-100000@marcy.adiron.com
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systems.A full implementationof theCORBA securityserviceLevel1 andmore,Or-
bixSecurity3 deliversacomprehensive securityservicesystemsbasedon theIETF’s
SecureSocket Layer(SSL)security.

Secure your Enterprise systemwith OrbixSecurity 3

Basedon,andincorporatingall featuresof theIETF’sSSLV3.0,OrbixSecurity3 ex-
tendsthefunctionalityof SSL,addingCORBA SecurityServiceLevel1 functionality
andextra featuressuchasanAdministrationGUI to make thecreationandupdating
of securitypoliciesaneasy, manageableandscalabletask.OrbixSecurity3 provides
fine grainedcontrol of securityin the system- securityis addedat the application
level allowing accesscontrol checksto be performedon a per object, or even per
methodbasis. CORBA SecurityLevel 1+ Servicesenforcebasicaudit andaccess
control functionsin security-unawareapplications,aswell asproviding limited Ap-
plicationsProgrammingInterfaces(APIs) for enablingsecurity-awareapplicationsto
managetheir own security. Ideal for InternetandEnterprisesystems,OrbixSecurity
3 providesthefollowing featuresandfunctionality:

All featuresof CORBA Level 1 Security including:

Identification and Authentication: basedon SSL Authentication. User Ids with
password login or SecurIDtokenscan be usedfor identification. Thesedif-
ferentoptionsmeanadministratorscanchooseto implementtheauthentication
methodmostappropriateto their system- dependingon the sensitivity of the
datain thesystem,andthedegreeof potentialrisk to thatdata.

Authorization and AccessControl: Allowsaccessto resourcestobecontrolledbased
on useridentity. Supportfor multiple usertypesis included- the username,
group or organizationcan all be usedto make authorizationchecks. At the
Server side,accesscontroldecisionscanbemadeon a perserver basis,perin-
terfaceor permethod.This allows for controlledaccessto sensitive company
data,ensuringconfidentialityof any non-publicinformation.

Security of communication: Dataprivacy andconfidentialityareprovidedthrough
useof theSecureSocket Layer- providing encryptionanddigital signatureal-
gorithms. This ensuresthat datacannotbe reador modifiedwhilst in transit.
Systemuserscanrestassuredthat sensitive informationsuchasfinancial in-
formation, or company proprietarydata,cannotbe readby eavesdroppersor
hackers.

Delegationof Privileges: Allows a client to delegatesecurityprivilegesto an in-
termediateapplicationactingon its behalf. CORBA Level 1 supportssimple
(unrestricted)delegationof privileges. Administratorscandecidewhetherto
allow or prohibit delegation.

Security Auditing: Allows security-authorized administrators/personnel to monitor
users’actionsin the system,and what systemresourcesthey are attempting
to access.All security-relevant eventsareauditedandloggedif necessary, to
allow detectionandassessmentof damageof successfulattacks. This allows
the securitysystemadministratorsto detectandgaugethe damagecausedby
successfulattacks.

Unitary login is alsosupported,providing a securerepositoryof mainframeauthen-
ticationdataandpasswordsto allow developersto build applicationsthatgainaccess
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to mainframesystems,thus requiring usersto log in to an enterprisesystemonly
once.

Managing largescalesecure systemswith OrbixSecurity 3

OrbixSecurity3 isdesignedtomakesecuringalargescaleEnterprisesystemaneasier
task. CORBA Level 1 Securityservicesprovide security to applicationsthat are
typically unawareof the presenceof the securityservicein the system,andcanbe
addedto applicationswithout having to alterany existing code.This makesadding
security to an existing systema much easiertask. OrbixSecurity3 also provides
a comprehensive GUI interfaceto make implementingsecuritypolicies quick and
troublefree. A Java - basedgraphicaluserinterfaceenablessecurityadministrators
to easilycreateandupdatesecuritypolicies.

OrbixSecurity3 will provide full crosslanguagefunctionalityfor bothOrbix andOr-
bixWebC++ andJava applications,andwill beavailableon OrbixOTM 3 supported
platforms.”

Seesection5.2.2for moreinformationon OrbixSecurity.

PC-DCE/NetCrusader from Gradient48

SecureBroker from Promia49 http://www.promia.com/products.html

5.1.2 � Where can I find exactly what product implementswhat Security level and
options?

5.1.3
�

What ORBsclaim to have “security” functionality?

Hereis a list of thoseproductsthatdo not claim compliancewith CORBA Securityspeci-
fication. Nonethelessthey statethatthey have somesecurityfunctionality. Readanswerto
question5.1.1to seewhatimplementationsof CORBASECareavailable:

Bill Janssen (November, 1998)50 : Wehave just releasedILU 2.0alpha13,whichcontains
a security systembasedon the IETF’ s GSS. It allows you to wrap client-server
communicationin arbitrarysecuritycontexts, dependingon which securitymecha-
nismsyou choosein your application.It alsoprovidesGSS-basedprincipal identifi-
cation.It’sNOT CORBAsec.MoreILU info atftp://ftp.parc.xerox.com/pub/ilu/ilu.html.

Rohit Garg (December, 1998)51 : ObjectScapeis pleasedto announcetheavailability of
JBroker 2.0beta.JBroker 2.0provideshigh performanceandscalableJava CORBA
ORB, services,development,and managementtools that have beenspeciallyde-
signedfor building highendJava serversincludingEnterpriseJavaBeansservers.

Thebetafeaturesinclude:

� IDL to Java,andJava RMI to IIOP compilers

48http://www.gradient.com
49http://www.promia.com/
50Message-Id:y1azpa5mx4u.fsf@watson.parc.xerox.com
51Message-Id:366EB933.EE76CBC6@objectScape.com
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� PortableObjectAdapter(POA)
� Java Objectsby Value
� Server Activation
� IIOP ConnectionConcentrator
� PluggableAuthentication and Identity propagation
� Supportfor pluggingin aJava TransactionService
� IIOP BootstrapProtocol
� Secure,LoadBalancing,andFaultTolerantCOSNameServicewith JNDI sup-

port
� Management/Monitoringsupport
� SPIsfor writing adapters,threading/queueing models,building multi-machine

clusters,etc.

IIOP/SSLandlight-weightmulticastobjectinvocationsupportwill alsobereleased
shortly.

For details,pleasesee:

1. http://www.objectScape.com/jbroker.html for JBroker 2.0datasheet

2. http://www.objectScape.com/performance.html for performancecomparisonwith
othercommercialJava ORBs

3. http://www.objectScape.com/appserver.html for white paperon ”Building anEJB
Server usingJBroker”

If youareinterestedin evaluatingJBroker 2.0for yourprojects,pleasesendanemail
statingyou interestto evaluations@objectScape.com. If your interestsmeetour beta
objectiveswe will contactyouwith detailsonhow to getoursoftware.

5.1.4 Doesanyoneknow of a product that is IIOP compliant and providesCORBA
security service level 1?

Charles White (June,1998): Our product[ed: http://www.blackwhite.com]Object/LM
canhandlethesetasks.It is (theonly) an implementationof theCORBA Licensing
Serviceandhasbeenimplementedfor bothOrbix andVisibroker.

It handlespostagestamp(# of uses)andgasstyle (lengthof time) metering,plus
authentication,authorizationandencryption.

SerbanTatu (November, 1998)$ emailmessageid% 3641DBB7.6792FE30@starvision.com &
: [ed: whitepaperat] http://www.iona.com/support/whitepapers/orbixsecurity/ shows
youhow Orbix implementsthe(Level 1) securityservice.
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5.1.5 � Is there any free/trial/evaluation version of an ORB with Security Service
for Java?

5.1.6 � What would be the most suitable ORB product(s) when buliding a (very)
small lab for evaluating, testingand implementingsecurity functions in aCORBA
system?

5.1.7 � Ar eCORBAsecimplementationsfrom the US generally subjectedto export
control?

5.2 Particular Implementations

5.2.1 DAIS Security

5.2.1.1 What is DAIS Security?
Linda Gricius (March,1998):DAIS is aCORBA 2.0ORB,plusCORBA services,devel-
opedby ICL. In 1997,ICL releasedthefirst Betaof theDAIS Securityservice.Basedon
feedbackfrom programparticipants,asecondbetawasreleasedin late1997.

5.2.1.2 What is the current version of DAIS Security
LindaGricius(March,1998):1.0.2beta.

5.2.1.3 What is the current statusof DAIS Security?

Bruno Traverson (September, 1998)52: DAIS is now commercializedby PeerLogic.See
http://www.peerlogic.com

5.2.1.4 DoesDAIS conform to CORBASEC specifications?
LindaGricius(March,1998):

Requiredfunctionality– DAIS Securityprovidesnearlevel 2 conformancewith theCOR-
BASEC specification.The only Level 2 featuresnot supportedare: Multiple credentials
for auserDelegationApplicationlevel auditandaccesscontrolAdministrationby standard
policy objects.

SecurityFunctionalityOptions– DAIS Securitydoesnotsupportnon-repudiation- theonly
CORBASECoptionat this time.

SecurityReplaceability- ORB replaceabilityisn’t supported. The ORB interceptorsin
DAIS Securityversion1 arenot standard.Servicesreplaceabilityis supported(ORB se-
curity objectsareimplementedto CORBA standardinterfacesandcould thereforebe re-
placed).

SecureInteroperability- In DAIS, secureassociationsareestablishedusingSECIOPmes-
sagesin DAIS Security, but theSECIOPmessagesarecarriedinsideIIOP requestsrather
thanfollowing theinteroperabilitystandard.

52Message-Id:36121736.2FBB@der.edfgdf.fr
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DAIS Securitydoesnot supportDCE-CIOP.

Conformanceto CSISpec- DAIS (i.e. SESAME)generatesfull identityandprivileges(i.e.
it hasECMA PACs), which pointsDAIS at CSI level 2. But level 2 alsohascontrolled
delegation. Thefirst releaseof DAIS doesn’t supportdelegation,which pointsDAIS back
at level 0. SoDAIS doeslevel 0, andbits of level 2 (theprivilegesin additionto identity),
but don’t do controlleddelegation.

5.2.1.5 Why did ICL choosetheCSI-ECMA securitymechanismin its DAIS Security
implementation?
LindaGricius(April, 1998):

Perhapsthe bestknown securitymechanismis Kerberos,which wasdevelopedby MIT.
Kerberosdoesnot provide all of the functionality requiredby the full CORBA Security
model.Therefore,DAIS SecurityusesadifferentmechanismcalledSESAME,becauseICL
believesthatthefunctionalityof thefull CORBA modelis requiredto implemententerprise
strengthsecuritysystems.BasicallySESAMEimplementstheCSI-ECMA protocolof the
CORBA Securityinteroperabilityspecification.SESAMEV4 is essentiallyKerberosV5
extendedin variousways(andrewritten), in accordancewith theECMA Securitystandard,
known asECMA-219.

Regardlessof thesecuritymechanismused,theDAIS Securityserviceaccessesthemech-
anismvia a genericAPI, calledtheGenericSecurityServicesAPI or GSS-API.This is a
standardAPI that presentsthe sameinterfaceto the caller, regardlessof the mechanism
underneathbeingusedto implementthefunctions.

5.2.1.6 What featuresdoesDAIS Security offer?
LindaGricius(April, 1998):

DAIS Securityprovidesnearlevel 2 conformancewith theCORBASECspecification.

DAIS usesSESAME(CSI-ECMA) asit’s securitymechanism.This bringsa rich setof
featuresto theDAIS Securityserviceimplementation,includingtheuseof rolesandsupport
for bothpublic/privateandsecretkey technologies.

In addition,DAIS Securityprovidesafull GUI administrationtool,whichallowstheadmin-
istratorto manageprincipals,roles,trustrelationships,domains,requiredrights,invocation
policies,etc. TheGUI is written in Java andis distributed- usingDAIS Securityitself to
securethecommunications.Thisprovidesmuchmorefunctionalitythanwhatis definedin
theCORBASECspecification.

DAIS Securityalsoprovidesan integrated,offline public key certificatemanagementsys-
tem,whichalsohasasecuredistributedJava GUI.

DAIS SecurityalsooffersaSecurityLevel2 programminginterfaceto securityawareappli-
cations,currentlyin C++ only.

5.2.1.7 What is the advantageof using rolesin DAIS Security?
LindaGricius(March,1998):

Principalsgain accessto servicesby presentingcredentials,which containattributes,and
give themaccessrightsto services.Theseattributescanbeassignedto eachindividual, or
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to a role. By thenallowing a principalto authenticatewith agivenrole,all of theattributes
associatedwith thatroleareput into theprincipal’s credentials.

So,theuseof rolesis moreefficient whenadministeringprincipals- ratherthanhaving to
administerattributesfor eachprincipal,youcanassignattributesto roles,andthenallocate
rolesto principals.

5.2.1.8 What are the advantages(and disadvantages)of using public key technology
in DAIS Security?
LindaGricius(March,1998):

Public key usershave an inherentlystrongerbinary key with which to authenticate.The
key is not memorable,and was not selectedby the user in any case. Becauseof their
strength,public keys needbe changedlessfrequently- and the certificatethat holds the
public key containsabuilt-in lifetime to enforceits replacementafterachosenperiod.The
involvementof trusted”officers” in the creationand maintenanceof public keys is also
inherentlymore secure,requiring the collaborationof more if they wantedto abusethe
system.

Usersthatform associationswith theirpublic key donot requiretheservicesof a Key Dis-
tribution Service,evenduringinter-domainassociation,which is moreefficientat runtime.

Publickey usersalsohave anadvantagein beingableto usethesamekey to authenticate
to many principal domains(if they areconfiguredasmembersof thosedomains). Their
keysaretrustedonthebasisof aCertificationAuthority (CA), thescopeof whichmayspan
many principaldomains.Sohaving authenticatedonceto theCA systemin orderto geta
public/privatekey pair, the key may be usedto authenticatetheuserwherever thatCA is
trusted(until thekey expires).

Sincepublickey certificatesmaybefreelydistributedandcertifiedat thepointof use,there
is alsoa fundamentalscalabilityadvantageto systemsthatusepublic keys.

5.2.1.9 What are the advantages(and disadvantages)of using secret key technology
(passwords) in DAIS Security?
LindaGricius(March,1998):

Password usershave a simplelife - they carrytheir authenticationinformation(their pass-
word) with themin their heads,andmostusersalreadyunderstandthe ideaof passwords.
This hastheadvantageof not requiringthatthey login at aworkstationthathasany secrets
pre-installedfor them.It is alsoconceptuallyandprocedurallyeasierfor themto besetup
to useapassword andchangethepassword at regularintervals.

Thedisadvantageof usingpasswordsis that,by dependingon a comparatively shortmem-
orablestring, a password is inherentlyweaker than a large binary key value. Usersof-
tenchoosevery guessablepasswords,or write themdown, or never changethem,or only
changebetweenasmallnumberof alternatives.

In addition a KDS53 is requiredto form associationsfor clients that authenticateusing
passwords, and in the caseof inter-domain invocations,the KDSs of both domainsare
involved.This is lessefficientat runtime.

53ed: Key DistributionService
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Passwordusersthathave accountsin severalprincipaldomainsshouldhave differentpass-
wordsfor eachdomain. Eachpassword is only trustedfor usebetweenthe userandone
domain’s AuthenticationService(AS).

5.2.1.10 Why havedomainsin DAIS Security?
LindaGricius(March,1998):

DAIS Securitysupportsthreetypesof domain- principal,policy, andtrustedidentify do-
mains.

Themajorsecurityadvantagein dividing asysteminto domainsis to achieve separationof
unrelatedpartsof anorganization- eitherpeople/departmentsor setsof applications/data.
By separatingthesysteminto domains,theappropriatesecuritycontrolscanbeput in place
for eachdomain,andaccessto informationbetweenpartscanbe controlled. If a domain
memberdeliberatelytriesto damagethesystem,thedamagethey candowill belimited by
theirdomain’s securitylimitations.

Thebestseparationof thesecuritysystemis mostlikely to mimic organizationalstructures
that you alreadyhave. For example,the reasontheSalesdepartmentis separatefrom the
Developmentdepartmentis thatthetwocommunitiesdealwith differentbusinessprocesses,
andconsequentlyhave differentapplications/dataandsecurityrequirements.Furthermore,
thetwo departmentsareunlikely to requireaccessto eachother’ssystems.By reflectingthis
in thedomainstructure,appropriatecontrolscanbeput in placeto protectapplications/data
within domainsandto controlaccessbetweendomains.

Principaldomainsarethe easiestway to divide communitiesof usersandapplicationob-
jects. By putting usersand relatedapplicationsin a principal domain,accessto objects
from userswithin thedomainis possible,but accessfrom usersoutsidethedomainhasto
beexplicitly granted.

After separationof responsibilities,the secondreasonto divide a systeminto domainsis
to allow the overall sizeof the systemto grow without unmanageablegrowth in the size
of its parts. A small pilot systemis unlikely to have a large numberof users,roles,and
applications.Therefore,little is to be gainedby dividing the systeminto many principal
and policy domains. The overheadof the extra effort to install and managethe system
via multiple domainswould outweighthebenefits.As an installationbecomeslarger, the
benefitsof splitting it into separatedomainsbecomemoreapparent- particularlyin terms
separationof responsibilitiesandof the workloadon any oneparticularadministrative or
”run-time” securitycomponent.

5.2.1.11 Why policy domains?
LindaGricius(April, 1998):

Within aprincipaldomain,policy domainscanbeusedto groupobjecttypes(i.e., instances
of an interface)andworkstationsinto high, medium,and low securitygroups. You can
have differentpolicy settingsfor thesameinterfacein differentdomains.Somegroupsof
very sensitive objectswould have very stringentaccesscontrol requirementsandmessage
protection.Othergroupsmayrequirelittle or nosecuritybecauseof their insensitivenature.

You canalsoachieve separationof domainsby not definingcertaintarget interfacetypes
in certainpolicy domains;e.g., if the ”lowsec” domaindoesn’t have the interface”mis-
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sile launch” defined,then there’s no way that clients from that domaincan ever invoke
objectsof thattype.

5.2.1.12 Where canfind more information on DAIS Security?
LindaGricius(March,1998):

More information aboutDAIS and DAIS securityservicecan be found on its web site
www.daisorb.com.

5.2.2 OrbixSecurity

5.2.2.1 � What is the conformancelevel of OrbixSecurity?

5.2.2.2 � Where do I start fr om in order to useOrbixSecurity?

5.2.2.3 What DCE componentsare required to useOrbixSecurity?

Bruno Traverson (September, 1998)54: TheDCEcomponentsrequiredfor OrbixSecurity
- which canbe boughtfrom Transarc(Solaris),Gradient(Windows) or HP for HP-
DCE, areessentiallytheSecuritylibraries. In moredetail, thecomponentsrequired
are:

OrbixSecurityApplicationDevelopmentrequires:

� DCE ADK (includingauditlibrary)

DCE client hostsrequire:

1. DCE runtimelibrary

2. DCE Daemon

3. CDSclerk

4. Securityclerk

DCE server hosts(in additionto client hostcomponents)require:

1. CDSserver

2. DTS server

3. Securityserver

4. Audit server

You will needat leastoneserver hostpercell. YoudonotneedDCEDFS.

54Message-Id:360F5F3D.5B9A@der.edfgdf.fr
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5.2.2.4 Can a user on a remotemachine still run the server and call its methodsif
he or shechangestheir username on the remotemachine deliberately to match the
registered userslist?
DanHushon(November, 1997): TheOrbix documentationwarnsyou thatyou shouldnot
runthedaemonfrom therootuid, astherootonanothermachinewill beableto controland
invoke methodson theparticularinstance.

Dale Nagata(November, 1997): If theuserFoo is allowed to invoke or launchtheserver
Bar on hostX, thenany useron any remotemachineY caninvoke or launchtheserver if
Orbix thinkstheuseris Foo. Whatyoudo at theremoteclient to makeOrbix think youare
Foo is up to you,whetheryouactuallylogin with thatid, usea filter, or whatever.

5.2.2.5 What authentication processis usedin OrbixSecurity?

ExtendedQuestion: Sanjeev K. Asher: The OrbixSecuritywhitepaperstatesthat (page
20, lastline)- ”The clientmustfirst obtainasecuritytoken/key by performingaDCE
login.”

But DCE usesa RPCcall for client-server communication.TheCORBA standardis
basedon connection-oriented callsor TCP calls. Doesthis meanthat theOrbixSe-
curity is not CORBA complaint? Can somebodypleaseclarify the authentication
processusedin OrbixSecurity.

RudolfSchreiner(June,1998):
I readin the white paperthat the Orbix securityserviceusesGSSAPIto accesstheDCE
securityservice. This doesn’t meanthat theORB usesRPCinsteadof (SEC)IIOPandis
CORBA compliant. In this casethe internalsof DCE and RPC areunimportant. DCE
securityis justasecuritymechanismwith GSSAPI,like KerberosV5 or SESAME.

Ludwig Brinckmann(June,1998):
GSSAPIassuchdoesnot actuallydefinehow to log on to a system,but how to exchange
securemessagesbetweenauthenticatedprincipals. For this a principal hasto presentits
credentialsto theGSSAPIroutines.To obtain thesecredentials,aDCE login is used.This
actually requiresa DCE installationon the client machineand the protocolusedfor this
is DCE RPC.Oncethe DCE login context hasbeenestablished,it is passedto thegss-
dce login context to cred routine to obtain the GSSAPIcredential. (The DCE
implementationof GSSAPIprovidesa few routinesprefixedwith gssdce thatbridgebe-
tweenDCE andGSSAPI.)Thecredentialis thenusedin GSSAPIroutinesto for a hand-
shake betweenclient andserver andthento routineslike gss sign to encryptthe mes-
sagesbetweenpeers.TechnicallytheOrbix/DCEsecurityimplementationis hybrid: it uses
DCE to establishtheauthenticationof client andserver andtheTicketsobtainedarethen
usedto encryptIIOP traffic. This is good,becauseit providesthebestimplementationof
authenticationavailablefor themassmarketandbad,becauseyouwill needaseparateDCE
installation(with all themaintenanceandlicensingcosts).



5 CORBASECIMPLEMENTATIONS 52

5.2.2.6 How doesOrbixSecurity work and how and what componentof DCE needs
to be installed?

GeorgeWolke (July, 1998): We were told that we neededto purchaseand install DCE
software (only GradientTechnology’s solutionis currentlysupportedfor NT andI
don’t know what is requiredfor HP) BEFOREwe could install theOrbix code.The
DCE codeis about3K for theserver sideand$100for eachclient.

Also, OrbixSecurityusesOrbixFilters.This is apotentialproblemif youusefilters in
your systemsinceyoucannotdefinethelocationof thesecurityrelatedfilters within
your filter chain.

5.2.2.7 � Can we useOrbix security to provide Accesscontrol at Object instance
level?

5.2.2.8 Authentication Security Exception

ExtendedQuestion: WhenI wanttheServer to authenticateit self to theClient, or when
I want to put a secureinvocationpolicy on the Server, thenI get an error message
telling me”AuthenticationSecurityException”,”Targetis notsecure”.Theopposite
is noproblem,theClient canauthenticateitself to theserver.

Is thereanybody who have cameacrossthis problem,or who have suggestionson
how I shouldsolve it?

GreggTally (July, 1998): Theerrormessageappearsto indicatethat theprincipal for or-
bixd, ' host( /IT daemon,doesnot supportauthenticationwhenactingasthetarget.
Haveyouusedgetnvit to seeif ' host( /IT daemonsupportstheauthenticationpolicy
andQoPrequiredby your server andclient principals?If not, you canusesetnvtit
on ' host( /IT daemonso that orbixd will supportauthenticationwhenactingasa
target.
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5.3 VisiBroker

5.3.1 � Doesanyonehasexperienceon implementing systemaccesscontrol and se-
curity service using VisiBroker for Java?

5.4 omniORB55

5.4.1 � If there is a security servicesupportedby omniORB and if not are thereany
plans to createone?

5.5 Intra verse

5.5.1 � Hasanybodyintegrated DASCOM’ sIntra verseandEntrust (PKI), and Iona’s
OrbixW eb?

ExtendedQuestion ”Neil Crago” ' Neil.Crago@btinternet.com( (March, 1999) : Has
anybodyintegratedDASCOMIntraverseandEntrust(PKI), andIona’sOrbixWeb,to
provide secureuserauthentication,over-the-wiresecurityetc.,andif socanyou tell
mewhetheryou wereusingtheseproductsto handleCORBA Level 1 or 2 security
androughlyhow intrusive / practicaltheseproductsreallyare?Whatlevel of support
yougot from Iona,DASCOM andEntrust?

6 Applying CPRBASEC

6.1 How do I secure a Naming Service?

Nick Battle (August,1998)56: Naively you have to usea CORBA productwith theSecu-
rity serviceimplemented.

Lookingattheproblemabit moreclosely, therecanbesomenastysubtletiesdepend-
ing on what you areactuallytrying to secure.If you haven’t alreadydoneso, you
shouldreadthe recentthreadin this [ed: comp.object.corba]grouptitled ”Naming
ServiceandSSL”.

It is fair enoughto wantonly ”authorizedclients” to write to a namingservice,but
(potentially)any objectthatwishesto export its objectreferenceto anameserverhas
to have somewrite permission,andalsothepermissionto remove its own reference.
It maybepossibleto give everyonetheability to export objrefs,but only privileged
clientspower to changethe structureof the namespace- I’m affraid I don’t know
the nameserver interfacewell enoughto say, but CORBA Security is capableof
distinguishingdifferentoperationson aninterface.

Therecanbebootstrapproblemswith securenameservicesin someCORBA Security
systems.But theseoccurwhenyou want to treat the nameserviceasa sourceof
TRUSTWORTHY objectreferences.Basically, to bootstrapCORBA Securityyoumay
needto obtain sometrustworthy object references(for exampleof Authentication

55http://www.orl.co.uk/omniORB/
56Message-Id:35C8199D.B2073AD@x400.icl.co.uk
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andPrivilegeservices)BEFORE you cantalk securelyto anyone,includingthename
service.I believe thissituationis differentfor simplepublickey basedsystems(such
asCORBA SSL)thatcanbootstrapwithout externalobjectsupport.

The subtletyin the otherthreadis a consequenceof the fact that CORBA Security
doesnot guaranteethat the securitynameembeddedin an object referenceis the
CORRECT securityname.Justbecauseyousecureaccessto thenameserver doesnot
necessarilymeanthatclientsarenot exportingobjectreferenceswith falseinforma-
tion in them. Changingthe securitynamein an objref would allow an attacker to
masqueradeasthegenuineobject,eventhoughthesecurityserviceis active (includ-
ing theEstablishTrustInTarget feature!).

Toovercomethiswith asecurenameservice,youwouldneedveryapplication/system
specificaccesscontrols(thatlook atmessagecontent)or youwouldhaveto trustyour
(exporting)clients.CORBA Security(appendixD.6.2of thelatestspecification)says
thatendusers(clients)of objectreferencesareresponsiblefor verifying theirsecurity
namesunlessthey have a trustedsourceof objrefs.I’m just pointingout thatputting
accesscontrolandmessageprotectionon a nameserver doesn’t necessarilyprovide
a trustedsourceof objref CONTENTS.

It is sometimesperfectlypossiblefor clientsto know andcheckthesecuritynames
of objects.For examplein DAIS Securitythebootstrapproblemmentionedabove is
avoidedbecausetheauthenticationclientcanpredictthecorrectsecuritynameof the
appropriateAuthenticationandPrivilegeservicesfor its particulardomain.However,
in general,it is very difficult for clientsto know thecorrectname– andin thecase
of securityUNAWARE applicationsthey are not supposedto know anything about
securityanyway! This is alsodiscussed(andsolutionsproposed)in theotherthread.

6.2 � How cansecurity-awareapplicationsapply confidentiality and integrity
to data (e.g. electronic documents)?

6.3 � Is it possibleto specify the data to be protectedasa parameter to the
interface, or asdata protection service?

7 RelatedSecurity Technologies

7.1 SESAME

7.1.1 What is SESAME?

LindaGricius(March,1998):

SESAME(a SecureEuropeanSystemfor Applicationsin a Multi-vendorEnvironment)is
a researchanddevelopmentproject,partly fundedby theEuropeanCommissionunderits
RACE program.It is alsothenameof thetechnologythatcameoutof thatproject.

SESAMEis aconstructionkit – it is asetof securityinfrastructurecomponentsfor product
developers.In anutshell,SESAME:

� supportssinglesign-onto thenetwork;
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� provides role baseddistributed accesscontrol using digitally signedPrivilege At-
tributeCertificates,with optionalcontrolleddelegationof accessrights;

� supportsfull cryptographicprotectionof exchangesbetweenusersandremoteappli-
cations;

� supportsmultiple domainoperationwith differentsecuritypolicies;

� canbescaledto operateover very largenetworksthroughits useof public key tech-
nology;

� builds on work donein internationalstandards- it is anOpenSystemssolution;

� usesthe widely acceptedGenericSecurityServiceAPI (GSS-API)- the SESAME
usergetsmechanismtransparency.

7.1.2 How doesSESAME work?

LindaGricius(March,1998):

This is whathappens:

To accessthe distributedsystem,a userfirst authenticatesto an AuthenticationServer to
get a cryptographicallyprotectedtoken usedto prove his or her identity. The userthen
presentsthetokento aPrivilegeAttributeServer to obtainaguaranteedsetof accessrights
containedin aPrivilegeAttributeCertificate(or PAC).ThePAC is aspecificform of Access
ControlCertificatethatconformsto ECMA andISO/ITU-T standards.Thepromulgation,
protectionanduseof PACsarecentralfeaturesof theSESAMEdesign.

The PAC is presentedby the userto a target applicationwhenever accessto a protected
resourceis needed. The target applicationmakes an accesscontrol decisionaccording
to the user’s securityattributesfrom the PAC, and other accesscontrol information (for
exampleanAccessControl List) attachedto thecontrolledresource.A PAC canbeused
morethanonceatmorethanonetargetapplication.It is digitally signedto preventit being
undetectablytamperedwith.

ThePAC is cryptographicallylinkedwith theauthenticateduserto which it wasissued,to
preventanyoneotherthantheoriginal owner (or oneof their delegates)from usingit. To
provide this protectionSESAMEneedsto establishtemporarysecretcryptographickeys
sharedpairwisebetweentheparticipants.Kerberoskey distribution protocolscanbeused
for dialog key establishment,but they canalsobe eithersupplemented,or whereappro-
priatecompletelyreplacedby public key technology. SESAMEalsosupportsCertification
Authorities,X.509Directoryusercertificates,following ISO/ITU-T standards.

Userdatapassedin adialoguebetweenaclientandaservercanoptionallybeeitherintegrity
protectedor confidentialityprotectedor both,usingspeciallycreatedDialogKeys.

7.1.3 How doesSESAME relateto Kerberos?

LindaGricius(April, 1998):
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Similar work, aimedspecificallyat UNIX systems,hasbeendoneby the Massachusetts
Instituteof Technologywhich hasdevelopeda basicdistributedsinglesign-ontechnology
calledKerberos.KerberoshasbeenproposedasanInternetstandard(RFC1510).

In thelight of thiswork, theSESAMEprojectdecidedthatin its earlyimplementationsome
of the SESAMEcomponentswould be accessiblethroughthe KerberosV5 protocol (as
specifiedin RFC1510),andwould useKerberosdatastructures,aswell asnew SESAME
ones.This hasshown unequivocally thata productquality approachreusingselectedparts
of theKerberosspecificationis workableandthataworld standardis possibleincorporating
featuresof bothtechnologies.SESAMEextendsKerberosin thefollowing ways:

� It introducesuserprivilege attributes,containedin a digitally signedPrivilege At-
tribute certificate(PAC) andissuedby a Privilege AttributeService(PAS). This en-
ablesusersto carry variousidentitiesandprivileges(groups,rolesandany locally
definedattributetypes)ratherthana simple”name”asKerberosprovides.

� SESAMEalsousespublic keys,optionally, in theformationof associationsbetween
clientsandtargets.Kerberosusessecretkey technologyonly.

� SESAMEhascontrolleddelegationof privileges(PACs), so that targetscanproxy
their client’s privilegesto call otherserviceson theirbehalf(ratherthancalling them
asthemselves). Kerberoshasonly uncontrolleddelegation,andSPKM hasno dele-
gation.

Regardlessof thesecuritymechanismused,theDAIS Securityserviceaccessesthemech-
anismvia a genericAPI, calledtheGenericSecurityServicesAPI or GSS-API.This is a
standardAPI that presentsthe sameinterfaceto the caller, regardlessof the mechanism
underneathbeingusedto implementthefunctions.

7.1.4 How doesSESAME relateto the CORBA Security service?

LindaGricius(March,1998):

SESAME’soriginslie in theOpenSystemsStandardswork of ECMA, theEuropeanCom-
puter ManufacturersAssociation. In 1987 ECMA startedits work on Security in Open
Systems.It washerethat theearly ideasthatarethebasisof SESAMEwereformed.Fol-
lowing that first meeting,expertsfrom all of the major computermanufacturershave at
differenttimesbeeninvolvedin thiswork.

TheCommonSecureInteroperability(CSI)specification,which is partof theCORBASEC
specification,definesthestandardsfor commonsecureinteroperabilitywhenusingGIOP/IIOP.
A partof thisstandardis theuseof definedprotocols.CSI-ECMAis oneof theseprotocols.

7.1.5 How do I find more information about SESAME?

Linda Gricius (March,1998): The SESAMEV4 Overview canbe foundvia theweb at
http://www.esat.uleuven.ac.be/cosic.sesame.html.

Konstantin Beznosov (October, 1998):http://www.esat.kuleuven.ac.be/cosic/sesame.



7 RELATED SECURITYTECHNOLOGIES 57

7.1.6 � How do I to getSESAME API?

7.2 GSS-API

7.2.1 What is GSS-API?

LindaGricius(April, 1998):

Anotherimportantdevelopmentin thefieldof Opendistributedsystemsecurityhasbeenthe
GenericSecurityServicesApplicationProgramInterface(GSS-API).This interfacehides
from its callersthedetailsof thespecificunderlyingsecuritymechanism,leadingto better
applicationportability, andmoving generallyin thedirectionof abetterinterworkingcapa-
bility. TheGSS-APIis independentof communications,andonly producesopaquetokens
thatmustbetransportedseparately(by any convenientscheme,suchasSECIOP/GIOP).

A GSS-APIimplementationis viableacrossvirtually any communicationsmethod.GSS-
API is anInternetandX/Openstandard.SESAMEis accessedthroughtheGSS-API,ex-
tendedto supportfeaturesneededto provide distributedAccessControl.

7.2.2 � How do I to getGSSAPI ?

7.3 Kerberos

7.4 DCE Security

7.5 SSL

7.5.1 Wherecan I find more about SSL?

Jeff Calog (December, 1997):

� http://digitalid.verisign.com/crp intr.htm,
� http://digitalid.verisign.com/id intro.htm,
� http://www.rsa.com/rsalabs/newfaq,
� http://www.consensus.com/security/ssl-talk-faq.html,
� http://developer.netscape.com/one/security/index.html,
� http://search.netscape.com/newsref/ref/netscape-security.html.

7.5.2 Have the OMG specifiedSSL in any standard yet?

Andr easVogel (October, 1997): Yes,it hasbeenadoptedearlierthis summer.

7.5.3 Wherecan I find the specificationof IIOP over SSL?

Konstantin Beznosov: (May, 1999)Section14 “IntegratingSSLwith CORBA Security”
of CORBASEC specificationdescribeshow SSL is supposedto be integratedwith
CORBA Securityservice.
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7.5.4 Doesanybodyknow a ORB vendor who providesa SSLfunctionality with their
product?

Tom Damiano (May, 1998):IonaTechnologiessupportsSSLin their OTM product.

Rajeev Kumar Gupta (May, 1998):IONA providesSSLsupportfor Orbix.

William Edwards (May, 1998):VisibrokerhasSSLsupportfor bothC++andJava. There’s
a brief descriptionof this on both the Visibroker for C++ andVisibroker for Java
pagesat: http://www.inprise.com/visibroker/products/.

JoseIgnacio Gijon (May, 1998):Mico (http://diamant-atm.vsb.cs.uni-frankfurt.de/mico/)
supportsecurecommunicationandauthenticationusingSSL.Mico useSSLeay(http://www.psy.uq.oz.au/ftp/Crypto/)
to provide thesecuresocket layer. And botharefree.

Marc Laukien (July, 1998):TheORBacusSSLplug-inprovidesthenecessarytoolsto de-
velopanddeploy secureC++andJavaCORBA applicationsusingtheSecureSockets
Layer(SSL)protocol.New applicationscanbewrittento take full advantageof SSL,
andonly a few minor modificationsarenecessaryto enablesecurityin existing OR-
BacusC++ andJava applications.

TheORBacusOpenCommunicationsInterface(OCI)providesthearchitecturalframe-
work that enabledthe ORBacusSSL plug-in to be developedwithout any changes
to the ORB core. The ORBacusSSL plug-in replacesthe IIOP protocolwith the
SSLIOPprotocoldefinedaspartof theOMG securityspecification.This protocolis
simply IIOP over a secureSSLchannel.Applicationscanbe SSL-enabledthrough
the additionof a few simpleAPI calls. The plug-in providesyou with full control
over theciphersuitesusedfor client/server connectionestablishment.Furthermore,
your applicationscanuseany combinationof secureand insecureconnections,all
underthecompletecontrolof thedeveloper.

Otherfeaturesof ORBacusSSLinclude:

� FREEfor non-commercialuse(seetheORBacusSSLRoyalty-FreePublicLi-
censeAgreementfor details)

� Availablewith COMPLETESOURCECODE
� Completesupportfor C++ andJava
� UsesOMG SecurityServiceprofile tagsfor compatibilitywith otherSSL im-

plementations
� ImplementedasanORBacusOpenCommunicationsInterface(OCI) plug-in
� Supportedkey exchangealgorithms:

– Diffie-HellmanandRSA

– Symmetricencryptionalgorithms:RC4(40/128bit), RC2(40bit), IDEA(128
bit), DES(40/56/168bit)

– MAC calculationalgorithms:MD5 andSHA
� User’s manualandHTML API referencedocumentation
� Exampleprograms
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ORBacusSSLhasbeentestedandis known to work on thefollowing platforms:

� ORBacusSSLfor C++:

– SGIC++ 7.1SGI Irix 6.2or 6.3
– SGIC++ 7.2SGI Irix 6.2or 6.3
– SUN C++ 4.1and4.2SUN Solaris2.5
– HP C++ A.01.12HP-UX B.10.20
– GNU C++ 2.7.2Intel- or Sparc-basedOS
– EGCSC++ 1.0.x/ GNU C++ 2.8.xAny supportedOS

� ORBacusSSLfor Java:

– SUN’sJDK 1.1.xor compatible

The ORBacusSSL 1.0 Preview Release,including all sources,canbe downloaded
from http://www.ooc.com/ssl/download.html. Shouldyou have any problemscom-
piling the sources,do not hesitateto askus for assistance.Justsendemail to sup-
port@ooc.com.

7.5.5 � Is there a freeimplementation of CORBA SSL service that will work with
VisiBroker 3.* for Java?

7.5.6 If I usenaming service and VisiBroker, can I cooperateSSL into the system?

Andr eSrinivasan (July, 1998)57: The IOR determineswhetheranSSLconnectionis at-
tempted.

You canenableSSLwith any VisiBroker server by initializing theBOA with SSLT-
Pool (if you passthe commandline args into BOA init, -OAid SSLTPool will do
the trick) andinitializing theSSL layerwith a digital identity (you cando this with
initializers to avoid modifying the code). The resultingIOR will containan SSL
component.

7.5.7 How easyit is to usethe Visibroker SSL pack with a Java application for the
developeraswell asthe user?

TedGamester (August,1998)58: Fromtheobjectimplementersperspective andtheclient
programmerusing the Visi SSL pack is simple, just add a few standardizedlines
of codeon the server sideandclient sideandyou arein business.Samplecodeis
includingwith thedoc.

7.5.8 Is therean additional client sidepiecethat must be installed in order to usethe
Visibroker SSLpack with a Java application?

TedGamester (August,1998)59: Yes,you must run an installeron the client asthe Vi-
siSSLruntimecurrentlyusesnative code.(100%pureversionis coming).

57Message-Id:qy4svyqbgp.fsf@ahi.visigenic.com
58Message-Id:35C5EE7E.E0647FDC@umich.edu
59Message-Id:35C5EE7E.E0647FDC@umich.edu
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7.5.9 Betweenwhat partiesdoesauthenticationhappenwhentheclient and theserver
communicateover SSL via Visibroker’s Gatekeeper?

Andr easVogel (October, 1998)60 : Only thegatekeeperwill beauthenticatedvia anX.509
certificate.A client couldbe,if thegatekeeperdemandsso. WhenusingSSLon the
backend the server, the gatekeeperis authenticated.Authenticationis alwayson a
OA base,notanobjectbase.

7.5.10 Do any third-party companieshaveSSLsecurity systemsthat canbe incorpo-
rated into either Orbix or Visibroker?

Andr easVogel (October, 1997): It’s a readythere.TheSSL implementation[ed: in Vis-
broker] is third-partyanyway.

7.5.11 DoesSSL raise any fir ewall problemswhen accessingfrom the outsideinter-
net?

Andr easVogel (March,1998): Nothing beyond theusual. In fact thingsareeven better,
you canrun a SSL-enabledgatekeeperon port 443 which shouldget you through
mostfirewalls.

7.5.12 Do SSL security implementationswith CORBA solve or changethe problem
of securely linking an object referenceto the principal that it represents?

ExtendedQuestion Nick Battle(July, 1998)61: I’m talkingabouttheissueof ”TargetOb-
ject Identities” in CORBASECappendixE.6.2[ed: D.6.2 in the currentversionof
thespec](at leastit usedto bein theJuly97specI have to hand!).

The problemis that IORs arenot self securing.A securityname(which I guessis
thecertificatenamein SSL?)is includedasa hint in theIOR (true?),but thesystem
doesn’t guaranteethat theIOR hasn’t beentamperedwith. Soanattacker cantweak
anobjectreferenceto usethesecuritynameof his own principal- somethingthathe
hasthekeys for - andthenclientsusingthatobjectreferencethink they areoperating
securely(which in asensethey are!),but areactuallytalkingto thewrongobject.All
theORB guaranteesis thatyou aretalking securelyto thesecuritynamein theIOR,
not thatthenamein theIOR is theoneyou wantto talk to.

I understandhow thisworkswith theKerberosandCSI-ECMAmechanisms,but I’m
not surehow/if it’s differentwith SSL.I seetheproblemasfundamental(there’s no
provablelink betweenan objectreferenceandthesecurityname),so theremustbe
anequivalentweaknessin SSLbasedCORBA systems,true?

As E.6.2[ed: D.6.2in thecurrentversionof thespec]says,theonusis on theclient
to checkthe securityname(s)of any target it intendsto use,unlessit hasa trusted
sourceof objectreferences.

60Message-Id:199810141501.IAA21711@sparky.qds.com
61Message-Id:35C579BF.3E3AE0D9@x400.icl.co.uk
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Andr eSrinivasan (July, 1998)62: Currentlythereareno SSLhintsbeyondtheSSLcom-
ponentin theIOR.

The addition of this check[ed: by client of the securityname(s)of any target it
intendsto use] is pretty straightforward thoughandthe ORB could do it for you.
If a communicatingparty presentssomethinglike a wallet that not only contains
credentials,but containstrustpoints(i.e. trustedcertificatesthat aren’t necessarily
roots), the ORB can reject the connectionif the target identity doesnot containa
trustpoint.

I believethatasecurityunawareapplicationCAN operatein anenvironmentwherethe
sourceof objectreferencesis not necessarilytrustedIF a wallet canbeadministered
thatcontainstrustpoints.Basicallythewallet notionmovesthesourceof trust to the
wallet ratherthanrelying on thesourceof objectreferences.

7.5.13 What SSL implementationsare known to [not] interoperate?

DaveSames (January, 1999)63 : We werejust trying to geta VB for Java 3.2 SSLserver
to work with anOrbix 2.3cSSLclient. We foundthat theIOR producedby theVB
servercontains1 profile,perthe1.1IIOP spec.Fortunately, theOrbix client is ableto
interpretthis correctly, andinvoke operationson a CORBA objectin theVB server.
However, whenthereverseconfigurationis attempted,theOrbix serverproducesa2-
profileIOR - 1.0IIOP speccompatible- andtheVB clientcannotinterpretit correctly
to setup theSSLconnection.Ionanotedthat their 3.3 releasewill supportboth1.0
and1.1 IIOP specifications.

Polar Humenn (January, 1999)64 : I think Jishnu[Mukerji] told meatonepoint that
SSLwasn’t in IIOP 1.0anyway. SotheSSL”Component”madeinto a profile
it is just an interpretationto getget it to work. What shouldbesupport[ed]is
the1.1 IIOP specification.However, this still needswork. Hopefully thatwill
beclearedup with submissionsto thenew CSIv2RFP.

7.5.14 � Doesthe SSL-certificatecertify the server or the object?

7.5.15 What is the normal way of assertingthat unauthorized clientscannotconnect
to an object that an authenticatedclient is using?

Mik e (March, 1999)65 : SSL authenticatesa useron a per sessionbasis,so it doesnot
restrictaccessonaper-objectbasis.You’d have to addin codeto yourFactoryobject
to prevent usersfrom accessingcertainobjects. Shouldn’t be too difficult, and is
prettysecuresinceyou’ve authenticatedtheuser.

62Message-Id:qy1zqyqbam.fsf@ahi.visigenic.com
63Message-Id:3.0.3.32.19990118102117.0098c140@pop.hq.tis.com
64Message-Id:Pine.LNX.3.96.990120115306.2920D-100000@marcy.adiron.com
65Message-Id:36EF68C7.C51979D8@there.com


